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naltonAl aiMt FBI intelliii’nkY ailln tioii miminimits atul thfnii|)h dissniiuutioii siitiixnls 
cib)n'tiVK of thr tlmtrd Siairs (US) ji^vminii'nl s iiilHIiptiHr aiul taw mthfientnii (li) 
comnumitirs ITw Oin tinale of Inlellipnui- (Dl) nMintams fespousibilily foi at tivitics 
throu^ ttie drwlofniient and owi sipjit of (he lUl's THS in opr am 

(S/ ’NF) Thi<t policy guide (PG) applies (o Ihe use of the Cl IS Ihof^iani m all iiivestipatiw and 
ulteUigeorr collection actmties conducted by the FBI in the United States its teiiitoiies, outside 
the temtones of all coimtnes and lu foinpn coiinhies 

(in The CUSPG is foi lolemal gmdaace U is not intended to create an enfoiceablc legal npjil oi 
a iMivate ngjil of action bv a CHS 01 any otlier iw son Any conflict between these guidelines and 
tlv } GwdetUm 1 A<Kisl K^nrdmj^ /’W < 'of0denna[ liimm 

■Sounnes ( AGO- CHS t 01 the Cmm U a Gufdp l nm f or Domesnc FBI (Jperations [ A(.iC 

D orn } must lie resoked in favoi of the AGCjs 

1.2. (11 Puipose 

(U) The purpose of this PG is to standardize CHS Program poliaes so that lliev are consistently 
and uniftMTulv applied, to the extent possible, in all FBI investigative programs This will 
promote compliance with relevant AGGs and facilitate the development of CHSs to engage in 
cross-program repoftmg 

(U ' POUO) The critical components of the CHS Program addressed m this PG are as follows: 

• (U' FOUO) The roles and responsibdities of FBI personnel and task force officers (TFOs) 
with regard to CHS Program actmties 

• (U POUO) The identification. evaliiatiocL and recruitment of potential confidential 
human sources (PCHSs) 

• (U FOUO) The administration and operation of CHSs supporting any of the FBTs 
incestigatiw programs and or other authorized infomiation collection actmties 

(U) TTns PG also emphasizes the miportance of oversight and self-regulation to ensure that C HS 
Profff^am actmties are conducted withm Constitutional and statutory parameters and that civil 
liberties and privacy are protected 

1 .5. (11 Intended Audience 

(U) This PG applies to all FBI employees. TFOs. FBI contract employees, and FBI detadees 
1.4. (T) Autboiittes 

(U FOUO) The provisions m this PG are governed by the authorities set forth below 

• (Ul.jrronrev (jcrimiFr GJihialmei Re^oj-dwR the Use of FBI Co/tfid^-^fnnl Human 

Sources. December 13. 2006 

• (U) .-Ifrontc; GoiBreU's GuidffUfm for Domesric FBI Opemnom. September 29. 2008 
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SM 

no Cxtttfidmbiril \imtsm Pdtary Cita^ 

• (\y) /MmmiH invmU^/ifrnm Wf'i ',.'>^,1^?^ Orfrthw 

• (M) Atliiniry ( imrfi) ii§<in N»j Wt9 f fht Cnmarfif u 

( itttfhiina^ kafiarfJmf^ iha f Jie of FHf /fumm to tfut MFmm^ 

(kotaral ‘s ( iuttiaiirm'^ fta i}omt,xu Fh! fJparaUmj **m»i<jrT /A 

(IWlOXfOjitftin tfijlivnitm sur !> a& dJtudr!^ rjirrigiw or^% fH> f i*rff^ltMnom md 
riiniKfiajHiiiiJuS of iindnst^idinff (Mfdh) arr irtnffKjrd m ^ P(j 

1 .5. no Approval lyavWs lad l>«4^atioa'r 

no Approval IrveK spf^ ififd in IhjA Kj may V ^rity^/boi ma '^t^rr'.viciry IrwJ bHo* !tr -mmA 
level <ir to a de&if^iee u»le^ sprr jfiraJly prolubited Oj *he PO I tie dieiej^ici^ ok? ^ iSiade m 
wiitiTif', li must spet ify earh arttvify or tavlr drlrf^ned aod Hlnilify tfar se^ wsor/ pfiWteG. u> 
whK h the appiQvaj authority iv delected rJetej^ioiL* of auAonty for *rf!ior ase ^eid 

under and dele^iofK of authonty fra jnnm **iaa[ ar** fiM 

under A field oATk e Oj retatmi^ a ^.omrajcia^jfioc leuakaF a dele^sAoa 

of autbonty rmivt file die delepiion of authorin' rommnAcafiori mio !be ior^ FO raestsacM of 
(he above HQ rave file fe g 

(TJ) All vupeiviMjry aiithwity for approv^al of an artt . rued in du' ?ff b#* jjfraMleid bv a 
duly authoriTed acting vv^iemsor or by a a^jer iv*? lat Idi: ? a z*^ bisiier thae Us# ^leoJied 
m this PG 

(U) References to the special agent in IfUT Cyp ^ Sf-A'C I JjL ai iniesided -r s^.hide ihe FO 

assistant duectof m charge fADIC 7 position IT Lf rr* 5 .ai! ?ie?rt/:«ed 

1.5.1. (1) AGG-C HS and AGG-Dom EifeprK»B' aod In^ie Re^4«aMi 

(U TOUO) \Miene\'er an FBI assistant duertor AJ> rr AlifC ' AC "iaef fedcfaJ 

prosecutor fCFP). or his or her respective desiaiee' : beke " extract idsar- 'iFrurasiaocBV 

exist that warraiii an exception to any pro* lEion of *br ■ or wbessr. er Sere is a disfMe 

between or among the FBI and trther DepartmenJ of ’ -is'i': e "DO T ei^'ies regar dtaif die AG& 
CHS, an exception must be sought &om— or the tfespure be resoA»«l DOJ s 

assistant attorney general (AAG> (or Ins or her designer f?f die t rnra&a! Dr-tsioe or the 
National Secunty Division ("NSD) vchichever ■ ■ .appropriate 

(U FOUO) UTienev^ there is a dispute with the A.^-G Ux ether &e Cnmiras Ds'.i^am ar NS2> 
of the DOJ the dispute must be rrsoh ed bv the depur atrome'. geaeii DAO ' or ias ar her 
desipiee 

(L’ FOUO) Anv departure from a provision of the .-! > ]? ehjst be rerjpesed tnd made m 
accordance with DIOG Section 2 

(U FOUO) .Any exception to a provision of the AGCrOiS otbi be letfaeaed via as ^^ecBoaac 
commimicatictfi ('EC \ with pnor approv'al of the SAC and sent tc the AD D1 &r micBr Thr AD 
must coordinate the rerpaest for die exception with the appropeute DOJ Dsc^woeis 

(U FOUO) The exception granted or dispute resc^.^ imist be dDCuaeoted m the CHS Deifia frit 

J .5.2, (X'l C HSPG and DIOG Exceprions and Dtspait RtvoiMim 

(U FOUO » U'henev’er an ADIC or an SAC belteves !li* extraon^nary oiriiisssaQoes e:^ frut 
warrant an exception or when there is a dispu^ over the mtoptetasiaa of ai^' of fiNiS 
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SE<.TO T//NOtX>RIS 

(U) ('cmfidcntial llunian Soun-r Pobt'^ Ciuidc 

PG, m exception nnist be Noughl fhMn, oi Ihr dispute resotvrd by. the AJ), 1)1 11ir iK{iirfit foi 
exception oi dispute resoUdim must be nude vu atn HC appioved by the SAC and AD, Dl 

(U//FOUO) Any departure from a lelevanl provisifxi of Ihr DIOG must be leqiirsled and made in 
acandaoce with DIOG Scchon 2. 

(U//FOUO) Hir decisioD legardmg an exemption lequesi oi dispute addressed in this subsection 
imst be documented tn the CHS s num file 
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(II) Ihwam Sowf^ VrJkty limAe 


2. (U) Kolias and Krs|>onsibilitir\ 

Z.t. (II)('ILS Fro^ain Managf^mrat ud 

2.LI. (IT) A^fKlant MrMiorf is Cfiurf», ^pfcxal Ayato ia Ajs^xmi S yt dirf 

AgeoU ID C.iiDry ( ASAf li), wkI Sapwisery SpM^ AyHl§ 

(U//F<>UO) 'Phr SAC of lach fO ts fcspoci&iblr &ir nasur mg Ihjr 4ir f O hu a CHS yayairi 
conliiixitcs to tbr M3f $ coltorlivr bunm mlrlbgc^^ (HUMINT/ basf ADICi SAC». md 
tnembets of the FO s mvcsUgattve aod lolelljfnici* oprtiAtou fna mgEfl aeat ujff mriirtf 
ASACs and SSA^, must cnswc that thf FO folfilk ft^ midlfiaaiDr r.oller!iQti and miwm i^i m 
disseminatioo responsibilities in rompliame wt& FBI proiocjcib atles and regnlabatt adadlHf 
those contained in this PG Althou^ die SAC is charyd wdh the idUmiale re^pons fe lrtv §sm ftr 
FO s CHS program, daily oveisig)d rc^xMmbflity for PCHSs and CTLSs rcudes fee SSA 
who must leview ah conmuucatioQs le^dmg the CrFlSs on hi^ or her s(piad and yftptr^tat fee 
special agents (SAs) opei atmg those CHSs 

(U) SSA program management lespoasibilities may not be deiegaied ncs agsD posonael 
(Si^iervisory mtelligence analysts [SIAs] do however bavr cTiUcaJ o'/ersi^ respOBsdiUilKs 
with regard to the identification and evahiatioo of PCHSs as set forth m V: i : 

‘IdentificatiocL EvahiahoiL and Recnutnicnt of Confidential Hianan Sorarres m Type 
Assessment ”) 

2.L2. (I") Confidential Human Source Coordmator (C HSC ) 

(U) Each FO must have at least one SA senmg as fee FO s full-taae Cn>C Hae CISC is 
responsible for addressmg all duties and r^oosibUn^^^^^^i^ro^m CHSC 
be assigned to the FO s HUMINT squad. or peagfsm 

At least one alternate CHSC. who n^ not be assigned to fee^BnUMINT or ^mdiigEace 
squad, must also be designated The SAC. at bis or her discroiofL may have addmooai persoaad 
assigned to these duties, as ^ipropnate 

(U) The CHSC is r^ponsible for overseemg fee FO s CHS program. mrhiAng fee peeper 
administration of CHS files and assoaated documentation Because of feese overaafer 
responsibilities, the CHSC must not be assigned as either the case ages IC A > or cr-cae a fl p«* 
(cc^A) for any CHS assigned to fee FO 1^5 restnctioo does nG< appiy to fee afissale CHSC. 
However, when fee alternate CHSC is w orking m that capacitv be or she nu \~ aot levtcw muf 
commumcation generated for or about CHSs for which the CHSC is fee CA or cchCA Tb^ 
communications must be forw arded for review to fee HUMINT aul or SSA who s^Gvtses 



fee CHSC 


(U FOUO) Each CHSC must designate a space within fee ccumdennaS 5^ rooei (CTK) iDlmose^ 
all legacy and cunent CHS files and other CHS-related matenal sudi as any pfeysatai gifi 
received from a CHS feat is not ccmsidered evidence. In order to guarantee ^ confidesBaabiy af 
CHS mfonnatKML only personnel assigned to fee CHS program may be located mssde fee CT^ 
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SK K1 l //NOHmN 

(l)> (VHihikutijI Ehtniaiii Sinatr IMIit y t iunIt 
2.1 A (I ^ < onfltlnitial lluniAn Soun a < (Nti tlinahM 

(If) Ihf \i. ( US drfii«‘ a (1 IS( as a wiiiri\nsfliy l r*lnal ISoiriuiinfi OfTlrr atUniry 

(truf^rd by Ihc* C I V hi faalilatr riiiniiliam'y with thr AliCi (1 IS Mattnii imdiiirly baiuUnl try 
thr IXVf im hidr lomctiiuitinft (hr ITH^ s ir<<|iimsihililirv imln tlir A(>Ci <'(tS, «uyvin|i, as 

an IHI piiiiil orcuntail (IHX*) An nuttnii inuln Uir A(Xt CHS a)itRnvin|^ niattns tindrf (hr 
ACKt ( IIS on bi^ulf of thr when no otfan hTH) aHoiitrv ih avni^ird ui availabir, and 

in hancUuij? disrovrrv nuttm harh TO ('IfSC' iiiilm rsfablish and maintain ronlari with 
Ihr IXXI CElS(Xs) in his or het trmtiiiY Contacts with ttir IX)J ClfSC niiKl br dotHUtinitrd and 
maintained in tlie CHS profijaiii file 

2,2, (IT) C HS Opn adnn 

2.2,1. (l’> Cau Aftmt and Co Case A|;irtit Rotes 

(U TOCO) Tin* CA of a PCHS oi a CHS must be an FBI SA Each SA. with the excrfitioD of the 
CHSC. has a cme rrsponsibihtv to oeatr and maintain a CHS ba.sr to provide vital information 
si^ipcirting FBI investigative and naticnul mteJIigence pnonties Tlir SAC may grant an 
exception to tins lespoosibiUty' when an SA is assigned to duties that logically pieclude CHS 
operation This exception must be documented ui a wntten EC niainlamed m t^ FO CHS 
program managemeni hie 

{U> FOUO) in addition to an assigned CA. every CHS must have a co-CA assigned and 
identified A co-CA has all the same duties, responsibilities, and file access as the CA If a TFO 
IS asngned a.s co-CA, however, there are lumtabons to his or her duties, as set forth id subsection 
^ . ’‘Task Force Officer as Co-Case Agent ” The fiequency with which the co CA meets with 

the CHS IS determined by die impact and significance the CHS s reporting has on FBI 
tnvrstigatioiis If die CHS coatnbutes sigmficantlv to an FBI investigation the co-CA must meet 
widi the CHS more fiecpiently The fiequency that is considered appropnate should be 
determined by the CA. co-CA and their SSA but. m every case the co-CA must meet with the 
CHS at least every' sot moaths The meeting must be documented m the CHS file. This 
requirement may be met through the documentation of a CHS program-related actmty through 
winch the co-CA s meetmg with the CHS is evident, for exaii^le. a source reporting document, 
an admoaislmjeni fmm. or a payment receipt bearing the co-CA's muue 

(U .'FOUO) If the CA and co-CA are unav ailable, the SSA may designate, on a temporary basis, 
anodier co^A to handle PCHS matters or operate a CHS Regardless of such teinporary 
designations, however the CA is respmisible for the niamtenance and accuracy of PCHS or CHS 
files assigned to him or her 

(U'/FOUO) No member of the FBI s management staff may serve as the CA or co-CA. The only 
exceptions to this rule are as follow s 

• (U.' FOUO) Legal attaches (l£GATs) and assistant legal attaches (ALATs) are permitted 

to operate CHSs as CAs imder a modified approv’al process, as set forth in Section 10 . 


* FPOs uKiade my of The fotlowme IX)I compoDeai*; United States ARoiney s Office (USAO). dw Cnnucai 
Dt\T':jDn. the NSD: and ray otiici litTfitioE of DOI with rathonty to pro^cote federal cnmuLil 

relevjoi of ifac Di-visoo- Cnil 0nTsjoiL Cinl Right: Di’VTiioia. EmuonmentaJ and 

Natural Mad Tax Dni jioD 
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(t /) ( ouMmUffl iUMtm ^lorip f 

'Tlxbartrrnt^nial ^ tkmrvet^ m f^"Bl Hem&t fjecKNlnj*’ 

an the iJ^XiAl titay br imiffitA m Hip CA «r mCA 

• ([J/fH }\}< )) Afl a< tinfr SSA aaay rj<n»tiajr. to ht^ aft a CA a m l, A fm K. >|ia 

and CJ'II.Sft frw iifi if* I W dayi ft** Mitof^ SSA ft m a CA ftfMMwniKaiMW 

rflauvj to and Cf f.Ss for wlacl} fbr S$A tft Hv C:;A nutf br ASA^. 

Of m SSA vdmm ^ ASAC ^ifps^uh,. AiW 1 80 dayn keivf r|a|p«aedl iK AS^ 
affproviu;; tfinw f ofitfininif afion& muH an&t^ HAMift. CA » f»C A ol' Ae*iff 

1^ :HSs and Cl Ihe feas&tf^iituli may t>r onadr' luovifwr. at awy turr JIO dayt. 

have elapsed, as deemed appif^iatr by (he ASAC 

2.2.2. ((/) I ask f orre f>ffif er as (.o C aw Ap^ai 

(lJ//l'OlJO) AidiouBli they air non penofHirl T10'> who have rrejwved fte rr^DiMe 
cle.aran;:es to be detailed on an Flil tbrre may be asst^ped m roC Ai» foi PCHSs and CHSu 

An SSA may asst|?n a ITO a ro CA by ^rptavmf the apcmi^ ^oeemmKsiiifm fef edier a 
PC^S oi a CHS, in which the TPO is named as the roC. A 'fbe SSA appiosi^ ai» wrses as 
the authority to di.sclosr the PCHS s or CHS s identity to the ai&iptnd TPO 

(U//FOUO) Any "FFO assi^;ned as a r.o-C A must )x advi&al of aiid loSow sB mkriimi FW 
poliaes regarding the identification, evahiatifjc ar*d tecraitmear of PCHSs aod the drfliicpiBeBr 
and operation of opened CHSs. as dir.cnbed in thii Pf / and odae reJe-i-aE? paiiatf^i sEftchidttfti &e 
AGCj Doiii. AG<i_C HS. and the DiOO 

(U/'/FOUO) A TFO co-CA has flie same duties aiaJ access to the PCHS or CHS fikr as ^ CA^ 
except as described below The TFO co-CA may use Tbt PC H5 approadh tacdKSffe de^&cr^tod ift 
subsec tion 3 7 2 ("Methods of Approach ') meet wiflj a PCHS and debrief ac opes CTS 
unaccompanied by a CA. providad that each comae* ls docjmeaJed by ’!se TFO asd placed 
in the file of the PCHS or CHS for whom the TFO has been s^iproved a& c?>-C A 

(U'/FOUO) A TFO co-CA ls not penmtted to 


• (U//FOUO) Open a Type 5 assesscKut 

• (U/TOUO) Prepare the source-opening coffinramcanoG or open a CHS m Etelfe 


• (U/POUO) Provide admonishments TO a CHS Hk TFO snav be preseaf » i ^aesa 
when admonishmentF. are re'.'irwed with a CHS howc.’rr the adgyiBisfemn^ sttust be 
provided by an SA. 

• (U FOU O) Pay a CHS, unless an SA tj preses? as a wrsness whKii CHS payioea^s m€ 

made. be submined bv m SA 


2. 2. 3. (I'j Non-.Ageiir Investigative Staff 

(U-'.FOUO) Non-agent FBI in\’esti ptiT.T staff are not pemntted to be as^gaed as CAs « coATAs 
for PCHSs and CHSs. unless specificaliy stared otherwise m this section A sapertisor isay 
assign non-agent mvestigative staff SenhBd case panictp^t respcn^bi^ilies dm donor re^juve 
interaction with a PCHS 

2, 2. 3.1. (!') Non-Agent Ltngiiisn 

(U FOUO) Non-agent linguists are not permmed to be assisned as CAs or co-CAs foe 
and CHSs Non-agent FBI linguiSTS are kso pr(Aitffted from contacisig a PLFfcj or a CHS 
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sfc;Rij//NciHmN 

lliittuii StniitT 1 N»Ih v t Hiuk 

wittimtf llr pir«mcp of « ('A, i ro t'A, m a TI O wIh> \m \wtn a ro f A A (*A (m a 

CO CA may rrqor^ m wiiimp; (r f; muil liC), that a nun ai^nil I-IM hni^iiM » amijititiv hun tn 
bn to a f’HS drtnirftn|!f at be fnrsenl duiinp a Wl IS ctmtat t The SSA of llic «|mtl witli W'l IS 
at CIIS ovwtiipht and line supeixnsoi of tlie twin apetil MM linji^iiKt lesjwnd to Hr ir*|nrsi, by 
ap|vovinp. 01 (Imyinp. it tn wiibnf, 

(XJ//FOIJO) The ruUawmg inftimiahun miLsI Ix* iiir hided in Hie iwpiesl 

• (l)//H>UO) A description of the letpieslipd seivires 

• (U/'TOUO) The specifk utvcstigattoti(s) bring snppoiled 

(U//FOUO) The following faclois shoukt be considaed prnx to appiovuig a request. 

• (U/^TOIIO) The length of time the services will be needed 

• (U/'TOIK)) The purpose of the services 

• (U' TOUO) The piirtential operational ex personal security risks resulting from the non 
agent lingmst interacticm with the PCHS or CHS and the steps to uutigate any identified 
risks 

(U//FOUO) This wntten request and written approval must only be retained in the CHS’s mam 
fik 

2.2 J.2. (C) lotelhgence Anahsts (LAs) 

(U/vTOUO) lAs aie not permitted to be assigned as CAs or co-CAs for CHSs A siqiervisor may 
only assign lAs case management or case participant responsibilities tliat do not require 
interaction with PCHSs 

(U//FOUO) lAs are prohibited from contacting CHSs without the presence of a CA, a co-CA or 
a TFO who has been assigned as a co-CA A C A or a co-CA may request, in writing (e g email. 
EC), ttiat an LA accompany him or her to CHS debriefings The SSA of the squad with CHS 
oversight and the LA’s supenisor must respond to the request, by approving or denying it. in 
writing 

(U '?TOUO) The following information must be included in the request . 

• (U//FOUO) A desaiptioo of 11 k requested services 

• (U VFOUO) The specific mvestigatioa(s) being suj^iorted 

(U/FOUO) The foUowing factors should be considered prior to approving the request: 

• (U;?FOUO) The length of time the services will be iweded 

• (U/ ,' FOUO) The purpiose of the services 

• (U FOUO) The potenbal operational or personal secunty risks resulnng from the LA’s 
interaction wifri the CHS and the steps to mitigate any it^nfied risks 

(U'/FOUO) This wntten request and wntten approval must only be retained m the CHS s main 
file 

(U ' FOUO) An LA may be assigned as a case participant or a case manager to identify and 
cv^aluate PCHSs as part of a Type 5 assessment (see Secbtai 3 . Tdentification. Evaluatioii and 
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Ht i/mofriftN 
((J) OjrifWtnfdijI itaneni 

Kn jiuriiirfii fif ( .^mlvlriitMl Ifuimn Sowrjv w Jypr ^ mnntnwim Gw jgiwfanr^ ■- 

AiuftmiinitM) I Urwrvn 4iir to prt vjfo] saG^y wtora Ihr fltud Mlf 4f ofwiakoaoi w^v^ftrs 
involvtui* ifilrrw Iton with t}jr ptG>b(., mt poliry tA& air lof |i f i — i »A )o 

rfigafi;r IK I tS« (if dir pfiMff tn upnilional frtliiif^ 4unsf dw ownr of a I j/pr itiicnwiiri 
ifK hutinir III onlmr vmun, aa dmridird m 1/J I- ()«r «f f^wBVVt ,G|ipinMrit *rr 

lA* on PubJu ly A< crwiblr Wrb Sflm ' 

2.1, (I/) Ptobibilions on f Kf PrrvoiioH in tlw MmiilirjiaoiL f.i aiwai i — . am4 

Krcruiimrai of Pf USf and tbr Dovriofiwat awl Op t r a U m a# f Jllta 

(U) Fof dir purpoMs of ttii& irrtwn FBI peftoond ttrludn TFOi aclia|F aa CA^At md am 
otlirr drtailre partiripabn^ m dr oprratioa ovmigtat auatyMi or a r xjv B mM of m CKGar 

PCTIS 

(U) FBI prr&omrJ duecluif, ovciwmii^ m pdflaripMui; is ir drertea of a CHS ca 
ovmemg. or parbcipatm^ m thr idcnblkafion rvahaabos cf remisoxai of a PCKS wt am 
pennitlcd to' 

• (U) Open aDother FBI emptoyre as a CBS or a PCHS 

• (U) Open an FBI cooliaclor as a CHS unless dr Goflowisf cnfeera are met aad 
documfnted m tbe main fik 

o (U) In dr perfofTOaDcc of las or her dunes under dr cortraci dr comacioy t 
assoaation as a contractor with the FBI could noi reasonaUv br drcenrsf by 
someotr m tbe subjecl s position uzdcss tlr sufc^ s kaowiedgr of te tildaoni^ 

IS rekvanf to tbe asscssanii or prediraicd mvestiiation a wtech CHS vdl he 
used 

o (U) The use of dr coftfrador as a CHS wiB ool cosfhct wA hu or her coaracAnf 
obligations 

o (U) The CMaractmg officer s fepfeseganvc fCORj appww^ the lac of te aMmai 
asaCHS 

• (U) Haw any role in dr opcra&tm or o\’mtgJn of a CBS or a PCHS u fir 
employee's ^>ouse. significant odrr relative or (Mhcr pcrMS whose nrlnhriMfcp r the 
employee could create the ^^arance of a personal or jrofesaonal cnellKt of a te aest 

« (U) Engage m sexual or unduly familijr social lelAransfaps any CHS or PCHS 

• (U) Socialize with a CHS or a PCHS except to the eaxm necessary and a pp ra f c^ far 
operational reasons Such sociabzanon must be dortanenrd m dr CKS or PCHS Sk 
Meals with a PCHS for the purposes of ei'aluatioii reaumneat or wdh a CHS imsag a 
(fcbnefing are considered jqjpropnate 

• (U) Entetam or meet a CHS or a PCHS at am FBI en^ja s lesideacc 

• (U) Pay a CHS with personal fimds use a penomd credit canJ &t CHS-refard espcases 

or pay with other personal items of vahr (e g. purcha se oC rkphoae w& personal hods 
or with any money' not obtained through dr leque^ prscea. excefK et 

exigent cucumstances with oral qipros-al of the SS.A if pavmexx is made xmaes esxseat 
choimstances tbe oral authonzancn oiDst be doamrmed m dr CHS s piymes 
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SI X Rl. r//Nf)H)RN 

(If) ('cmAdmtaal Himun Souiit ISiIk'V ('rtiidr 

as Hfxm as pnmcablr. iHfl tm nwir than liw businTss d»y\ fioni tlic dah* of oial apfHoval, 
rrmdunxnimt imisl he soufijit tn arcwdaiKT with siibsnUoii 1/ / 1 ,, “Payniml Krt{u»s1 
Eiilnes.' or 1 7 6 S,, ‘ Hquipfwnl " 

(U) AUow a CHS oi a PCHS lo distnbiiie cociliaband (e g . illrga) dnigs w stoira 
fHopniy) into tbr markrt unless authciriTed to do so 

(U) Authonzr a CHS to participate m an act of violence, except in self defense during an 
emergency to protect his ot bet own life oi the hves of otheis against wrongful force 

(U) Authorize a CHS to participate in an act designed to obtain mfoimaticni for the FBI 
that would be unlawful if condui'ted by law enforcemem officci (LEO) (e g., breaking 
and entering, illegal isnetappuig. illegal openu^ ot lamperuig with the mail, or trespass 
amounting to illegal search) 

(U) Istcrfeie with, influence, or tntpede any ennunat mvestigabon arrest, prosecutioa or 
ci\il action in which the CHS or PCHS is a party or a witness However, an SAC may 
submit a letter contaming facts regarding a CHS’s relationshqi with the FBI to a 
piosecutot or a coml foi consideration. Disclosures must be doaioiented m accordaiKre 
with ScctioD lb. ' AdnimistratioD of Confidential Human Sources ” 

(U) Make any pronnse of mraiuiuty to a CHS oi a PCHS: make any co mmi tment limiting 
the use of any eindence by the government, or give the impression that he or she has the 
authority to do so However, an SAC may pronde a letter to the prosecutor or court 
stating the &cts regarding a CHS’s relationship and assistance to the rei 

(U) Disclose FBI ini^tigatiw information to a CHS or a PCHS (e g., mfomiation 
relating to electronic suA’eiUance [ELSUK.]. search warrants, indictments and other 
charging documents or the identity of other actual or potential sutgects or PCHSs or 
CHSs), other than w^hat is strictly necessarv for operahonal reasons 

(U) Reveal to a CHS or a PCHS any information relating to any federal, state, or local 
pending or closed mirstiption of fee CHS or PCHS or his or her fiiends or relations, 
utctuding confirming or deuymg the existence of an investiptioiL unless authorized to do 
so by the CFP or his or her designee, after consulting with the SAC In national secunty 
matters, the SAC or his or her designee must consult with the appropriate crperational 
diMston at FBIHQ and obtam CFP authonzation 

(XJ) Exchange gifts with a CHS or a PCHS except as pionded for m subsection 13 1.. 
“Gifts 

(U) Pronde the CHS or PCHS with anything of more than a no minal value, except 
pursuant lo an approved CHS payment as authonzed by Section 17 . ‘ Confidential 
Huom Source FmaiKial Matters/' or pursuant to a Type 5 assessment expense, as 
authorized by Section 3. "Identification. Eialuattcia and Recruitment of Confidential 
Human Sources m Type 5 Assessments " 

(U) Receiie anythmg of more than no minal value from the CHS or PCHS 
(U) Engage m any business or fioaiKial transactions with the CHS or PCHS 
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(tJ) (.4infiitngli4l llumaEn %m9fjt. Poliry (iudr 

(IJ) f-DI pejuKmti who air dtirr tinp or dr (fairrticA of a KTfS €r a CHS artf irff 

diynjsji opnationaJ miltns relatnl lo dr FBfft rrlalioiHltap Ar PCHS w CHS wiil aByocr 
rise, unless lhar » a nrrd to shatr thr mftmiutatm 

(ti) When inlnaduii; with PCHS and CUSf. all nnpioyres tKfadwf TfO co-CAs mi SA 
('As. must rooduci thcinsclvo profes«icnaUy and in atcordanre wift FBI sEandar^ md 
gutdaure Tof FBI onployrr condiict. mrhjdiiip thcivr art forft m dr f S/ In 

Pro^am.PpUQ'Dir^tiYM OJidPohfy Qttide_ O/jdjJPCr 

2.3.1, (I-') (j4fts 

2.3.1 .1, a ) Gifts Offered by a CUS or a KTJS 

(U//FOUO) If a PCHS or a CHS offers a gift to a C A a co-CA or oOrr FBI fn^krfix. tr CA. 
co-CA. or other FBI employre should nol accept flr riem If Ur PCHS or CHS la a w a re of ikt 
CA or co-CA*s FBI affUiatiofi the CA or co-CA should use the opportuiar/ to 
advise the PCHS or (7HS that the relatiofiship is a profissioiial ooe ad 0^ resanehOB apply to 
their tmeractions The offer and refusal of a gift must be (jocuaesmi tn ftr PCHS file or 
CHS’s validation sub-file Cnfls shotdd be refiiscd even firacn PCHSs lecrmied (brou^ a 
nonaffiliated approach (see subsection 3 7 2 2, •No naffiliat ed Approach'"/ Thu geartal rale 
applies because, among other issues when die CA or co-CA r^’ertuaDy reveals his or her FBI 
affiliahoQ to the PCHS, the preMous acceptance of a pfi mav becocoe an obsade to a SKcenftd 
recniitment 

(U//FOUO) In some very limited oraioKtaDces accepting a gift from a PCHS or a CHS taav be 
justified The CA's SSA must approve the acceptance of such ^fts m accordance anih the rules 
set forth in this subsection ff the CA or co-CA takes die gift and the SSA does aot appsrr/e the 
CA or co-CA must return tl^ to the PCHS or CHS 

(U FOUO) If acceptance of the gift ts necessar.' and appropriate lor operatuna! reasoai and toe 
refusal of a gift would ureparably damage the lelabaosh^ and jeopardize ^ wiftansse&s of a 
PCHS or a CHS to cooperate or contmue to coopciaie m SSA na:*' after aoocisieaix of tor 
chief dn-ision counsel (CEXT) (considering the legal and ethical ^sues assoaaied wrto retaBU^ 
the gift), authorize the C.A or co-CA to accept the gift The SS.A s autbonzJtiaD &f toe 
acceptance of the gift, the results of the consultation viifti the CDC . a desoipliae of the oft md 
the justification for ns acceptance nnist be documemed m the PCHS s fik or toe CHS s 
validation sub- file The SSA must provide amhonzatioo m ach-aoce if toe CA a co-CA ts a wa g 
that a PCHS or a CHS wiU offer a gift Otherwise- the CA or co-CA nnsi obtas astoonatooB 
and dociimen! the gift in Delta as scon as practKable. bnn no later toan five bnsme^ days fioBi 
receipt of the gift This commumcaticffl also shc«jldbe>jsed to documeni toe tosposmoBofthe 
gift (discussed below) and the reasm whv that particular method of tosposmon was choses. 

(U FOUO) The SSA must appiosT one of the metoods dcsciibcd bekrw to aoie ar of m 
accepted gift Under no circumstances may toe gift be kept bv m FBI employe The dispoMiiaB 
method wilJ depend on toe type of mft and its prospeeuw Gperabanal use cr treannest as 
endence 

• (U FOUO) If the Item is penshable. it must be desnoved Pnor » toe des&ucaos of a 
penshable gift, a pltotogr^h must be taken ol toe itom and |Aaced la toe msm tokkr 
the C HS file, with documentanon noting toe destruenon mrthod md a brid! exphttubon 
of whv toe Item was destro'ied 


10 

SECRET NOEOKN 


SK RKT//N«r<)RN 

(1)) ('Qf)ftdnitt;il Hiniun SotniT Polu'v Ciuiilc 

• (I J/'TOUO) If (hi' IS iwrt pensh;ihle atnl will iiol bi* bpaU-vt as rviiJene r , Hr (’A oi ro 
CA iniKl sidimit il to (he CV'R to br maintained as pail of the (.'nS file (e p, , tir iiiav 
be placed phYsically in a f!iTiali7etl I A eiivelopc/acroidioii IbUln, oi a ''piiv siJi file < an 
be aeated fioni the main file) fill a|)piopna(e stoiaj>e If on a laie oci asioii. (he pjlt 
needs to be worn oi diowii to tlie PtHS oi (IIS so as not to |(‘Of>aidizK’ tjr lelatioaship 
dming a subsequent contact or di^fiefiiip, tlie gif! must tx* officially cJiai jet'll out of tlie 
file Upon concliKioQ of tlie CHS meeting, Hie gift must Ir chaiged back into the ("IIS 
file Upon closing the CHS file, tlie pifl must follow the Natnnial Aichives ami Records 
Admmistrahon (N ARA) approved finiil dispositiixi schedule established foi the CHS file 

• (XJ//FOUO) If the gift IS k^^reate^^vidflic^nmjsyollo^Ii^ain^itM'ess as any 
oftiei esidence the 

(U 'i'FOUO) If an FPO is partiripating m an mvestigahon or a piosemtion usmg the CHS, wntten 
notice must be prodded to ftie FPO attorney — m advance, whenever possible— if an SS A 
approves the acceptance of a gift A copy of tlie FPO notification must be retained in the C'HS 
validation sub-file 

2.5.1 .2. (11 arts Given lo CHSs and PC HSs 

(O/.FOUO) Gifts offered to PCHSs and CHSs may be provided m accordance with subsection 
3.9.2.. "E\’alu3tion and Recnutoient Phase Fundmg." and su bsection 17 13., (jifts m Lieu of 
Monetary Payments ” 


11 

SECRET >OFORN 



SH Kf 

3. (li) Iflpiiliriratiriii, and Rir riiilfrif'rit of ^ orifiiflenfiaJ 

Hiimaji Sffiim^s in f y|<e 5 Assf^^^ini'riis 

3, 1 . (I '//I (>l iO) Pf IIS Ktsk/rvni>rft Aij Jlysfs 

ftJZ/I'OIKJj IIm" ( 111 Ii;ls stirj esslully vrtteyl iojd rcr.nufjrd \mfjt if*, A CHS was 

and slill is ofli'ii idnutifi^^ during rourv^ of an mponag rx 

pirdn jitfd uivr^tigation oi ttiruu^i routmi* liaisfjrj As of l>5rfTOib»T die " ^ as 
iin{}lriiH7il('d by tir i >KXj [/rovKk’jd an additional tool known ». ffr 7 yp#^ j 
for the tdentirK aUan pvaluation and ifrrujtmftiJ of ''71S*, fn additi^m ti» fh? DKXj ttes 'iftrbGc 
in ronjuacfion with tion Roles and Ke^iponsibililues govwiiL tfap rrspertive roler. of SAs 
arirl lAs in the idratifw ation evaluation and reifiiiitinffit of Pf HSs tmdti rfae 7 ype ■ 

ITip purpose of this srrtion is to give fijiHiei details legardmf' the unpiraneiitaiion of DKX» 
subsection 5 6 3,4 however in the event of a conflict the DKX/ l% the conAroihng 

(U//FOUO) Inlierent m each I ype S assessnierj! or prior to operun? any C HS )■- the eiemoit of 
determining the potential benefits to be gained tJiraigJi the identifiratioo r/aluation and 
recruitment of tJie K. HS. balaocmF diem against the possible c^attonal and cosu 
associated with the PC. HS and ensuring diat the benefits rn^wei^ the costs grvtn the kncrafn 
mfonuatiou and the cucuiiLstances involved If a PCHS is uliimateiv op«med he or ^ 
mto a relabonship with the FBI and diat relationship a til forr- w afiert the hfe of to indrsiduai 
The PC77S will be either an FBI source or a formei FBI source and in nffB. his or hei 
conduct or miscanduct will reflect on the FBI Fairlv or unfairly the FBI will be viewed m the 
light of that reflection Therefore, it is importaiil to rej.:ognize dial decisions and actmr^ 
undertaken in the identification, evaluafion and reamtineiil phase?, are esa'''u.^. m 
managenient 

(U/.'FOUO) Once the PCFIS is open he or she is st^*jecf to the guidance profsided m . 

Confidential Human Source Validation Prior to opening each PCHS agents and asalysss asst 
be aw^are of the need to assess and weigh the nski. a£sc*ciated w ith the PCHS 

(U/.POUO) There is a number of factors to be considered during die idennficanm evahjatocct 
and recruitment of a PCHS Documented past acfivities and obscrvalde charadensscs can 
provide insights that point to future control or handling issues rehabihr. probksns o: lack (rf 
credibilitv on the part of die PC H5 Likewise, the PC HS s beliefs values and allegiaoces may 
reveal motivational platforms that enhance exisTmg benefits and are cntKal oirexia fcff the agent 
and analyst to define throughout the Type 5 assessment These fitcrors as ■:^liQed in :he six 
bullets below, should then be assessed in their totalir; against the backdrop of each of the five 
CHS criteria to deteraime whether the risk m ultunaiely recnnnng the PCHS source is low 
niedmui or ludi and what steps can be taken to mitigate identified risks A similai ev’ahianQfi 
should then be conducted on the potential benefits the CHS is reasonably espeaed to deliver 
Tlie final step is to determine wlwthef the potential benefits oihweigh dK pofentiaJ nsfcs aod aa 
accordingly 

(TJ FOUO) The factors below must be used by analysts and agents to weigh the nsks agamst file 
benefits involved diirmg the evaluation and recrumneni of PC HSs Each of the fecrors and m 
turn the CHS entena cannot be weighted equally since, for exanyk. a PCHS s access to 
rele\ aiit intelligence or mfomiation may outweigh a particular suitability or securin' risk 
especiaUv if .such concerns can be adequately' mitigated Uhen e\'aluating benefits versu? nsis 
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(1)) ConfitlrDtial llimun Soiat r PoIk v Ckudr 

analystii arid ansrnl^ ntii&l dplnminr wlxiltn Ur PC'IIS's plwonimt atvl acrrsK Id imb*<J 
infonjMtion « trUelli^raicr air sufflnnU to cndwriiUi Um* ti!ik(ii) assoi latrd with tur oi ttioir of 
Ur five fitclon hstrd brlow l arlnrs to hr rcmiflrfrd iiK hidc 

• (U//F01X)) Tir iomunrut opnational ired and iinpoilaiirr of thr dn^iird mfoi rnatioii 

• (U '/FOUO) Tbr likelihood that the P(11S wtU infonn uthns of Ur f Hi 's intnrst m (he 
PCHS 

■ CUZ/FOUC)) The likelihood that any irvclataon about the PDFs intaest in Ur lY'HS will 
haw a imiiimal adverse affeci 

« (U//FOUO) The likelihood that the intellif<ri>w oi tnfotniahoii will be lost 

• (U^'TOUO) Whether and bow a nsk can be nutigated 

• (U- TO Whether the FBI will be able to control the PCHS through existing handling 
procedures and verUy the trustworthiness of the information provided thiougli the 
existing validation processes 

(U TOUO) The PCHS entena are 

• (U/^TOUO) Access: the individual's placement and sustained ability to acquire 
infonnatioo of operational and or mtelhgence interest (In some instances, this may be a 
matter of potential access to high-value infonnatioo ) 

• (U TOUO) Suitabilin : the mdmdual's character, intelligence, and competence as they 
relate to his or her potential to provide authentic, accurate, and reliable mformation Tins 
helps to answer the question. Does the indiv'idual have the appropriate attributes to 
pafbim as a CHS''" 

• (U/TOUO) Susceptibilify ; the likelihood that the mda'idiial will accept recruitment as 
an FBI source and preside infonnahoo on a confidential manner This aspect requires an 
analysis of possible motivations and biases, life expenence, and other factors relevant to 
the willingness of the individual to become a CHS 

• (U . TOUO) Accessibilin*; the FBI s ability to gain acc^s to the individual for the 
purpose of assessment and evaluaticn as a means to move toward recnutnient. 

• (U TOUO) Seemin': the FBI's assessment of i^ierational security and 
countermtelhgence nsks associated with the PCHS This means evaluating the individual 
and the qierational cncumstances related to the following questions 

o (U(' TOUO) What if the individual rejects recruitment by the FBP 

o (U TOUO) WTiat if the individual becomes aware of the FBI interest and objectives, 
but his or her loyalties are elsewhere'? 

3 (U//FOUO) Are there possible lifestyle or professiDnal vulnerabilities that aught 
create reliability' issues or mvite exploitation by others'? 

3.2. (1 TOCO) PC HS Opel atioDs: Inn oduction 

(U TOUO) The Type 5 assessment consists of three phases The identification phase is opened 
without a specific named individual for the purpose of identifymg persons with placement and 
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SI f I//NOHIKN 
((/){ firifiiltfiad Ifiviun Polar 

^(irKs fitmi a [mmiI of iirkkiiowfi tndjvukah Ifr nnloatiofi ptunr is ofjrwd x <jpFriAr mmini 
iftdjvidiu] tirlirvw! lo h»vr apfifoiHiair piMfnp^ ami arr/JA. fe* ihf fnapiwr of 
mfiHinatuHi to Ijrttn ast nUin tfr tuliirr- MdnarrH frf hin or b« rwk uatMiry 

at cTSMtnlily. aiuVor ttw qmliiliry lo Urr-orranp a f.lfS 7V ri^j-iriiantf phased wlwr* « a 
( ontinualuin of (hr rvaliiatinn phaia' for SAi. iiivoJ'^. *V SA ffftsrt-T tr* c^am a sprf rfk 
naiiK'd indi vidua) fi a^r^nil to volinlaiily rnin a t^laban Jitp «idi dv f K) it; ordrt to 
opnalional avsistam r aud/oi tiAtihppitf Thcsr phases arr addrr . r4 m dHail «i 9r 
that follow 

(U//F()UO} 7 1w tfar J O ^^/trrtir/r> Tr^amfcmfoc 
coofdinatof (CollMt') must lx* as^i^Drid ^ taw partiapaixb m *^■'•5 / > vpe ^ ,a*isf 7 irfsf 

{U//70U0) A l ypr 5 assMsiuent m any pliasr nury not bf opencid ^ of a jcr-d^ 

FBI predicated investigation In addition, a prmously opened f 17S nsn be ^jpenrd is 3 ' ^ 
S a.ssessmnit See DIOG Cla* .if ?d /y^^idjx fm a sperjfir otciJpfeiej v. rrcyiEf^njerf 

3,5, (IT) Identification Phase 

(U//FOUO) The purpose of the identificatioD fdiasr of the Type ?. s^wsmtik^- . *0 ^ 

PCHS with plaranent and access from a pool of unknown mdi siduals 

5.3,1. (1) Opening the T ;cpe 5 Assessment m the Identcfrcatioa Phase 

(U//FOUO) The approval reqmremcnts to open a T vpe assessmenl in the ideziificanoB pfcac 
are speafied in siAs e clion 3 Basic Approval Ail Phases The Tvpe ' asamaeai 
identification phase is initiated with flie suboassion of 3 C”HS idemifk^oG plan, wtecs mmt 
support an existing predicated investiptioD, or assessmenTTVpiMffii^bedoaHKacil m an 
EC (or a successor fonu in Delta) using die appropriate The 

idenlification phase may be undertaken by an SA assigned lo eithci a HUNBNT or ae 
m\"es1igati\'e squad, or by an lA assigned to an FO or to FBEHQ who wisIks to open a Type 5 
assessment in the identificafion phase These files may be as^gned losttly to SAs aod lAi Tte 
819 classification consists of the following restncied ^has. winch specif* the oprraiwml 
program area to be si^ipoited by the CHS identificaiioo plan 
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CKIM 

IT 
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(U' FOUO) The contents of the identification plan EC OEist include the foQownig 


• (L^ FOUO) Case ED: the designator for the appropriate ^|:lass3ficahofi 

• (U TOUO) Title: CHS Identification Plan 

• (U FOUO) Synopsis: the authorized purpose and clearly defined ofejectiv^'S j os ’ir CHS 
identification plan 

• (U FOUO) Derails: 
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SM Kl 17/NCII OKN 

(I ri f'cntfiiUTitiAl ) liniun Stnai r IN>Im v t tiiulr 

i> (IV/1'XHIO) llr piuliriilfli ptm-rttinil jnil « (tsh In tiifiHnuluiti Itui Hu* l‘lll is 
srrlcfiip and why Itir 1’IH ts set'Jtinft a fM'tHini with siu li Jiut a< rrss flu* 

idrntiftt atum plan imvd in liiilr live tiiuiilH*i<!i) aiul 1i(lr(s) «>r tiu' asS4’8Ui]nit(s) in 
pirdiraU'd invr»itifcahoii(K) Um* I>ypc S a^M*sKlll«*nt HUtiiuntid 

o (lJAH>UO) C'oainuifi clumMlmstu's m seatrli nitriia of imlmdinlK hplirvrd lo liavc* 
thr drsunl platTnml and wcvfHh di*M-nturd atxivc amt Uu* Insn fin setei tinp, IIh* 
liartiaila] chiiat IniKtirs tn sieaii h nitnia Itmf nnibl tir an jihi ii]jl<*il rramifi Ut 
bcUrw that thr rharartrnMirs <vid sean li nitma will yt^ld thr indivnhuls likrly to 
tuxr Hit drMird piarmtral and aix rs-s, and tlir ^In lrd rhaiai lniKtirs niusl tuil br 
based solriv tni latT cdmicitv, national iMtpm irlipon. w tivitirs proUvtrtl luidri tlu* 
Ftrsl Atnenihiimt oi a combmalum of only these farlots 

o Tht* mvesftpative methods Hie lA oi SA anticipates nsinp (c g , database 

and online searches, survnllaiice of physical locatioiLs. oi atleiuLaiue at paiticulat 
esTnts, only xi aiithon/ed in die 1>UX i) and die leasoiis why tJiese investigative 
methods ae eitpecteil to yield peisons wlxi Me likely to have the needed placeinml 
Mid access associated with the romnion chaiaclerislirs or search rnteria set forth 
above 

(114'FOUO) In dnTlopmg the idaihfication plan, the focas sliould be to luideistand the activities 
associated with the ttneal based upon existing mlelligenre or mfonnation irceived. and the type 
or cluffacteiishcs of people who logically intersect with those activities From this group, 
chasactensbes or seaich cnteiia can be refined, and investigative methods identified, to yield 
specific persons with the appropnate placement and access 

5.3.2. Moilificatioa of the ( HS Identification Plan 

(U/ FOUO) If an lA or an SA seeks to utilize additional chaiactenstics or investigative methods 
that were not documented in the identificatiou plan EC, then use must be requested in an EC (or 
a successm form m Delta) addressing the followmg 

• (U EOUO) Case ID: the designator for the ap^opnate^|classificatioQ 

• (U TOUO) Title: Modification of CHS Identification Plan 

• (U TOUO) SiMopsis: To request modification of CHS identification plan created to 
[restate the authorized inirpose and clearly defined objective(s) of the onginal CHS 
identification plan]'’ 

• CU EOUO) Details: the additional charactenstics. the reason for selecting them, and the 
additional mwstigatn'e methods to be used, with an explanation of bow these methods 
are expected to yield persons with the charactenstics specified 

(U EOUO) For more mfonnation regardmg the definition of the induiduals and groups that 
qualify as sensitive PCHSs, it is important to also refer to Section 5 of the DIOG on Type 5 
assessments and Section 10 of the DIOG on sensitiv"e mvestigalive matters (SIMs) in type 5 
assessments 
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m. am* 

Of)< AmMmkii lUtiim Pcdir y '’i«yr 

1 (17) I raunillifn I row tki' idrmliSUMHm f%M%r i* Urn f nmd K*rrMMnit 

(U//r(Mi(7) H»( IIS fdri-Jt>rir JtiiM pl;iii IraifK lo the tdnm^Mum ndmf m ante —fcwiiiM# 
wtui Jiiprai lf> liavr tlr drMfrd VittA Mtd plar rvurnt in br r/joadftfA fev ^ivaiwlwi 

ituVoi irt f iiitfrmjl mit of Ihr folkrwifif» hm* V tA«if 

• n Jt ir t}«r I ypr V m fhr idroiiAr Jkrw wm ma(i^ 1ft A U 

tir lA nuKt ^i[irn » Typr S MinuiKrt m Air rvalo^uw i ^ A w a r Mjumdsmat 

with sulKTriioii i 4 brlow) lo rwiluatr Ihr rodri/ukul as a 

• (IJ//F()1 lO) If thr I ypr ^ isAis^iinntft la (hr idritifir ftbon pfeaar wa& wg WB d lo an fA 
orr of ttir folk>winf» piwrMr» dbikI br uwd 

o Ihc SA may < low (br T ypr S aswvwfrjtf and fcrs md opn^ Urn 

iixlividiia) as a t.'HS tn arroidaiiLr with V rf jt: 4 atA a 

( unfidrobal fhonei Stwirr prcmdrd that Am* SA brbrvet (bal te ndmdBai s 
sutlablr thr nKhvKhul a^ers to br a f.'HS and adovjoi^ittxfc air provkdr^ to ftr 
CHS withif) 90 days of opmifip 

o fU//f OUO) ITr SA may open a 1 ypr 5 ;owsfmn6 m ttr rvahi^ioo or ftsctiftiinr 
phase (in aecordance with subsrriion 3 4 brloritij if addiUoaai rv^,iaiiOft or 
recnatinent efforts beyond 90 days are feqtftred 

3.4. (l7^TOLO) F.S aloaboo and RKniirmHit Pluses 

(U//FOUO) The ^iproval requnemenls to open a T:/pe : assesunntf it thr e-.^^iafeon and 
reoiutincnl phases w'hicb fioojs on identifij^ mbvKtuais ae ipeafied is . ^ . Bawr 

Approval Phases ” These individuals may come to 8ic attratfioc of lAs, aad ^jAs a a 
of ways, including the identihcation phase of a Type ' assesszneor wAtxuxA invesu^tove 
methods used by S As m other asscssmems and predicaied ur estisaEboos aed rewarch <rf 
historical information m existing recoftb as set forth m ^ .AtSStortzed 

Investigative Methods m Type 5 .Assessments .All Phases 

3-4.1. (17T0l'O) EialuatioD Phase 

(U/TOUO) The purpose of the es ahiahon phase of the Tvpe ; assessment b to obtac a riitowrf 
background information regarding a known individual to bener asceitam las or her piacoseat 
access, secuntv risk suitability, and or suBcepbbtlir.' to becommg a CliS Thii phase owy he 
used by LAs and SAs assigned to HUMCNT or mvesUgSive scfuads and by LAs xstgned to 
FBlH(j SAs may be assigned jointly with LAs to Type 5 asses^nesAs in thds t^sase 

(U/ TOUO) A Type 5 m die e\’aluation phase is aor a prerequisae to apesmg » m a 

CHS. rather, the Type 5 provides additional tools that ma'*' be used to r.Tiuato a PCHS .As SA 
may open an mdi\idual as a CHS if die S.A has sufficient know ledge to bdie'^'e Aiar the 
indiMdual has access to valuable infonnanon ts susceptit^ to becoming a CHS and maybe 
given admonishments withm 90 days of opening. Htjwr'. er if an SA fociaes on an uadmdDai to 
a PC HS. and the S.A requires more than 90 days to r.^uate the mda-.^doal or oeeas to ase 
investigative methods to ftuther ev aluate the individual, an evahation phase as! be opeoed. 

(U FOUO) LAs and SAs must open an evaluanoo-phase Type 5 a^ssmeoi » assess a PCHS 
whether the individual was identified through an ideniificatKtoi^iase Type 5 ^es^KSA ac 
through other means If an LA de\^l(^ infoimaticn dmmg dus phase tnchc^mg ihe PCKS 
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Si;rRt T//NOI <)R!V 

(U) Cunfttlmtiiil HtmiHii Sihuit IHiiirvCriiiHr 

should be imuitrd, Uir lA sliotikl pirpair a somrr ulrtibfti Mtiiin park^i^ (SIP) foi lUie ui dte 
Teauitmmt of dus indiMtlual bv an SA on the apfROfaiate IlDMJrf I' tn invrslipattve squad A 
SIP IS dehnrd as a wfittni fxodirt diailrd fot tlic piuiKisr ofptovidmp iiiritiiiulj«in irpaidinp an 
tiKhvidiul that will be used in oidn to deteinunr m letay llie iiidiiridiial’s iMilmtial as a Cl IS 
Dnihnp a SIP is rrronuneuded but ikH matxlalot>. liecause a Stl* may not he net c'ssai y ui all 
etmnnstanres Howevn . as stated above, an evaluation phase I'ype S assessment niiLst Ik* 
opened befcne a SIP may be cbaDed. nien if tlie iiifonuabon used foi diafhnp the SIP was 
obtained pursuant to an already -o|>en piedicated rase on die mdisidiial. befoie the focus on limi 
Of ha was as a PCIIS A CHS taigetuip package is a SIP. however Uie title SIP must be used 
instead of the targeting package in order to provide consistency across the FBI Once the SIP is 
con^ileled^ die Tv’pe 3 assessnieiu (iii die leiTuitnient phase) must be reassigned to the 
appropnate HUMINT oi investigative stjuad foi leciuitnieiit 

(U^^OCO) If die iufomiatioii developed dunug this pliase uidicates tliat the uidividual should 
not be recruited as a CHS. the Type 5 assessment must be closed m accordance witli the OIOG 
and ^sertuTO 3 10. “Duration and Closure of a Type 5 Assessment " 

(U//FOUO) SAs may open evaluation phase Type 5 assessments on individuals ideiibhed 
thiou^ idenbficahon' phase Type 5 assessments, predicated invesbgatious. or odier means, but 
have the addibonal authontv to engage in recnubnent acbvities under the recnutment pliase 
which IS descnbed below 

3.4.2. (C'/FOVO) Recruitment Phase 

(UA'FOUO) Tlie purpose of the recnutment pliase of the Type 5 assessniait is to obtain a PCHS 's 
agreement to voluntanlv alter a relationship widi the FBI and provide operationa) assistance 
and'Oi mrelligence Only SAs assigned to iuvestigab\ e or HUMINT squads may engage in the 
reoiubnenl phase Non agent professional staff may be requested to assist with die recruitment 
phase ID accordance with subsection 2 2 3 . ' Non-xAgeut Inveshgabve Stafif. If tlie recmilmait is 
successfiiL the Type 5 assessment must be closed ui accordance witii die DIOG and die 
individual rmist be opened as a CHS iti Delta Tlie Type S assessmait must also be closed if die 
recruitment is not successftil. aiiia because die mdividual decluies to become a CHS or a 
decision is made not to continue the recruitment 

3.4.3. (l~) Opening the T^pe 5 .Assessment in the Evaluation and Recruitment Phases 

(U^TOUO) A Type 5 assessment ui the evaluabon or recruit ment plia.se m ust be opened with .in 
EC (of a successot foim in I>elta) conlauung dte appropriate file niuiiba Tlie^^H 

a set of restncted files consisting of numencal classihcations conespoiiduig to specific 
program areas which the PC HS. based iqjou placaiieut and access to uifomiation on a potential 
or existmg threat, is expected to support if opened as .t CHS Tliese file classifications are set 
forth m the following table 


DT CD CYB CTD ^ 


{C/ FOUO) Die contents of tlie cpemiig EC must include die following 
• (tT/,FOUO)CaseID: the designator for the appropn ate file 
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Sfjf KM/flyf>l-OKN 

fliNiian Vnw^# PtffryCAjaA* 

• (U//f'OIJ()) litlc: thr nsuiir of ttir PCJHS 

■ (U//i OU(>) Sya«>p%iv: ihr autfwjfi/joi and <kai}y dr&iRd (jfefirrbvtrfij 

o (U//H)UO ) File rlassiftc^MJiif*) or < lunr pi^jhlrm ind»r:4ti3C fC'PI) f.odfii) of dw 
citMnatimuJ piopTitfii iM thfrat thr P(,HS us fxpfrtfd to fUfjpoft 

o (i;//FOtJO) Ilip PCJtS s rianip datr of bulh and a21 odacf av^atiaUr bioi^aifilarai daita 

o (U//FOUO) Synopsis of any mfoimilion mlkclrd ir^dinf flir PCHS pwmart lo jb 
idmlifiration plias** T ypr 5 a&s<^siiirat of a piiof aNsrssfimt of predac^Med 
investip^ion in whirh the PCHS was imtuiUy idratj&rd as a subject 

o (U//FOUO) The- infomialion fof whirh the PCHS has pbacnnent and acresa^ and why 
such a CHS would be of value to the FBf 

3-5. (C) Basic Approsat: All Phases 

(U//FOUO) A 1 ype 5 assessment for any phase must be appios'ed by the appropriate supervisor 
and opened with an EC (or a successor form in Delta) Notwithstanding any olhei pnTvnaon n 
tlie DIO G. a Type S assessment cannot be opened based on oral approv al An SA opeomf a T ype 
5 assessment must obtain SSA approval an lA opening a Type 5 asscssmem oaust oluni 
approval from the SIA and the SSA on the HUMINT or mvestigatrv'e scpiad wtocb would 
eventually recruit any individual identifred as a PCRS 

3.5.1. -Additional Approv als 

(U''T^OUO) In addition to the approvals set forth m subsection 3 5 above adcktional approvals 
are required if. durmg tlie identifrcation phase at least one of the charactensbcs m tbr 
subsecuons below is being used to identifv individuals with placemen access or is a 
cliaiacterisUc of a PCHS in a Type 5 assessiiKnt evaluabon or recmtinent phase The 
cliaractenstics are presented according to the approv'al levels required 

3.5.1. 1. (T-T CDC Revien and SAC Appi oval for Sensitive PCHSs 

(U^ TOUO Sensitive PCHSs must be treated in accordance with DIOG subsectiOQ 5 6 3 4 42 

(U^TOUO) C DC review and S.AC approval are required before a Tvpe 5 Ksessmem may be 
opened on a sensitive PCHS or if. during the identifrcation phase a seimtive characteristic s at 
least one of the aspects being used to idenufv* individuals with potential placement and accesis to 
mfomiation of interest If it is determined, after opening a Tvpe 5 assessment^ th^ a PCHS 
sensitive or that a seusibve characteristic must ca will be added to the PCHS idennfrcaiiioa plan, 
the assessment activity may contiuue but the maner must be docunieiBed m an EC tor a 
successor form in Delta) and reviewed bv' the C DC and ^qjproved by the S.AC promptly (i e , not 
more tlian five business days after tiie detenmnatiou ts made) 

(U TOCO) Sensitive PC HSs fand sensitive characteristics included as part of a CHS 
identification plan) include 

• (U' TOUO) Domestic public officials (other than memibers of the C S Conpess and 

Wlute House staff, who require higher approv'al audiontv- — see subsecDaos 3 5.1.2 1 and 
3 5 1 2 2, below) 
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(lJ)(*(inlHlrntuil tliinutt SoiiHT IHilir v ^ i'utk* 


• (U/^Ol lO) 1 )uiimtir poli bf ‘ a 1 c jUkUdalri<i 

• <lI//VOUO) IndividtulK wIh> air pi(miUH*i)t wittim irlip^oiLs uip.aiii/atKii» 

■ (l!F//|X)UO) InctivichiaK wlit> air wttlim dk>ftirstit a] ut|iafii/aliiifi<i 

• (IJ//FOUO) Mmibwit of llir tirws nirctia 

• (U/^')l}0) Mm^bris of faciilh'' oi adtiunistiation of collrprs and miiveisilir^ in tlir 
Unitrd Statps 

S.5X.2. (I') SAC and Executive Assidanl l>iiTctoi' (KAO) Appioval After ( oiisiiltatiun 

With the Office of the C^eiiei al C ounsel ((KX ) 

3. F. 1.2.1. (I') Wliite House Personnel 

(U^^FOUO) SAC‘ and af^opnatr EAD approval, wttli a leconuiimdation fioin the OGC‘, are 
rrqiured to open a Type 5 assessnieiU ui vvluch 

• (U'.I^Ol’O) NMute House staff status « one of tlie specified diaracteri sties m tlie CHS 
identification plan (identiflcatioii pliase) 

• (Uf 'TOCO) A menibet of the ^^^llte House staff wdl l>e e\ alualed oi recniited as a PC HS 
(es'aluatioo and iccnutmeiit phases) 

3.5. 1,2.-, (C) Membei s of Cbngiess and Tbeli Staff 

(U' TOUO) SAC and appropriate EAD apjwoval. with a reconmiendatiou ftotn the OGC and 
pnoi notice to die .AD. Office of Congressional Af&irs (OCA) are required to open a Type 5 
assessment in which 

• (U/‘TOUO) Status as a meniher of Congress or a part of a member's staff is a specified 
chaiacteristic m a CHS identification plan (identification pltase) 

• (XJ' TOUO) A member of Congress Of a pan of a member's staff will be evaluated or 
recnuied as a PCHS (esajuation and rccmitmeiil phases) 


3.5.1. 3. d") S.AC and Responsible DI Deputs Assistant Dii ectoi (D.AD) Resiew and 

.Appi'oval 

(U'TOUO) SAC approval ^^|re\iesv. and the approval of die DI DAD with HinvUNT 
program respcmstbihtv are required for CHS identification plans and evaluation- and 
reenutment- phase actisity that un olve 


• (U' TOUO) The establisliment of an apparent or actual busuiess 


• (U'TOUO) The use of employinent sites 

• (U' TOUO) Any other activity which miglit liave an adverse legal ui 4 >act on a tliird party’ 


(U^TOUO) Following SAC approsal. the reqitfsttoappro^aCHSid«itificationp!aufbr^e of 
die above cliaractenstics must be sen t to the 

with a copy to the appropriate ^^|uiiit to be presented to the DI renew comimttee 


3,5. 1.4. (IT Deiiarfnwnf of -State (DOS) Appi or al 
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(!/J ^ Hrnim* Vj«f jt FVjlir y ( 



(*iUNf ) If the SA rofidurtirjg tlr Type S atsessami deternaors that an tmnvww m Ucely to 
ruliumale in a recmitrnrat of^ be Oifc«aioed priof tocooi^Kliaf &r 

iiitmneu 

(S//NF) To obtain the C A must prmnde the appropn^ fBlHO 'jfjef^aceaJ 

mut with an SSA the following mformatH» 

• (S^'T^F) The PCRS i nationalilv and citJZeuUnp 

• (&/T4F) The tune frame of the approach 

• The mdiMduafs diplomatic or official Oattu 

• (S' T^) A descriptiQu of the mdiMdual includuig the locanoe aod name q ( fte 
international organizational component or diplomabr enat^tsfameftf to whiE:h ^ ?CTS 
belongs and a description of his or b(3 duties within the organization 

• tS=''NF) iMietber the af^oadi would be passrve or coaavr 

• (S- TJF) Tlie target against whom the PCHS is nipecied to reperr 

• (S' 'NT) The probable moti\'ati(Hi for tiie PCHS to beconae a CHS 

• (S >1?) U' known, whether the PCHS is likeK' » cooperate 

(U TOLT}) Tire operational unit must then request the DOS before ^ 

CA conducts the initial uiier^iew 

3.6. (TT Authoiized liii esfigatiYe Methods m Tjpe 5 Assessaneiifs ; AB PWws 

(V) As set forth in the DJOG . only the inv estigatise mrfriods hsird bckiw may be wed m a Type 
5 assessment whether tn the tdentific^ion. rs aluatioa or recrwimeat phase 

( U) All of the following inyestigative metbods may' be used by SAs lAa mav use cedy the frnst 
Six inxestigame methods 

• (U TOUO) Use of public luibnnation 

• (U TOUO ) Use of FBI and DQJ lecords or mfonnatioo 
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KI C K1 

{\ f) ( imfiilfniul t tiutuii SiHiii i* ISilu v ^ <viHtr 

• 0 1/1 limDHItr oCirKWik iM mhwituhitii fitNti iitiwt Itnln jt 4|<!rtti mwI ^Utr Km 4 I 
tiihal (« tinrif^i f^nniiiiirtti 

• (\ 1//T Ot H.J) I l<r i»l iwiitti* 'irtvu'r* iruinit r% 

• (IJ'TXHKl) Uwr 4»t infiimulivm vnhmliiiU liy in inivjtr nili1tr«> 

■ I Iw tif Tiisr ulnitifii jIiiwi (AI ID) <n tlir rnvnl .i|ifiiii4t It (srr 

^ > 0 '1 of Ok < Ajiintu* h liy lAt «ni }*nlilit Iv A< < Writ 

Kitrs *' f« I A ^Kt »fit tniicUihr) iwil\ finiiiiilrtt |’«»i iiht itiump 41 fivuv m 4 

i VfK ^ 4iS%r%«llKll1 

• 0 ’■ ^ ^ ^vsr 4ml im 1 uUiKiii 

• (D ’ VIM A)) tiilriMrws ol m KxpKstN Un tril'iuiiulioti htmi Om- |>iilihi wkI jnivalr rnlilirs 

• I’hyMi a1 muxtiILiixt (m>t iei|Uinnp 4 rmul imin) 

• (I ' TDl X >) PittK pi aph aiiniutit'ttt^ 

■ (I.? TOlK» I'tash rovns (i ^ Out tin ihh trqtiiir 4 waitaiu «t t oiui tmlci, SSA 

appii'val juhI t'lHts^uhabmi with C'IX^'tXi>(' is iri|iui(*tl fifioi to tisiiip Oiis nKtlutd Jsrr 
DKKi subsTt Holt 18 P **1) 

(ll' T'Ol X")) DtW has tipuKti tlul SAs air aitthmi^rd To p«f(niii coiisnit srarchrs 111 assTssiiKnls 

(VI T*X>lIO) Ijn\TStipaIi\T iiKthotis iiseO thutng assrssnKtits Out nuv Trqiiiic hiplin iIlui SSA 
arr set I'mili tii DKXl siihsrtiion 1 8 S 

(V' TOV'O) In ackhtion as spa ifioi m disxstofi PCis dicrr nuybr apurmimls (r p M()Us) Oia! 
frqturr addihotu] coonhnation and approi a| pnoi to t'ondnrtmp rrriaui acti\itirs 

(IJ/ TOVXV) In thr cvwit'k of a prrdicatrcl un rstipalicni an apml niav not utilize iindercox er 
activity (pursuant to 7V A ftom ys Gfni^qi s Q.<t/Wf» wg on F tfihriil Hurmu 

(AGG UCOJ) wuii dw specific purposes of idainhiiip. e\ .iliwting or 
recnutuip a PCHS The agent must open a T\pe S assessmoit and if deemed operationalH 
appfopnate and necessaiv based upcni die cuaanstances nuv seek approval to utilize the covert 
appioach The foUawiiig exaiiifile illustrales dus requuemeui 

(V’ TOt'O) Scenaiio: During a piedicated investigation of a violent crime group die 
FBI C .A identifies a person associated widi die cnmuiaJ sioiip wlio mav be a Pt HS 
Based i^kni this the CA decides according to the AGG UCO to use up to "five 
undercovei activity ” contacts with the PCHS as a means to evaluate die person as a 
PCHS 

(U TOUO) Response: This is not penintted A Type 5 assessment must be opened and 
approve to tmlize die covert approach can Ik sougiit (see C HSPG foi :^>pToval standards) 
to feather evultuie and recnni the PCHS The piedicated case cannot be used as a basis 
fail undercover activity related to contact with die person, smee thr actual purpose for die 
mta action is to evaluato and potential Iv recruit die person as a C HS rattier diaii seekuig 
mfonu^on relev ant to a federal emue or national security dueat 
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1/7. (V)PiimApf^9mf^k»m 

3.7. J, (f/) <MdBiU4f hp*rint to HpmlaA Acmii .itf pi' i|lniito>t »' WMI 


Hiifi’Oift)) Jhiftnff. dw* rfuMyr of a Tfpr 1 iWBnwiniPwlv b Jlfctoiiiiw to ; 
aiiibk Wfii mt HA » jdtowH to inakjr dtftrf Itofb a 

trv'Afujd ton ;aiid fttt itfimrat firuf ;e4ii AJ! rijeiadii fciifi tor Sise'ma tfi^d i 

faffjti nartjciri f 1 »u M^y ftoromr tto dff 'Wltoll 

(or a surijrwtf to of Kto^ tem nmm «# tilto 

tndi^^^wkr^d bf if'frrrriml m ‘fhf jjiy^ 

(lit tiir if tbf K:ftS pn WMlir!i mtudaia^ ^oCSin^tod M>finsi!»; #. tor ito nmtm^'M 

dir rrirvaiii a«i«essfimt or prrdv aferd oivrst^i^iton ftotf tor mimasmm m 
diouLd br inc ludcd as mtM 


(Uffl OVO) ITir fliolr fntrpo«r of ao SA s roBart wiife a Pf 4mmi^ryfty 
br to sscntaui thr K'flS f pUrnurnf xcc^ aitodbdtfy ««aap « to d (jiy to 'Itiga ow wi lg » Wbf 
any «rt*uiity i%«ies toat may in 4 iar.i thr PC.11S Otoiart wAa BMB AOf tor wandtotMls 
ICHH to collm rvidntrr or ofKtatiortfd ioirllijrexicr Oal> jb oftoi Cl^ fitoo tow ntosstol tor 
adntom^iinjratSi rriquiird m iv.c. Coafidrarial ftoraafi ^iinir"c <ytftii¥iiiiiifdiffiririH/'' Ba]jf'’fir 
tasked with collecting, evidmcr <x urirlhpeorr 


(U//FOUO) In addttton m thr course of a pretocBrd iii¥e$b^^atoxL m 
tuidei cover activity fup to five suhstacMive cooucts purci^ k» A<jCV 
purpose of identifying evaJuafijig or remMtaag a PCHS Thr agga.raa^-iffwaridopieB a 
assessment and if deemed opeiaucnaUy appropriate acid accessary b^asd apea toe eto^wpatfiBiees 
may seek approval to utilize die rovert approadi Her '^ . 72 ? ^ "Crswt ApglBhwto 

Usmg True Name and J/ i ^ ik^T; / Coveit Approach.. " fer ogveyi jBto^iigCjfe: 

(U' 'TOUO) Scesario: Durmg a pfcdHiatrd mvirsti^AOs of a eneie toe 

FBI CA ideotiiies a person assoculed with the cxBiffiai gfoap wtoo fsa^ 

Based i^xMi dns. the CA decides to acoordaoce snih toe AGG-ODD, m nae tip ite 
undercover acositv' contacts w'sth the PCHS m. a neaas to evafeato toe person m A 
PCHS 

fU TOUO) Response; This is not peimitted A Type 5 natriBiBni^ rmm le gpeaeit. attl 
f^iproval to utilize the covert approach can be soo^ to toatocr evaitoBe ^adineiiyiet toe 
PCHS The predicated case cannot be used a& a basis £» '"''miSaemK^ Aaatv^ ■.. 
contact with the person, sinr? the aciuaJ pinpose for toe ^Kracnon islo e'rtosto and 
potendady recnto toe persfw » a CTiS ratoer toac to seek ndbRoatoon ndlesnBt 
federal crime or mtioaal secuntvtoreB 

(XT Methods of Approach - i - ^ 

(U TOUO) The tfu^ee tvpes of approaches tosctissed bekm ane avadalile to an SA toto^- a . 

5 assessment The ^^oach selected wdi depend on toe SA i jjtoi^ed iscisninietot ;^^ ^ = 

any of the ^ipcoach^ utilized if toe SA has bees issaed an AI^ toe ^ jsi^ tatos toe ^^iPi to 
pay for appropnaie recrudmetit erpenses (e g . me^ or f\ietoticiBe(iii^sn to ast to 
her FBI a^ianoo to the veodors « mnehaon m acenedatace atol 
AutboruatioQ tor incumng expeoses m Nippon of feoaSsaeaB is addtefWBdto tofeapg!^^ 
‘Evahiaticn md Reenutment ftoase Fuuda^. ’ 
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M « Kl l//N(ll<»KIN 

I iMlhtli'ltlul MuitliUI SiMtil r li\ihi V * tUltic 

X)) All S.A I'lnitjirliii)' Um' Cl MS l)ii' in * (ivi'il It iituvl 

t^ ahutr thr itr^'fl Ktnutiiinl t ihiUi is vviih i)ir MS (ti niviiu- iImI iIiiki* 

hnUitn infimii tltr 44)|iMnrs ol llir I vi^' -(HM'ssithiil (i r (lut .4ilitihiTii.il iitnMliiliJii'd 
<n ixnnt txsnUi Is |i*o\ wlr nvcliil anti mx t's^as v msiKlil min Uk‘ IH I IS h at i cxs miiI.iI>iIiIv 
suti«'q^iUiit> attyssihlilv ami t»|Mnalmiul Mxiutly ismws) 

MVTtMHl) IXtiitif. a tvi’f' S .isM'ssiiw'nl tlu' SA mav I inlitnnalwiTi llial m vnit minx til tn 
fwmTtifxi mt itlnitalK by ittr K’MS i( il u'laH*v |<> an assirsMnntt t»ixln .iitxl 

imrMigatiiHi inllfvtnni inpintn iKml ix nilw’i as(Hx I o( llir I M] s imssmii Ilir SA iimsi 
<kvimH'i)i tins mlnunalitm ni htnl m tht' iftfnti^malt’ iTivv\iipaJi\i' lilt- as urU as in 

iilr (ti a siui esstt) tile m I Vila) Mie SA may alvn ask tfiu'slums irl.tkxl U> 

mltaimaiittii ni lutnesi in the 1 vih' 't asscssimnil (i r mlmiLUmii ini ilir piiiixtsi’ oi asmlanuiif* 

ihr IX’liS s plafptiwxil at ve^is siHtalnlilv siisfeplilnblv anti .u t t'ssibility in sn luilv t nin mis) 

A.*. 21. (1 ! Oi (>} Vffihaltxl VppKMtli 

(I' VOl't)) In ll»e atiiliaievi t'SK li tlie SA in 11 d tlisilnsc^ Ins tn hn atTiiiahmi with llie I'HI 

m the Pi 'US llir SA « ITO lus tlie i'»|>luni t't not levc.aliii)’ the line )Uir]n’ise oilhe Ctmlat t lt> 
tlie IVHS In this ,aftihatetl .tpiKvn'h i’»i'iKii the PIUS is (Movttltx! a plaiisihte leastiii loi the 
coittaei olhn than the I ii] s pmi>'»se oi assessinp ilie (teisoii as a Pt MS If the ti ive pm]K>se o( Ihe 
ooiiUvi IS t»oi res ealed the S A ot 11 0 must eiisute tJiat ilie ptu|xitieii ptui-X'se used would iml 
leasonabiv he ex|xx led to \iolate tlie ticlils oi daiiupe the leputattoti of ,uiotliei pet son and dial 
tfte piuported pmix'se does not imp|\ that ady erse lepal consetiueiKes mav lollow lo tiie P( HS 
(OI a (leixon close to tlve )A HS) if the PA IlS deslmes to spe.ik witli die SA or TTO 

A ". 2. 1 1, (V VOl O) Approval fm Vfriliated Approach 

(1.' VOL‘(A) No appioval is lequned foi usiiip tlw* atliliafed approaili 

A." 2.2. (I FOriM NonafRIiaied Appi each 

(U FOUO) 111 die nonaffiliaieii approadi die SA does not volmiieer to die PC HS dial tie oi she 
ts employed bv die FBI oi odiei LE oi uitelheent e aeeiicv and a TTO does not volunteei that he 
o« she is eiiiploved b\ the paieni LE ti mtelhgence acent \ or the paniculai FBI unesueatn e 
entitv siK'b as a Jomi Tenorisni Task Force (JTTF « Hovvev ei the SA cn TFO does not use an 
alias and does not affinnativ et\ deny ai’fihaiion \v«h the FBI ot othei LE or mte Hi pence agency 
when usmg this approach Affimiauve deiuaJ constitutes the use of die cov ert apipi oach and 
iiKludes the use of appaiel or props (e a weaitne a plimibei s nnifonn or dnyine a cable truck ) 
to uireniionallv nusduect the SA s or ITCl s afhiiaiion widi die FBI oi odier LE or mtelJi gene e 
agency .An S A ot a TFO imv vvitldiold FBI affiliation if based upon the opeiaitoiial 
circiamtauces the widiholding is necessaiT oi adv antaeeous to acluevuig the obiectn es of die 
assessment The S.A mav contmiie to make contact vvnh the PCHS vviuJe using the tioiLifFiliated 
i^ipioaclr as long as the standards set forUi below for numtauung nonaffihation in tlie Tvpe 5 
assessment are met 

1 1 " FOUOUf die PCHS asks whetiiei die SA ot TFO is eitiplov ed b\ die FBI or anodier LE or 
intellifence ageiK'v . and the SA or TFO afBnnaiivelv denies die affiliation the SA mav complete 
the contact with no additional author irv If the SA intends, wlide usme mie name to coiitmue to 
make these lepieseniaiions in the next substantive contact (meaunig a contact diat is not made 
for the purpose of or related to schedaihne the next meetme). die SA niusi first meet the 
tet7iurCTiimtv set forth in subveru^i 3 J J C overt .A|:pio 3 ch L'smg True Name If hovvev ei 
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^1/ u\ 

(\J) iUmrmt Stnmtr yf^wAf 

iJm' SA HiH'ijfk Ui fU^nt^, llw n/'M.i r/MA*fi fi* rmn^ 

#i«» not twvr t() Ik* »hp1 

{{ff/hfiH}} liilu'rwit ill (Jw wfliaHjliaiRd jpproarii tsi not tie Wm p>mgeme 

iJw' umlMi wiIIj t}i(' KJJS (i «* of (iaf pwvx* a pfliS) 'fhnepwe it • tMtrnm^^ 

ili(' 'J^jkUkIs \m tJir ij«* of ijir wnufftiinieii 4 f>pfox h ttur: SA fnuC mmre rfss* tfer 
jmi]x)<^ foi ( (MiUi Unj' tfip K IfS 

• fU//f OI JO) pliuistl/lf' 

■ f [ Jf/fcn JO) Wcjuld mA jeavjTiafjriy ij#' nt(>w4«J u> vroLik' fir or 4»»^r l6r 
ifpuUhoJi of ATKJtJrj prxvjTi 

• (VfflOfJO) f>r% ttfA mjpJy tij^ advfrrw* r/joiiwijrnri*^ may fbSicwr ff fir ^ 
rlcf lines to sp*-ak wifii fir SA 

(UffVOlJO) Moreovei wfthJiohlutp f W ^dhkiAion (i e »s pesjBoaM oofy 

w would not reawjiiablv be eapected to violale llr iij^its tjf daojKfe fir xef^Aa&tin of anofin 
pel ‘Win oi entity oi liave a reasonably anlK ipated adsme legal corjs-eqpuwr.e 

.V7.2.2. 1. rr/ TOt, fJj Approx af fot Noiiafftliated Approack 

{U//I'OU<>) No supervisory approv al is required for tir aonafShaled i^’^jadb 

However, suice adiievinp the assesscmt objectives may lake tame aod savoJve 

inter art ions witii the PC.'HS the C A must contuBjaliy' evaJuae the need to w^ahfM ^^ftsa/xm 

(T'OTOI 0> f overt Approaefa I surg Trae Name 

(U' 70i;0} T!ie cov ert approadi using true aame pror,r<Jes a ifansEtasn mechaossm for a S.& cv 2 
TT-O to continue contact with a PC’RS cfortng the e'. alu;aioo sKl or recrjiKaesB pbdses. based 
upon an arliailated basis for doing so while mamtaimng a txan&hsAtd stams aod ar hxm as 
w'ldilioldmg the afhlialion would not feastnabl'y' be expected to vvolaie the or damage fi*' 
leputation of anotlier person or emitv or have a reasonably antic^jafed idv erse legal lOGseqaeac? 

(U TOUO) There may also be circumstaoces w'hco an SA plans m adv aoce ic ase tfe» afiyx^xaca 
prior to coutactmg tlie PC HS 

(U TOUO) In either of the above crrcumstaDces the rccpuireEaeBts for usaof the cijver? a^Koaefc 
witii true name must be met {see subsecoon 3 7 2-31 below: 

fU ' TOUO) In order to protect the technique if used n is geoeralh mncqsatod that irhrsa 
tlie coven approach with his (x her true nanse the SA wtU acjt I^cr a&hate bv dificdosiEg ins Cf 
her eiiiployment witli the FBI but rather will hand off the PCHS to ^Kweber SA for foslaer 
evaluation and an affiliated recnntment HowTe’. ci with i{]propnase ju^i&caocci aod approve ac 
S A using ilie coven approach with true name may aSihaie bv reveakog hts or her true 
emplovnient if doing so will not harm m undename fiae relasMEsh^- luih wsh ^ PCFiS and sf 
It is consistent witii assessment obiectriTS * see S ~ -.i 4 . 'Traossttoda^ From ^ 

Cov ert Approach Usmg True Name to the AflUhHed ApjKoach T 

3T.2.3.1. ll' TOUO) Covert .Appioacii Using Tra* Naiae Reqim e»e«t' 

fU TOUO) CTeuerally the covert approach usmg true naur is .aiiized tn j aaroafecB where, 
during contact with a PCHS. the C A employs the nonaffiluitod apfwoach. brai &Ehds 0 xsecessar- 
during that contact to lepreseat. either affinnameK cs throo^ ienuL that las tx her 
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St c Kl I //N010KTN 

(U) (\TiitKin)ti^l thuiuii Smiire ^^)lk:v timtlr 

eoipkrvmeiit k sin nelltmp odin than as a I i O oi a iNnscNi iii a i fNii|>aiablt' fK»siljtm iii tlir K * Irt 
this fijsl smiatKNi. if ihr CA uitnids \o t imtinik* to make (liese iqNf'seiiUtimLS iii the next 
suhstanOve lontAt the C A iiiusi oliUin (Ntoi afifNoval tin siilistnueiit i imlai iJiioiiph a wiillm 
irqiiesi as set foith in subsertton 1 7 2 3 2, Ivlow In adk.bUoi|i Uie S A must tiave siut ess fully 
coit^leied an n^u valent bairiuip 

roiBse Otherwise the SA has the ophon of aiTihdtuip ihtiinp the next meetuip, with the 
uxluidiial Of Pens ot lundiiipotT the Pt’HS to anotliet CA foi hutliet evaliiatitNi 

(!.’ VOL'O) Hm* second sitiiabon in which this technique is ap|rtoiNi,iie is when the CA plans in 
ads'ani'e to use tins ap|.irnach imor to tJie lust contact witli tlie ui(lividnaJ or P( HS In tins 
sitiubon the SA must request and obtain piioi written approval accoi dmg to the piocediues set 
forth ID ■^nbscctioii 3 7 2 3 2 below In addition Uie S A naist have siircesstiilly con^leted tlie 
an eipuvaleut^^^^appnned trauung course 

.3.2, (I hOrO) Request to Cse the Cover! Approach losing True Name 

(C TOCO) A request to use die coi eit approach usuie tnie name must be snbnurted for approx al 
via EC (or successor form in Delta) as detailed beknv If die S A anticipates the need foi die 
approach before the Tvpe 5 assessment is opened the request for the approach should be 
included m the T>pe 5 c^ienmg document If the need for dus approach anses later the lequest 
must be made m a ^arafe EC (m successoi form in Delta) For example, this circumstance 
nught occur if die SA unlizes a noiiaffihated approadi m a pending Txpe 5 a.ssessnieiil but. 
during the coutact finds it necessary to represent, eidier affiitmuveiy or duough denial that Ins 
or Iwi eniplo\’menf is somednng other dian as a LEO or a person in a comparable position widi 
the Lruted States InleUiseuce Comniiuury ( L'SIC) Tlie letpiesi and justification EC must include 
depending on the situation 

• (U FOl’O) Rea.soti(s1 why the use of a less intrusive method, such as an affiliated 
aj^oach. is not feasible and why die coven approach using true name will bettei assist 
in evaluating die uidrctdual s or PCHS s placement at'cess siurabihfs^ and susceptibilirv 
to becoming a C HS and possible seninK concerns 

• (V FOUOj ,Aji explanation of die lex ei of sophistication of the PCHS. uicluduig the 
likehiiood UlU the PC HS w ill be able to uidependently idenfifi the SA s FBI affiliation 
and the risk that such a disclosure xxould cause to operational equities, it any 

• (U FOUO) A description of die proposed CHS identification, exaluatiou or recruitment 
strategy including die SA s plan to iiaitstTion the reianonslup to another SA and remove 
or distance luni' or heiself from die ludix idual or PC HS (Note Multiple liandoffs may 
occui during the evaluation process Tlie offer of recniitnient. howex ei must be made by 
an SA who lias hilly affdiated Imiiself or herself wnh the FBI ) 

• fV FOUO? Tlie dites of die SA s attendance at aii^|oi an equn .dent, ^^^ipproved 
course 

.3,'’. 7. 3.3. (T‘ FOrO( .\ppi oi al for C oxei t Vppioach Csios Ttue Name 

' L TOLO I Prior SSA appim ai is lefimred foi die use of tins appr oach 

.3, ".2.3. 4, (I f Ot 0> 1 i ausiinnuua f l oin the <1 ox ei t Appioadi I siug I me .Name to 

the A/fitiaterl Appi oach 
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SfXKKl/ZNOKIKM 

fl/) Omfklrtitaal IftJiwin Snmcr (iuiilr 

If at thr outset of the apfiroatii sli^p.y m &tumy, dir come of dr tmenmym dr 
SA dclnnufirs that rrvralinp, nil affihabon » in thr bna rjpei sdtooaJ Mdrrrvt of dtr aMrwnent 
Ur SA imist address tlr IbUowuip, items in thr apfitoval rrqunt IX 

• {U//FOUO) Tlip rrason($) why Ur SA behrsTS thal affiJuUioo. m opposed lo 
baruiitioning Ur mdjvidual or K.lfS to ^loUirr SA, is oprcMioRallv sound and mB not 
compiomisr thr PC-TIS irciiutmmt rflfort 

• {U//FOUO) The SA s plan to af fiJute 

• (U//FOUO) Thr SA s Irvrl of training 

• (U//FOUO) Thr SS A’s romnimts rrgatdiog the SA i ability to sucmsfuilv affiliair m 
dir parliculai CHS ideutificatioD oi rvaluatioD and recruatment semarn 

5.7.2.3.4.I. (U//FOVO) Approval to Traositiofi From thr Covni Approach Lsmf 

True Name to thr Affiliaird .\pproacb 

(U//FOUO) SAC (uon-detegabte) ^iprosal to affiliate aArr using thr covert approach mih true 
name is required 

3, 7,2.4. (IV/FOUO) Cosrrt .Approach 

(U//FOUO) Tlie covert approach allows an SA to employ a CHS idcntificatioEL. nahiation. 
and/or Teciuihnmt strategy m which die SA dors not reveal his or her true identitv and reprevertts 
eiUier afftmiatively or through deuial. that the SA s eQ^lo>iDciit is sorardung other than with Ua? 
FBI For a TFO, the ^iproach involves iMit rev ealmg the TFO s true identity and repfeveotiag. 
either affirmatively through denial, that the TFO’s emplovnieiit is sorndhing other than with 
the parent LE or mtelligence agency or Uie particular FBI tnvertigati\ e entity such as a JTTF In 
order to protect the techmque and any FBI-issued AFID an SA or a TFO using the covert 
approach must not affihate by (hsclosmg his or her true identity or actual employtuetil with the 
FBI or otlier LE or uitelhgence agency, hut instead must hand off the PCHS (o anoUiei SA for 
ftirthei evaluation and an affiliated recruitment An SA or a TFO in covert status mav he 
permitted to affihate only in extremely rare cifcumvlances and with appropnaie approvals 
subsection 3.7 2 4.4-. "Transition From Covert to Affiliated Approach"') 

(LVTOUO) Hie covert approach entails the use of an FBI -issued -AFID therefore, it requires a 
well-devised operational plan to protect the techmque and use it effecuvelv while ueii^uitf its 
use against less intrusive investigatii e methoch to achieve the assessment s objectrvet s I The 
factors to consider while crafting an operational plan include tlie level of sophisucatton of a 
given PCHS target: tlie known or presumed reluctance of a PCHS to talk to the FBL a monber of 
other LE agencies, or the USIC , and the likelihood of extended contaa with and or overhearing 
by tlurd parties at a any planned meetings with the PCHS 

(U/TOUO) The covert appioach used m a Type 5 assessment is not cotisideied to be under cover 
activity lliat is subject to the provisions of DIOG subsection 18 <5 13 The distuictiou lies m the 
aiithonzed purpose of the Tv]>e 5 assessment, which is to seek mfomumon to ideuhfv e\ ahiaie 
and recruit mdniduals as CHSs By contrast, undercover activitv uKludes the use of a take 
identity lo obiaui intelligence or evidence fiom a subject or other person of interest Accordtuglv 
the tive meetmg” iiile apphed to UCO is not :qiphcalde to Tvpe 5 assessments 


26 

SEC RET >OFOR>' 


SK Kl I //INOI OKN 

(lJ)('(iriru1riUtHl Httnuii Smui f IVtlicv f'lw**** 

(1), o'H’ftTO) Inhomt tn lUihwtip llir <‘o\'¥ii a}i|nn;irli is mil irvPAlinp llw tiuc (niiimip of liw 
i'ontAti witli uitti\idtMlK nH uuitfrtcv! tuiitn a t US KlnihrirAlioii pl^i w wilJi I fS (i r tlic* 
pwrposr ol idnitifvinp oi rvAliatiiii* Oie as . a IH'HS) nirtriine llii* SA iniLSI cnsiu** Out 

the jxBiwitetl purpt'^e iLveO (in ixtiitA tiiip^ lilt* trulmdu^I <n K'liS 

• (lI/d’XK JO) Is plausible 

• (U i'VOUO) WtHild iR>t icasoiiablv Im* exiteiied to violate llie riphl'^ tlaiiiape the 
irfniUboo of aiiothn jwsofi oi 

• (t J'/FOl'O) l>o« not uiipiv Owl adveise lepal coiisequnK es uuv follow to tlie tiidividiial 
01 l\ HS (cm pet sons close to Oiein) tf tlie mtliA ulu;il oi M’HS dor hues to six-ak wtOi Oie 
SA or TFO 

(U T'Ol'O) Morpov'ei. Uic covot approach is (xmiilied only if using it is not reasonahlv 
expected to adveiseh' affect tlic nglits cn damage the reputation of anotiiei jjefson (e g , the 
PCHS Of othei third pajlies) oi to Iiav e leasonablv anticipated adverse legal consequence, and its 
use nuist ftirUier tJje obtectivetsJ of the T\pe 5 assessment 

5 ,"', 2 . 4 .!. tl' Torot t OA eil Approarb Requiieiueuts 

(U TOUO) CoAwt apptoach leqiurenieiits must be met Avhen an SA plans in advance to use tlie 
approach pnor to coutactmg the uidividual oi PC'HS Covert apfnoach requirements may also be 
triggered in situations wliere a CA. wlule not reA'eahng his or her true identity dunng contact 
witli a PCHS. fuids it necessarA' to represent. eitli« affimialively or through dental, that the CA s 
employment is sonietiimg otJier tlian vvitii tlie FBI and where die CA Ilis used or Aviil use an 
FBI-issued AFID For a TFO. tins means tliat die TFO while not revealing Ins (w her true 
ideutir> dunng PCHS contact finds it necessan' to represent eidier affimiativelv or dirourdi 
demal that die TFO's emplovmeiit is sonietiimg otlier ilian widi the parent LE or mtelhgeuce 
agency or the p^cular FBI uia estigati ve entjtA* such as a JTTF The TFO in dus case has used 
or AviU use an FBl-rssvied AFID 


(U 'FOl'O) In either of the abo\ e situations if die SA or TFO intends to continue to make these 
representations ui die next substaniiA e contact t lueaiuug. a contact diat is not made for the 
purpose of or related to schedulmg the next meetmg). die SA must obtain pnoi appioval dnough 
a AATitten request as set fordi in subsection 3 7 2 4 2 below 


(U TOUO) In addition, in order to use the cos ert appioach the SA or TF O must liave 
successfiiUv completed an advanced DTsponsored Hl.-'MINT course (i e 

lor 

JMDJT trainine proA ided by other agencies will be 



completion ot equiA; 

consic 
(CIA) I 

FBIHQ appro\~al A request fori 



d appro AC d by die| 


I Tlie C entral Intelhgence Agencs s 
IS considered equi\ alent tnruiuig and does not require 
oA'al of equivalent training must mclude die name of 


the agency proAidmg die irammg. the course name, and the ciuriculuin and length of die course, 
and It must be sent to attention of die ^^|for approval 


{!;■ FOCT)) Since use of an .AFID is involved, die SA must obtain die AFID m accordance widi 
requirements m or successor PG MoreoA ei 

an\ AFID utilized durmg the evaluation and reenutment process must be official. FBI- 
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SI/ WH//?SOII>RS( 

D/) r IftiriMti ‘ytrtMrr PfA^ y (tmAr 


m off^u/rd \yM #» iw«jr/i <]iit iuiitTiiJtujn tiut n mxmulmt wA ^ MafWw^is vt kwA 


111 thr 


lot pfj 


3.7.Z.4.2. ff 7/|/J( f>> Kr^iui^sl to 1'^ Mm- f mrrt ^p^tHurh 

(WfVOUiy) A leqiirst t?i nv* dll' f ijvnt AfyffUtAfii inasi be stjferajtted vm W wceevw* frmm m 
Delta) ityi ajifntTval as firlailed Ifflow If the SA vAit tpyitrs the ^jfierabCAiai need £r4 the ^firoarh 
ln'rine the T ype *> a?»se%vn>efi( is ctpnwd fie* reqiiesi for tie* apfjfoiirh sh»uid be ireiiuded ffi the 
1 vpe S assessfneiil <jj)enmt^ letfuesJ If die nerd fit>r the eovert jfipruaicir »iv“. I^ef the rrque^ 
iinist lie niadf* in a separate IX. iot stiex«si4 fmni in Deltaj l or exanrpte tfuts <jj?"uni6taore 
Jill pill (K'rm wliere tiie SA utiltzes a iKinafftliated appri^arh id apeodn^ i^ype “> a«%es.9»ent tejt 
duritig tlie r<ifitart finds if net essary to utilize Af TD and to either aifiimaitf se^y or dxfjofh a 
denial that the SA s einploynient is somethinp other tlisn as a Lf/J or person aa a noct^aarabir 
position in tlie I( Ihe request must inrlude 


• (OV/FOUO) The reason! sj wliy use of the affiiutfed or nonaiHharted appr^jariies woaid oof 
tie feasible ui that particulai CHS idenUfj^^Uon r;. aluatioii or rerpjitoiHa If 1^ 
cperatiunaJ need to use an FBI issued and barkifUipped AFID arose durmg the open Tvpe 
S assessment and the SA found it neressary to represent either affirmatively or dkou^ 
denial somethinp other tlian an affiliation wdh LE (ai IC eqmvalem; the SA iBu$t 
explain the cirrumstaiires that nerrssitaied this use of the cos err ^iproaeh said why &iture 
substantive contactfs) by the SA are feasible and operationallv coosisfertf with tfar 
purpose and objecusefs) of the assessment 


• (UATOUOl An explanation of the proposed C HS identihc^on. rv aluatiori cir 
recniitnient strategy operational plan for using the cosm approach and how listof ff will 
assist with fiulher evaluating the mdi’viduaj s or PCKS s pbcemeni access, swieafcrhr/ 
susceptibility* to becoming a C HS and possible secunn concerns Fartors that shouid »»e 
considered and addressed as appropriate include the level of sophisttcattoa of a gn si 
PCHS target, the Imowu or pTesimied reluctance of a PCHS to talk to the FBI or a 
member of another LE or IC agency and the hkehbood of extended coDSaa wnh aod or 
overhearing by third parties at a any planned meetmes with the PCHS 

* {U TOUO) A description of the SA s plan to transmon the rfdatioaship to another SA 
and remove or distance him- or herself from the tndis'tdual or PCHS Note Mui^ie 
handoffs mav occur during the e\ aluation process The offer of recnutmeia however 
must be made bv an SA who has fulls affiliated him- or herself wTth the FBI 


• (U FOUO) An explanation of bow the AFED will be t or was used during coniacT wy£h 
the mdu idiial or PC HS and w hether the PCHS w ill oiiserv e or has obsen cd the -AFID 

• (U FOCO > The dates of the SA s attendance at an ath asced Dl-spofs^red HL'^IINT 

course (ot a DI- approved training equivalent J. as specified m ~ I - 1 . 

Coven Approach Requirements 

• (C FOUO) Tlie date of undercm er enqjloyee iX'CE i cemficatiotL if recei’t^^ Ahhouah 
luidercos ei aciivan is nol permitted in an assessment and dto ccfterr approach & aof 
considered as such. UC E expeneuce is a relet ant factor to consider tn the approval 
piocess 

3."'. ’/A* (U FOUO) Appioiol to Use the Coi^n .Approach 
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(U) Conftdrntial Hiinun Souicr IVthry (Tiudr 

(IJ/^OETO) Rrqueists to use Uie cuvrit appioacli mu&l he ;iptiiuvf;d by thr SAC' (iitm tlelep^lc) 

3.7. 2.4.4. {tV/FOl'O) Transititiii From Coveil to .‘Vfliliated .\ppi‘oi4ii 

(Uf/FOETO) In onin to piotrd t!ie co\Trt approach. especuHv sjiire an AMD is involved, an SA 
using die approach is not pemnttrd to afhlute by levealmg his oi hei due identity <w 
cmploviuent to die mdiMdual oi PCHS Irutead. the SA should develop a lelatioiiship witli tlie 
uidiMdual or PCTMS to successfully ascertain the PCHS’ placement, access, suitability, 
suscepdbihtv. accessibility, and possible operational security concerns, to tlie pouil where tliat 
relaboaship can be transitioned to another S A — or SAs. if iiioie than one liandoff is deemed 
operationally feasible — ^fot an eventual affiliated leauitnietit 

(U/^OUO) A rare exception to die lequiiement to hand off the PCHS when usmg die covert 
approach ts if it becomes operationally necessary to do so, and no odier viable option exists to 
successfully recnii! the individual oi PCHS This ctrcuiuslance should larely arise and, because 
of the sensihvity associated with the technique, tlie request must be given heightened scrutmy by 
die approving official 

(UATOUO) SAC (non delegable) ^ipioval to afhliate from the covert approach is required Hus 
^pprov’al must be sought wfretber or not the AFID was subsequently presented to the individual 
Of PCHS The affiliation request EC, directed to the SAC, must address: 

• (U' TOUO) The reason(s) why the SA believes tliat affiliation, as opposed to 
transitioning the P^CHS to another SA^ is operationally sound and will not compromise 
the ev^uatioD or reouitiueat effort 

• (U/'TOUO) The circumstances of the covert approach (AFID) used 

• (U; TOUO) The type of AFID 

• (UT’OUO) UTirther the AFID was actually presented to the mdividual or PCHS and. if 
so. m what form and maiuier 

• (XJ/TOUO) The SA's plan to affiliate 

• (U/TOUO) The SA's level of HUMINT or other relevant operational trammg. 

• (U/TOUO) The SSA’s comments regarding the SA s abihty to successfrilly affiliate m 
the particular CHS identification or evaluajtion and recmitinent scenario. 

3,‘7,2.4,5. (U^TOVO) Approval to Transitiou From the C overt .\ppioach to the 
.Affiliated Approach 

(U'TOUO) SAC (non-delegable) ^rovat ts requned to affihate from the covert approach 

5.7.2.4. d, fl’) Use of the CoveH .\ppi oarb by LAs on Publicly Accessible Web Sites 

(U'TOUO) Duniig a Type 5 assessment. lAs may access publicly accessible Web sites Wlule 
accessing diese Web sites, an LA need not always affirmatively disclose FBI affiliation or reveal 
his or her true identity (eg. use an alias) If registration is required for access to die pubhcly 
available Web sue. the LA may use the covert approach to provide the minimum amount of 
mfoimaiion required for registration W’ idiholdmg affiliation is penintted only if dome so is not 
reasonably expected to violate die rights or damage tlie reputiTion of another person or to luve 
reasonably anticipated adv erse legal consequences 
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((/) (.'orifulrfiLul Hurnvi Soiarr PtAvt-y CintAr 

JO) An I‘() ;assif;niNl lA s us** of thr rovrrt iipprovi) whilr m publirjtJly MvmhMi’ 

WH} Kites leijufres prior ASAC or senior supervisory n^WiffjmrT ;tQ;Jy¥l fSSlA) appros'af ftnoo 
delep;il>Ie) Use of die covert vpfMoivJi while arcessinp vxh Wrh Mies 1b7 m FTffHQ »s«»^Drd 
lA requires piior iitiil cluef (UC) srfjproval (non delepible) In udditicn prior to use thr atus mil 
odier associated alias ideutifM aliori triforniabon must be approved by the lA's «uprrvt»or md a 
notification of its use provided to tlie for Uadony 

and decoiifliction purposes 

(U//FOUO) ITie request to use tlie covert ^^iproarh must be dfirijra«oled by EjC or a wicceswor 
fonn in Delta llus request may be mcluded in thr openinp T ype 5 assessnirai BC or a 
subsequent EC! Ttie EC must include the justifrcation for usui{^ the covwt approadh. rsejudH^ 

• (U//FOUO) The reasoD(s) why the use of a less intrusive method fcir obtaimsg 
mfomiatrou or conducting the online activity is not feasible 

• (LV/FOUO) Details regarding the alias to be used by the lA 

• (U//FOUO) The lA s successfully completed training cm the use of mrsatmbmable 
systems if relev ant 

• (U//FOUO) The Type 5 assessment the covert approach wiU be used to support if the 
request is made subsequently to opening the Type 5 asves^unent 

(LV^OUO) A separate EC is required for each Type 5 assesMoent m winch the covert approach 
will be used even if die approved AFID ls the same for more than one assessment For exan^ilc 
if an lA would like to use the name ‘ Jane Doe e- mail address jdoe'^ email com as an alias ta 
more than one Type 5 assessment, the lA must request approval for use of the cm cxt approach m 
each of die Typ e 5 assessinents separately For guidance regarding misann butablc loleniet 

(U/'70UO) lAs may not interact with anyone cmline (eg., by f^icipating m cha roooK. 
responding to solicitations, or pros idmg feedback) In other words lAs mas only pa^vely 
observe Pubhcly available Web sites may require registration, howeser. dns does aot 
necessanly make them restncted-access Web sites If amoae in the general public mav regrster 
and set up a usemaiiie and password, the W^eb site is considered pubhcly a\ ail^le and therefore, 
LA.S may access it during a T\pe 5 assessment after obtaining covert approach ^iprovals. s 
specified aboi e Furthermore, if a W^eb site requires the purchase of access, it is consideied 
publiclv available if anvoue in the general pubhc can purchase access Howes er. an LA may not 
access a Web site if n is owned, operated, admmistered. or run by a siib|ecr of die assessmex^ at 
predicated mvestigation. as this niav be considered undercover acp\'itv wtuch is prohibited 
durmg an assessment 

(U TOL'O) LAs may access pubhcly available social aetivoriang TA^eb sites Howtstt. LAs may 
not provide any additional cosert identification mfoimanon bevood the mimnmm required few 
registration (e g . name, e-mail address and physical address ) Prenadmg addmonal mibrmatico 
le g . mterests. photos) is more than mere registration and is not pertmtted for LAs dtmng a Type 
5 assessment If a W'eb site restnets access to only ftiends or has other access bnuiations >e g . 
only persons from a certain school mav register), then it is not considered pubhcly accessible. 

;uid access by LAs is not permitted durmg a Type 5 assessment LAs may not initiate at accept 
fiieud or smuku social network contact requests durmg a Type 5 assesi^anem 
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(llittr ItrvIrfiA 

KM itir ( A K vm 1 A « nraimlult' inu«l » tilr icvirw rvriv * ♦mw*! iHivr 

90 tiiv pniiKl (ami rvtnv nwiiMMiUvr AO <LiV fia I IIS iiiHli'ilakni by iwttlMlitHtjUV 

nttployrr^') I hr itk* irv'ir’W ntmt tir ika tuiv'iHi'tl in Jii I ( (m a Mb w Iihiii hi I S'lu ) ami 
mainuinrti m hir tia a I vim* S A\<ir<isntnil in ilu- iik*niitu aiiiNi ptuM' oi in ilw* 

fin a I viv *• aK^rii^itnmt in lltr rvjJiuiinn .4 ihI m tniltnriil phasr^ In .nkliliim tn 
I'lmifituiK'r witli 4)1 nUKi ami I* HI i US (min irv llir (mhiiIs lirlim ininil In* •itin ilii ally 
aiklir-iivtl m thr filr 

• (in I tK an aasrs^iriU in thr lilmtifn ahini plusr thr lilr irvirw niiiM aiklirss 


o (II' TIH 'O) \MirtlKi invr<inp4iivr inrtlMKh liavr l»rrn iimiI ()hi(h*iIv (^rr turn 
\ A , Anthmi/rd ln\'rslip.ati\T Mrtlnnls in rv|*r S Awssniriils All IHiasra ") 

‘ > (IV’T'lUKl) Whrtlin thr nlniiihi jIhh) plan stiii rsslnllv luiiownl llir firld to a pixil 
of imhviAuK who nuf»ht Iwvr ajifHOfiiiatr p|,u mit*ni *u«i -b i rsv 

. (IP fX)! Xl) micUiri iriiulnusabir rxiniisrv im luinl hy -mi SA. if any ivrir 
irjbbiruhlr aiui fnoprilv anihoii/nl liav sntivrx turn t 9 | lilnitiricatiint iHiasr 
luiufanpn 

e (I - ll>lX">) Whrtlin thr [nopies-s niaitr in dir C HS iilnitiliralion tmlialivr fuslifici 
Its coiitiniLtbcni hn an aitdiiional 90 (lavs (AO ilays for inobaUoiuuy eniplovrrs) If 
rontuumtion 11s dmiinl justifird thr SI A 01 SSA iiiusl (Ux-iinimt llir 1 ationalr foi 
krrfimp thr T\]ie S assrvsinmt open 


• fen an assrssnimt 111 ihr r\ alnaiion :Mid trciinmiieti! phases the file irview iinisi 
atUrrss 


o (U TOVO^ \\’hrtliri aittbsirurd mvrslipative mrtliods lia\ e been used piopei lv 

: (L^‘ TOUO) Wheiliri rrinihiif sable expenses mmined bv an SA if anv wete 

trasonablr and (noprilv aiithonzrd 

o (XT' FOlX» MCTwthri a PC'HS was tasked to provide uifomutton or vvas paid for lus or 
bn semces or expenses 

o (TJ TOl'O) ^lietliei a PC'HS can or sliould be reciniied 

c (X’^ TOX’Ol Wlietlier the Type 5 assessuK^ut should contuiue for an additional 90 days 
(AO davs for probalrouarv eti^losTes) If contmiLitiou is deemed lustified die SLA or 
SSA tnusi document die rationale for keepmg the T\pe 5 assessment open 


5-9 (1 TOrO) funding for Tipe 5 .Assessimeuls 

(XT' fOXTO) FuiKknp[ is available to co\ ei reasonable costs directly snpportine die identification 
evaluation, and recnulmenf phases of a Tspe 5 assessment as detailed m the subsections tixat 
foUmv For die identification phase SAC pavmeui aiithontSMs SI 000 for each assessment 
opened fbi the eyalu^ou and reenutment phases SAC paMiieiit aiuhonts- is S5.000 foi each 
assessment opened X’nhke iii\ estigative funding SAC pasiiieiit authonty for Type 5 
assessments is not automate ally renewed at die beguinmg of each fiscal \*ear (F'V') FOs 
iKmrvcr . may seek additional funding authonty as set fordi below 
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OffiAmfifif titttd fUmrmt f * /m tit 

(U//i(}iff)} In Ui fififiriafif (tif ftmiAm vimfr fcf f ^ 

tjM' fohiiwmK iiilr« 

* (U//it)i }<)) A f yf<r ^siM-iwrir M v4 4 H* . WiN I a<|iM4 ^»4f * 

IMA'ihvf' (W I) tfF^rvitffn/brMi rrmt^ ff< ^MINT liMdhMifr 

* A ( VK '> 4s«*««i!aMrt r/j«iilunr4 (E»y 4 (RjWFW? fl^ ^ 

fArr)i( 4irfl tiiveiitJruivMj ffiiitsi utiJj/r 4|>|j(f)fprit4tr 

* 0 J//J ( >l a.)} A ( y]**- ^ trd by 4 «fcp«iii#!Vf m 

;ui»r\i>i)M^it fJ9 jtrd iiivr8ti]!;4tKiin au;^ ijtikzr 

huuliiip 

it") filf'Dtjfk Mlioit f uuduif 

(Uffi'OVO) bi liir idf^iUfir^lKwi pillar apptofff utt ntpraslrt%«i^ msfif tegdi^Mif SA « jni 
f'rrs wilh 4i) rvm} or rafi{rr«K:r at whtrii an SA rx^tet^ tc/ Ddeae^y «ntfi 

pbu ernml and aci Wtih prior ASAf approval rrftrtbmrats fer » r4 ladrwAiafc 
irt iliiK pUa^ may k)r approvr^ for up to $100 pr^ ev^ or g^iiaaiw Ttas $F00 IwBtf am 
mcliidc expmMN attrilmlabb' to ttnr SA (vurih aa iiMrah and rnp^3m?i 

nuwellanemis expenses) whurh <biertly si.q3pof1 the CTiS idratihratjon ef&rr 

If R PC.liS IS identified dicing the idenbficatKia pfeiafir tdesl^iir.ttgG pfearrc fining 
will not cover meal and enlertammetH expwises assor.iatrd wrdi fbe SA *- es afeaaooei mi 
remiitment actmUes In order for dial fuodmp to be ozade as aji^Dte » de!»euned m 
^ A “Identifir.aiion Phase a separate T vpe 5 asw^uixmi m tiae <r.afiiai!ioo nd 
pliases nuisi first be opened 

(LV^OUO) As noted tn ' y Tirndm^ few Type ^ Awke-ismerti %AiZ psytnest 

aiithonty m the ideopfication j^iase is SI 000 for each aneraoxsH opened ASAC appreaiai b 
required foi expenditures up to or equal to SI 000 Requests fiw enhanc ed paiyneat ndnutv 
exceeding S 1 .000 for any identificanon imtiatne tcti9t aiso be approved by ^ ASAC fl fine 
enliaiKenient request is for a T vpe 5 assessment thai is cooducted bv- an opmAioaafi siquad fflr 
supports a predicated invesugaiion other than a PFl the afiiaacetaeiit reqtxe^ bib wem im 
EC. to die appropriate FBIHQ operatmoaJ unii If the eohaDceroer^ request n &r a Type 5 
assessment conducted by a HUMINT squad that su pports an zssevszaBii or a 
the request must be sent via EC . to the appropriate 

3..9.2. (V) Esatuation and RemiitiDeat Phase F nttdmg 

(U TOCO) Once a Type 5 assessment is opened on a parbculs lodr.'Kfiiai si the m 

recruitnienl phase, f unding may be used to cover feasooahie expeoses the SA &a» jBcatred Ms 
direct support of the ev aluation or reenutmeut of the ?C HS Thfe hawfeiE mv alssc mci’aic 
reasonable travel expenses meurred bv the PCHS to meet wsh ae SA m J^thoaocf ^ li&e 
recruitiiient FuislinH may ool. howev er be used to remimrse a ?C-HS for espe^es aer 
related to travel expenses or to make service paMueiSs lo PCHSa Sach payEaears 
only after the PCHS has been opened m Delta admontsbed. aod ts ?s‘spoasr^ to uaksse as a 
fiillv opened operational CHS 

tU TOUO) As noted m ^ubsectie^ :» Tuodu^ for Type 5 .AasessEaeaiv SAC payTaacoi 
authonn may not exceed $>.000 per assessment Wafe ASAC appimaL the TC^t^ay seek 
additional payment authority If the cuhancennctis lequew b for a Ivpe 5 ma? m 
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rondurfect by aii upet^iUorutl scjtHcl i?i kupimhIs |ni'dii'»lrd mvrslip.iiiiini otlin tJiMii a PM, tlii‘ 
nituncnucnl iTC{iirHl iTnu;l Ik* ftrni lo tlie ;ip|Kt)pii.ilr i'BIHQ luiit 11' Ou* t*nh;uH i’nic*iil 

r«jiicst K fo* a Type 5 asscssitictil riwKhirtrd l>v a TfUMTNT S(|iiajHhal ki]|j|kmK iui a«;K(‘KHni(‘iit 
Of a Pl^ inv(5tigati(m. the m|tjr<f(t iiiiuil 1)c snii to thr afipioiniaic ^^fiinil 

(Uf/FOUO) Gcnaallv expenses m the evaliiaP<ni and lerniitiiient pliases will lx* loi iiieiils :witJ 
entertainment inmned in die irciiuHnetit of a |iaitiiul;u itulividual If it is not leasilile to ohtuii 
au adx'anee of funds to covei diese expenses, the SA may pay u|i to $100 diuinp die I’ype S 
assessment pnoi to submitting, tlie diaf) request llie diaif request mast Ik* snbniilted widiiii five 
caJendat days when die $100 bnul is leached 

(U/'TOUO) ^Mien an SA pays foi a meal m the rouise of tecmilinp. a PC 'HS die hill cost of die 
meal nia^ be covered, proxided dial the expense is reasonable midei die ciiciiiiistances 
Goveiimient per diem rates may be used as a guide fcM reasonableness hut are not deteimuiative 
Expenses fof the SA s meal must comport witJi goveiimieni pei diem tales ASAC' approval is 
requued m otdet foi die SA to exceed the govenuneiit per diem aniounls 

(U"'FOUO) A gift to a PCHS may also be allmved if it is deemed operationally appiopiiate Hie 
Gift mas' not exceed $50 and requues SAC appioval Tlie acceptance of pfts by an SA from a 
PCHS 15 governed by subsect ion 2.3 1 . Gifts " 

3.9>2.1. (l~y Evaluation and Reel uitment Phase Fuoding Requests 

(U' TOUO) SAs and SSAs must use discretion and exercise fiscal responsibility in deteiinming 
what type of actiuty is appropriate in a particulai recniitniem scenario In deiennuung whether a 
paraculai expense is an appropi iate use of resources and is operationally sound and effective the 
requesting EC must address 

• (U- TOUO) ^lietlier the SA is using the affiliated, nonaffihated. cos ert using tnie name, 
or covert approach 

• (U ‘EOUO) Tile unpact that the expenditure is anticipated to liave on die SA s ability to 
uiteract effectively with the PC'HS Expenses that do not enhance the SA s ability^ to 
evaluate and des elop a relationslup watli die PC HS should not be approved 

(U TOUO) Each request for funds must recene pnoi ASAC appioval Tlie EC request must also 
reference the assessmeiiT or predicated investigation used to support die opening of the Tspe 5 
assessment (evaluation and recmitnient phases) or die tlireat program and C PI code(s) the PCHS 
mas siqjport iqxin successfiil recniitnient 

3.10, (f .TOl’O) Duratiou and C lostire of a T\pe 5 ,Vssessmeut 

(U TOUO) The effective dale of a Type 5 assessment is the date on wluch die lugiiest level of 
authonty- required approves the opemng EC (or successor form in Delta) A T>pe 5 assessment 
may continue for as long as necessary^ to achieve its authorized purpose and cleaily defined 
objectivefs), as set forth in the tJiree phases above, or when it is detemuned dial the natned 
subject cannot or should not be recruited as a C HS 

(U' TOUO) ^^'’hen closing Type 5 assessments, tlie foUowmg language must be included in the 
syTiopsis section of the closmg EC 

• (U/ TOUO) Type 5 assessments closed ou a specific named individual who is then 
opened as a CHS m Delta (TJote All documeiitatiou related lo tlie siiccessfiillv reciuited 
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IK I IS rniiM !»(• <iirt of S«Trtn»rI sani p\MrA ndfi thr nrwly f .’Wi Drha 

Ulr) 

"IIji' infttittulKm fit/rn (Jus must br /ii^otauird m 

• (I JO J A U frthfT I Ypp asw-ittrarwls 

“'I Ins did not (viinwt liiftlm mvrvb^ive effort ^ tias tioif’ 

(U//l’OU<)) Ally disseimrutioD frfwn » ckised I ypr 5 assessment nmst be r/mdur^ted is 
a( cokLuk e wilIi dissnniiiation f^iidance on ( ’HS rlosed ble% and r/jRMStent wvdi die prtOfr,ip^ 
discussed tti SfLlir/jj 15 , “IXst. losure of a Ccnfideritul Human Source % Identity 

.t.iO.L (I') file Maintenanc*’ aod Jbsposilioa 

(UZ/FGUO) Inasimich as r>elta is die official reroidkeepinp syrtero (tx FBI CHS records, ajl 
CHS (elated dtH iinientaliofi must be filed m I^lta unless specified otfaersnsr (see V- uvjr. i6 
“Administfatiori of Confidential Human Sources j However uotil Type S asvessment fiW can 
be managed in Delta, open and closed legacy papei files or records serialized into Sentiad must 
be maiutaiued ui the CTK or safegu^ded as prohibiied files in Sentinel Records rel^mg to 
PCHSs tliat are m tlie identi fication eval uation, and recmitment phases are fii^ mio the file 
classification or the 

(U) The disposition of closed Type 5 assesmieni legacy paper files is as fi>llows 

• (U//FOUO) Files for Type S assessments m the identification phase imisi be destroyed 
five years after the file is closed 

• (U/TOUO) Files for Type 5 assessmeote in the es aiuation and recrutfmeo! pha&es n—tf 
be destroyed five years aftei die file is c losed The appro ved disp osiliop audiocsv for 
records filed under classification is 

• (U/TOTJO) Once a PCHS has been successfully recruited and Ins oi her records have 
been uiuged. verified as coirqjlete and accurate and placed in Delta un der a unatyoe 
source iimnber all hardcopy records related to the CHS filed uodei the 

be destroyed Records related to a PC HS that are created m SenUnel are aot aidhonzed 
for disposal at this time and must be retailed until a disposiuon scbetfcde is ^if^aved for 
these records 
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(LH ('iiniklnihal I Iiuiun Scpiutf IV^Iu'V (tiuclr 

4. (II) C>|>i*iiing find Kh>|»piiIiik h Coiindoiidiil IliiinMii Soiiivr 

4.1. (17) of thp ( H8 Piogi am 
(U) rhp AGCrt'HS dfiinr « CHS a.s 

(li) Anv mdtvtdiMl who it hrlirvfd to Im> piovidinp. utefiil and rtrtbhir iiifoinialion In the 
FBI fm any aiilhomni lufornution rnllpction at tivitv and fiani whoiu iht' Ml I paprolN 
o{ uItrafl^ In obtain additional iitpful and t todibk infoiniatton m thr TuhiiP and whow 
idratity, mfonnatinn. or fplatumthip with the FBI wariaiils oonfitlpnliat handliiip. 

(U//FOl.K>) Uscoftlic CHS propiiaiu slunild coixi|xnl wtUi tins drfinititm din) In* IiAsed mi the 
foUcutOE catena 

• (IJ) FBI has established a lelationsliip with an indivtchial wlu> is awaie tJut he m she 
IS wotking witli a repieseiitative of tlie FBI and tlie FBI intends the lelalioiisliip to be 
ongoing 

• (U) Hie FBI receives valuable tnfomiation ftom the indmdnal on a lecuning basis in 
suppoil of an FBI assessment or piedicated investigation whelliei in response to taskings 
Of as vclunteeied mfcniiation 

• (U) The individual 's relationsliip witli tlie FBI creates a need for conlidentialitv 

(U) An SA must not open an uidividiial as a C’HS if there is no logical reason for confidentiality 
or if the individual holds a posibon tliat would nomially compel luni or her to provide tlie 
information In addition, sworn U S LEOs may not be opened as CHSs The only exception to 
this rule is tliat the SAC may approve the operation of a sw orn LEO who lias agreed to report on 
matters mvolviug civil nglits or pulihc corruption vvitlun his or her employing entity Similarly, 
crime victinis generally should not be opened as CHSs because tlieir use is linuted ui tenns of 
tune and the nature of the assistance tliey will provide 

4.2. ai a C HS May Be Tasked 

(U/TOUO) A C HS may be tasked to collect uifoiiiiation intelligence, and evidence aiid'or 
provide other assistance only when all of the following have been acconiphshed 

1 (LV'TOUO) The opening commum cation has been approv ed 

2. (U FOUO) All requisite approvals, me hiding (if necessarv) those from agencies outside 
the FBI liav'e been obtained 

3 (U'FOUO) Tlie CHS has beeti provided tlie ^^rpiopnate admoiuslmients regarding die 
nature and parameters of lus or her relationslup witli the FBI (see Section 5 . 

C onfidential Human Source Admomslimeiits ) 

4. (U^TOUO) Required approv als for die specific taskmg (e g.. otherwise illegal activitv 
[OIA] or consensual monitoring) liave been obtained 

5 (C TOUO) The CHS has met widi the co-C A 
4J. (l~l Source-Opening C oininuuicattou 

(U/'TOLO) Before an SA prepares the source- openmg coinniunjcatioii. the FO must conduct a 
UQjveisal query to deteimme whedier the mdividual has already been opened as a C HS m 
auodier FO oi legal attache (Legar). In addtiton the SA must do a decoiifliction search m Delta 
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U» nwui(* iJl41 Uw iruliVMliul i» qtirKtiim » wtI njiimtly tyfmt in mo/vditn Kfffye *m prif'vmmily 
<»|M*firtl 4S » f .'I JS (lus sf jiidi tiiiifii bp ttmtplrieA wi tiw ir^uiiti witfnn Ihr rjpnttnif 
( onimmiK :ilj(in I CK aip »Js*j pjqiritrtl tr* f finrhiri In* 4I qtintP^ »id niOfp f/m|>rpbw»##VP 
HPJic lips nH mA In dfx iinipfit tlir iniiib» m thr v^cjr m^anf. * m 

•^pt fnflJi lirtnw 

(U//H>(K>) If till- CHS w;iK jirrvKrtJsly nfmied. tlip opprinn^ rtxmjBMuiMum jmst ^IsiAp tbr tfMm 
why the < 'I IS was c Itispd If (Ijp CHS w^ rk>s«f f<n r^uae, nthn by tlir FBI (m jnndbrr itpjmiy 
^cklibcmal afiprovaJs and irvirw will Iip ipqtiupd fw ,iA)^.ttejrr, 4 v I Kpqurit to Fjn^m a 
< HS Ihrvioiisly Cinspd bn Cauw ' and suI>sp# UfWi ]H i Fulnffp ^aniiart wiA a fJmed CHS* 
It'tlir individnaJ was rw>t prpviuushy opmrd dir f intBmmrjawti should sRiifdy «t3lP that tbr 
ip(|uurd dpi onflirlKin sran h was t ofi^ilrtrd with urftauvp rrsults 

(U//!-(>U()) Only an SA (CA of ro C Aj may inrpair tlir sower (jpoan^ r oimvRiM'.atiion A TFO 
assipned as a co CA is not priniittrd to pirpaff thr opnufip f oownumtatioii Tlip SSA must 
irv'jrw the cotmiiuiuratjori and determine if the individual should be c^>mrd a& a CHS tf tiir 
SSA approves tlie comniuiucation notification of thr opetunp must be sent to dir ifiptofRiato 
^^|iuiil Otliei approvals andyor notifications dev:iibed elsewhere m this PG such » approsak 
that must be made by die SAC or by oUier a^mes niay also be required 

(IJ/TOUO) Tlie Delta source openinp cofranuiu cation roust c/Ritasn 

1 (U/^TOUO) 7 lie CliS s biogiaplucal uifonuatjon inchidmp Ins or her 

• (U/ypOUG) Full name any relevant information related to his or her oKir fe g 
Clniiese numenc desipiators). and anv known aha&es 

• (U//FOUO) Dale of birth 

• (U^'^FOUO) Place of birth 

• (LVTOUO) PhyMcal descnption including scti race, bei^. weifj* hair coior ew 
color scars, marks tattoos and anv other available mfonnanon 

• (U/ TGUO) Current residence 

• fU' TOUO) Contact numbers (e g home phone cell phone pager) 

• (U'' TGUO) Social seanilv number (SSX> 

• (U' POUO) Dnver s license number state where issued (e g Vngima Sovifa 
C arolma). and date bcense issued 

• ( TOFJO ) C itizenship 

• (U/TOUO) Alien status if applicable (eg Msita. student, diplomats 

• (U/ POUO) C unent and pnoi occi^patioiL employer work address phoor number 
job title and nature of job. if known 

• (U POUO) Photograph <prmt or electronic) 

2 (U POL'O) hifomiatioii on die CHS's previous relatiooshqi with the FBI and other LE 
and uitelligence agenaes mcludmg 
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SI C Kl I//N01 OKN 

(1 1H tmfiiIntUjil lltuiufi SiMuit* INttii y <ini4tr 

• >1)\ WtiHtMt th(' imMui itttintllv Tu’t «* pirvutu'^lv 4 irUiHniiJiip wtlli 
«iY t^hn 1 .1- <« tntrlli)i!nii ** Aprw s 4iHt il ilir lUBiir itl llir 4p»iii v iiivt>lvrfl H llu* 

* C'ltS w1t(> wa«. t hnnl hy 4iiiHlin 4(V4’iii y irdMMMbIr HfoiK vlutiihl lir 
niAiV* tu iVlniinitr wliv Uir i lls W4« i UmM 4iwl ihr SA iIih ntinil I)i4l ir4«uif] 
tfi llv ci|vyttiip i'(mtiinuii< atnm If Ihr SA ttljjii'i liui iIh* |irts«>n W4 h rUfHTtl liy 
xtrKhn apmi V tm jurnMiii (h4l luwin I'HI iNilu y wtuild t^Ntslilutc- 1 Kh 

aiklitionAl 4|5t«tn4))i 4tHi frvtru will lir tiyituinl ('MY* suIim-i Umi \ '• RnpiiiriiM'iHs 
fen Krtunniinp » t’HS " aittl vulwn innt I H 1 I iiiiiir i iniUi i WiUi » C hisnl ( I IS ) 
llic SA ireiM iir«M'iilir in lltr iMnmiium jlitni tlir Mijlrpy Ui In* tii 

iratip4tr snv ivshtk |n w<*iI bv mu'i 4Uiip Ihr 1 1 IS 

• ' fS >fl \ Hie jJxnr vtialrpy uwv iiw InJe tif xn alunut irMiiip li lirniird 

• (I T-TOl fi>) WlirtJifi iJh* ('US was inmoiislv tifieinsl as a C*l IS hv lltr I 111 11 so 
state ihr iraMHi whv dir < I IS was rUisnl II dir ( US was i losmi loi caiisr ridin by 
the f'Hi oi anotliri aprixy ailiiilimial 4).if)fo\'als aiul rrvirxs will lx* iniuiird (See 
^ibsrs'lisiu -1 ^ Reqintrtiittifs fill Reofmiuip a t llS .uul sut>M*< luni IH 1 'l utiiir 
ConlJh'l Widi a ( los^ t’HS 

• .Anv tnoniisrs cn I'enrfits dial luvr lirrn Riven lo the CHS by the FBI 
FW « anv oilirt fnaserntinp m LF apeiK v (it known after eneinsinp reasoiLable 
efTot1s> and die letnis of six h pi onuses oi benefits 

1 (I: T(>IK» Infoinulioii teUiesl to tipetaiuip die CHS inrhulmR 

• (U* TOl^CU rhe insTstipamT cbssifKatioius) ami cn tlireat on which the person is 
expected to prowdr infoniutton aiKl tlie tspe of uifoniianon he cn Uie is expected to 
pfosade 

• (U FOUO) The peograf^cal areas of operation (e g couiitnes slates cities zip 
codes) where tlie CHS could be used 

• (U TOFJO) The subject c*i grouj) cm w horn the CHS is expected to report 

• (V'TOl-'O) The CA and co-C A s names The SA ninsi siate whediei die co-C A is an 
SA or a TFO if the co-C'A is a TFO the openmg conunimication must identify the 
TTO s agenev and indicate wiiethei tliai agency biouglii the CHS to die FBI 

• (U FOCO) Docnmentaiion that the co-C A has inel die CHS If this meetmg lias not 
vet occurred wlien die CHS is opened. U must take place before the CHS is tasked 
and be documented ui the CHS s mam file The meeting raav be doc iunented by any 
commuiuc aboil which ev idences dw co C A's pteseiite such as a CHS reportmg 
doaoiient paMiieni leceipl. or adnicnusluiients 

• fU' FOUO) The FO and squad or Legal that will operate the C HS 

• (U F0l_-0> The C HS s paviuent name ( see su bsection 16 j Payment Nanie ) 

• (U FOVO) A request for code name if needed fot double agents (DAsl non-DAs ui 
totnt opciatuHis ^fectors reenubnents m place (RIPs). or uiiusu^v sensitiv e C HSs 
(see tvrt»siectit>u lb 4 . Code Name ') 
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{U)f liurnmi 

• (f I//l( AX)} l\te ( HS I m fufmdtnff, wAmrttAvm All 

^MAilrl \tt tnt UtdiUp my infmAnS^m bfm} btr bm Am 

;KiHi&tjjKr Mul wlirHin ^it prrvffi Am a fAi^d wtA m J« 

( fiotn wy tAeif ^ 

• f il /<)) Thf pnum li l» (hr hr fjr 4r m rsi^teij ec^ pr^nrtiA: 

• fU//i-OlJO) VVJirliirf ve rttfotM ptnvm* Ifi ^>, 

f Iiuiuri S<?ii/t r« Kfy|ui(U)|^ I irpitflnimf o/ huttjft Appftsfvii Um Hm % 

lr;4(J must )m- M*nt lu thr^^^^lo fir;«ify tfir ffumw bj^vnt 

OISKrj 

'I (IJ) Itctm (inUiDinp Ui dir CfLS i hsfkf^mmd mrltKftQ(r 

• (li/fi-OlH)) Miflhn tiir CTfS tiafi t i rmatui bstory n reanoijably brhn>«*^ l& he (Sir 
sid>jrrt rif Uifrrt of » pnidmp anmruJ {rrvr«t>f^vj|} li umier or kar lirro 
riui prd in a pmdmp prr>s«rajt)on 

• fS/'^NI ) A reqursT for a CfA nawir trarr if tf*r CTiS m> pTmanly rrfnrti^ » .sahqs;^ 
sediiity rnaitns bavrh mtemitiioctaliy oK^f Aac ftvr utan xxk^^ m » m *^0t. 
a foTripji natifjnaJ a aarmt or fr>niirr CIA rtaploy«e a CIA r^mfiranbir or a QA 
applicant If Uir SA c^amot obtan^r mformalaoo with CUSf. amsmxDfjt iOXfitrst 
niav br smi to the appiopiia[te ^^|uuit to request thr CIA to roodud Ar oacar 
check and notify tlie FO or Legal of aoy felesart mformatiaD 'AAamed 

• (U) Immigration and Cuslonis fjifotcanoU fiCE cherJw for CHS awgiw wilo are 
foreign nationals 

• fU/TOUO) A synopsis of positive search rrsute of U&n ervai lodes ftJSt} or Ae 

rq>lacenient system used for catalogumf subjects of FBI Mvetiiiaftoos If aecessarf 
include a staleraeiit of coocurreace (see ^ "PPsnjve KecorA Cknds 

and CooainejKe to Operate ) 

• fbV'TOUO) A synopsis of positive search msuhs of ELSUR record daedu 

• fU' TOUO) A ssnopsis of positive search resuhs oi the >cattoaaJ Cnme ^ijocnsaMcaB 
Center (NCIC) and local crimiiial historj' checks If necessary, larlade a saatesaesar of 
concurrence for the feie% mt FO or agcno fsee s id^seccoa H 6 . Bomsw 

Checks and C oncunence to Operate ) 

• (U FOCO) Ans' rebuonship die person has w^di aoy FBI cmpierwe .e hKSheif, 
mother friend roommate busmen partner) 

4.4. (1”) Additional Backgi ound InfoimatioB and Recoids Cheeks 

fC FOUO) The mfonnadoo hsied below if reasooabie to obcmi must be ioaaaeaMd turfeae 
the CHS IS tasked and updated promptly if it chanffes 

• (U POUO) Past occt^atioos. including emi^vei. wexk adiiresa. phone aaEofeer, jiafe 'adc. 

and nature of job if known 

• (U' TOUO) Language abihties i spoken aad wth^l &ac Ei^sh 

• (U FOUO) Skills and hobbies (e a . coiapwtr skdUV 
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(in ('onfiiViibid Himuiii Sinure )h)hry liiiiib* 

• Rrlijaim 

• (IJ//I''OIJO> K mail addirsii aiwl oiiltiM' tdrtilily 

• (XJ/(^OlTO) NiunrH of inmieiliat*’ Familv mttolicis (e p, , iiKitlKt , fatlier , 

sistos dultkFn) 

• (IJ/VTXJUO) Past fTsidfiit’es 

• (IJi^^TOUO) Etiitt adtimJ lewl and if appliraUlf* ciuitiil sliuletit slatus 

• (UfTOUO) Sfciaity rleaianres ot ollin at resscs held (The peisoii may disclose dial he 
oi she possMses a cleat aiice bnl nviy not disclose die level of the rleaiance ) 

{I.T) The lecords checks listed below rnmt be made if deeinetl useful ui evaltiatiiip the 
mdiMdiial's background oi anticipated opeiation Hiey iiirKide 

• (S'^VF) DOS let'ords checks to obtain uifoniiation about foreign nationals who liave 
: 4 iphed for a U S \isa oi U S citizens who lia\ e :^>plied for a passpoit If the uiloimation 
caiUKM be obtamed locally a request may lx* submitted to die Waslunpton Field Office 
(TlrTO) Tins request should include identifying mfomiarion about die queried C'HS 

• (U’ TOUO) Requests to Legats fot backgroimd checks for C'HSs who liave foreign 
atizeuship or who liat e spent a substantial anioiuit of time m a foieig^i country, if 
information can be obtamed widiovil conipiomismg die CHS s relatioiisiup with die FBI 
A name check for a CHS who is a foreign government official oi employee will almost 
certainly result m die CHS's conipronuse Tlie Legat should be consulted to detenmne 
what intFonnation niav be available widiout notification to die host country 

• (Ti /FOUO) Other database mqutres (e g.. Financial Crimes Enforcement Netw ork 
[FinCEN] Lexus Nexus, Treasury Enforcement Commumcatious System [TECS]) 

4,5. (I") RequtJ einents for Reopening a CHS 

(U TOCO) In order to reopen a CHS who was preMOUsly closed the SA must generate a source 
reopenmg comnuimcatioiL winch must 

• (U' FOUO) Asstgn the CHS his or her pre\"ious ’ S” (ssmbol) number m Delta If die 
CHS was presiously opened pnor to the rmpleinentation of Delta, the CHS must be 
opened m Delta. aUne the file number from die legacy file 

• (U TOUO) Satisfv' the requirements of subsection 4 3 , 'Source-Opening 
Commiuucatiou '' 

• (Uj TOUO) Indicate that the CHS is beuig reopened and provide the reason why he or 
^le was previously closed If the CHS was e\ er closed for cause durmg any pnor period 
of operatKXL tlien borii the reopening procedures and approvals set fordi in subsection 

4 5 I. . Request to Reopen a CHS PreMously C losed for Cause,’ and die provisions m 
sid>sectron IS t - "Closuig a CHS for Cause, applv 

(U TOUO) The approval le\'els for reopening a CHS are die same as tliose for opening a CHS 
for die first time unless the C HS s status has changed so as to require addinonal appro\ al (see 
Sei:tion 0 "C onfidential Human Sources Requimig Department of Justice Approval for 
Operahon. and Section 7 . "Confidential Hmnan Sources Requmug Additional Approvals' ), 
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HVimjmftfiBUs 

(f /) < 4 Mituinitui UtMrmt StMurjp l*tA¥ y ( »t«4r 

ja\€Vtn (iu* Cl IS was cIoW Un i rntm Ajrtrifr any t.i4 frpn»tif/n H rfir I'll IS wm 
( IomyJ Un ratisi* ihf ai^ntivais Mrt Unth m 4 > I to Hrf fpm a CHS 

I^rvunisly ( kisrd Un C.ausr ” ^qiply 

4.5.1. (Ii> K«>f|Uf^l lo KM>fH>n a f lf.S Fi«'VMni4y f for CaiiM* 

(\i//bOl}(i) ifiitialifjp (jonLart with or lesponrlinjF to a CTIS prnvjUN^^kisr^ 

for tau.'if* SSA aiipiovaJ rroist obUirmi ui acrofdanc^ witfi If*} , Tuiur*^ fAwtari 

Witli a ( 'lospd CH.Ss ” 

(Lf//roU<J) A rfqiM*st to ^ipcn a CliS pn^tously rioscri for caucr fiust mlmdt rrrfonmCtof} 
described in subsertioo 4 5 abr>ve AJier statiof; that CHS was ctowd £6r camr and due 
feasor) why he oi she was closed tlir following addrtiooal udorroatioD mus t be pr^mded 

• (U/ZhGUO) The date on whtcb the CHS was closed fiof cause or if die f.T£S wat closed 
for cause on more than one occasion the date of each such closure 

• (IJ//FOUO) Details supptnliug each decisioo to close the CHS for cattle 

• (LV/FOUO) Details regarding the anticip^ed use of the CHS if prcfwasr^ is afiprosed 

• (U//FOUO) The reason why the use of a dififcreijt CHS and or mvesUgaOse tochraques 
would not be as effective a.s the CHS m arhieMng the objectives &r the case 

• (U//FOUO) Controls that will be placed on the use of the CHS to rmntimze the rak of 
iiarm to others or to the inv estigation 

(S//NF) A request to reopen a CHS previously closed for cause must be apjioved by Ifae SAC 
(nondelegable) and by the AD. DL (nondelegable), whose decision must include a findm; as to 
whether the benefits of reopening die CHS outweigh the of rer^remog die uxirviduai Aker 

AD approval has been granted operational testing requirenienis must be conducted by ibe CA in 
accordance with Section 20 . "Conhdential Human Smace Vahdauoa 

4.5.2. (11 Closwi C HS Reopeued by Another Field Office 

(UZ/FOUG) Wlien a closed C HS from (me FO is reopeiaed in another FO the prevtous FO CKSC 
must furnish to the new FO CHSC copies of anv document m the frle that are oor ar«ailalde 
through Delta A copy of the entire file must be sent to the new FO CHSC upon reqisesr In 
addition, the new OO CHSC must protnptly be provided with any mfonnalKn thar reflects 
negatively upon the reliability of die CHS 
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sn Hpjmirtims 

UtmtMi Souf/r (*<4^ yffUidr 

4flrruMHslirtw^il\ liavr lirrft firovurlH vkJ liut thr f jIfH m kft/rw\ipdf/ffd rrrrtpt jnA iiridrr^^ridbnf 
of iJir wlntfniiHfinw'iits 

(lJ//l-()( JO) TIm* rofitrtit 4ii4 irir<iojiif, uf thr fft\)t/vnnp, «jnirjini>ijfnmt» rriMt hr rkarty 

• ({}//] ()[)()) flM' liil ffli ils tjwr» tMttitA ptimnsr ijt Ayfr-r Ifj my irrjtrMigty fifim 

titOM^ iilion or oUin r rMmdrf ;i1iori by a& IV(J '4 nUAr rrr ior^ prrAmjtor or a r/jun n 
exchmyjr for tfr Cf IS % roopnatirm thr lirt Kitm to (jrjofrr any vjrJb brnrfit brt 

iviUuN tfir rxr hjsivr ch^retiorj cif liir inownHof and 4ir rwjirt iU/wrvta tfir l-BJ wiJJ 
roTisicki (Imt not nec:rssafi]y ar't ii]xjn) ad\'isMi^ thr ^jfjropriatr of tfar oAxr 

aiirl rxtnil of dir (!!HS's asMslancr to dir HJI rfhi» oKtrurtion dwajid hr f^vm if thrrr m 
any afipareiit t<isuf of cruninal liabifity of pmaJty ) 

• (U/flFOUO) Unless spenfically audwjtized by the I’M! dir ( 'fft w not xAliorued to 
engap.e in any criminal artivtfy and lias no mvnuiuty from prosecuttoo for any 
unauthorised cxuimial activity riTiis uisbixtion is not necessary for CHS® who harvr ajrfe 
aiithonzalion Tlie mstrurtion slioiild be f^vra if the CHS is suspected of r.r/aaaexmf 
iinauthonzed illegal activity fUIA] See Sertirs.- I a, C^mfviesAiai Human Source 

Panic ipahori in UnaiiThoiized Dlegal Activity aod ' Confidratial HiflBao 

Souice ParticiparioD m Otherwise Illegal Activity ') 

• (U//FOUO) Tlie CHS is not an employee of tbe USO and may laot represent ban- or 
herself as such, except under cucumstanc.es w'heie the CHS has prev iously been and 
continues to be otherwise employed by the USG 

• (U//FOUO) The CHS may not euiei into any rontracl or incur any oblig^ioo on behalf of 
the USG. except as specifrcallv instructed and approvied bv the FBI or ijixfor 
circumstances wliere the CHS is otherwise audiorized to enter mio a contract or incur m 
obligation on the behalf of the United States 

• (U^TOUQ) No pronuses or comnutments can be made except by the Dep-a nm eot of 
Homeland Security fDHS). regardmg the imnngratioD status of any person or the ngh> of 
auy person to enter or remain in the United Slates fTlus ii£StnJCtiOD should be provided if 
tliere is any apparent issue of immigration status that relates to the CHS j 

• (U' TOUO) The FBI cannot euaiantee any rewards, pavments or other compensatHto to 
the CHS 

5.3.1. (U) Subjects Represented by C ounvel oi PiamiiiiE Legal Defense 

(U'' FOUO) For additional admanishnients related to CHSs wbo are m a posittoc to obtam 
infonn.iiiou about a subject's pending charges or legal defense plans see Iv ~ 

■ Obtaining Information About a Subject's Pending Charges or Legal Defease Plans 

5.3.2. (U) Employees of Ftn.iDcial Lustitutions 

(U FOETO) These individuals must be advased that thrv remam subject lo the provisicas of die 
Rigln to Fiiuuicial Pnvacy Act and nmsl be advised that the FBI wiD do! knowingly accept 
uifonuation that violates tlie provisions of tbe act This advisanent naist be doewDenied in the 
CHS's fde 
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(10 ( Stnui r I\>lu'v (itudr 

(10 t niplo>')rf*x of Fdiirational In^tilullons 

(lJ//I‘'OlRl) IIm^ uidivichulK iniisl lie advincc! dial thry tniiaiti l« Uir tnoviftiiTiK of Oir 

Fumlv EAiratioofll KighK and Piivwv Art of 197'! (Title 20 Umlrd Slates ( 'odr (11 S C’ | 
Sertson |§( 12^ 2 (kI) comnioiilv kiHiwn as Uie Biu kley Aiinuhimit llus statute |T,t*iinaJlv 
prohibits rducational tmtitulions and Umi eni}}|o>Trs honitrlrasiiifitiait itirnimy infonnaiioti 
hom rrccHds that tlirv maintain on individuals who attend oi have attemled die nvititutioii Ilinie 
are some exceptians in the statute Hot eaalt^1te. Huchlrv does not aiiply to a cainpiLs police 
lei'oid alxHit crimonal activtiy Athisin^ the ('I IS of the piovtsions of tlir law is not leqiined if 
the iiifcffination the CHS is fnuvidinp is luiielalcd to his ot tin einplovmenl This advisement 
must be documented in tlie CHS's file. 

5.5.4. (11 Otherwise Illegal .\ctivit> 

(U ’■'FOUO) Fot additional adiiiomslunents lelated to C*HSs who have tieeii appi oved to engage 
in OlA. see nibsethon “Admonishments Related to OIA *’ 
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(if) < Hijniiin Strufft' i*fAuy ( ^nHr 

6. (IJ//H>I !0> < 'f>ijnrli*rif|jil lliiinjiii S4turre% Hfquirim^ iMqfnrtawtii 

of.liisliri' Appi'ftvNl Tor djifrutioii 
6 1, (l /> I yi>f^ **1 f HS Thai K«*4|ttir*' l¥iJ 

(U//K)t Jf J ) Ilw C'f l.S ifptnmtp < rntmumv Mum iimnI he rrjfnfjIrteA mwi jpprmied by jn Iks 

witfi IXJJ Uj fujr, *, . fX>/ 

(cn ( I ISs Ki'(|iitf 111 ^ JXjJ AppfovaJ f>jf tiuf IXiS frvmr arid appiw^ pifujrut ffar mw 
l>r fjijrratrd in M t vtdMicc wtlli this Wj 

6. 1.1. fl ) Sr^uioi 1 ,4>ad**f ship f HSs 

(U//FOI JOJ Thr Af ^ i ^ drfiration of a srfuof Iradrfsbrp ^.KS » » fbItMvn 

(TJ//FOUO) A Ctmfidrtilu) IfumaD Suwce viIjg it m m pobrten 1$ rfHwArini 

drcisiQTi Rulunp autiLorily over 'if QfluMvisr oufUfr uwt 4vi^'t dv mJnrfal K^ttviiw. 
of thf parijripaol'i m a f^oup Of of^ccuzatioa uvolvnl b aulawfid arlj-.aMii ttui rr^ 1) 
nationwide Of uiternational in ttcope or 2) rSenaed to be of hiffi stpatfioaboe Ic ^ IBrt 
ciinunaj investigative pnoritiei. eves if the unlawful trttvttiei are kKil or regtoanl m 
scope Such orgaoLzations shall include biM »e laniled to aiy Cow Norka 
Family F.uiasian ()tpMmxed Crime Group or Asian Crmuoaf Eemprw vhKh » 
recognized by FBI Headquarters and any dcnaestic o* iWerwUsottal Torofni 
Organization which is recognized by FB! Headquarters 

6.1.2. fl^) High Lfvel CotcmuH'iit C HSs 
(U^TOUO) A high level gotenunent CTiS is ooe wiao is either 

• (U' TOUO) In relation to the federal got eroroem or oaie gors, enaneat of a ^itaie or tnbal 
government the chief executive or the oflirial next in yuccevaoo to the chief execwise 

• (U/ 'FOUO) A membCT of the federal state or tribal iepslaturc 

6.1 HI High -Les el I'nioa Official C HSs 

(U/TOUO) A high-level union official CHS is one who is a president sei3e1ary-irra5i*& or 
Mce president of an mternational or national labco^ uoton or the pnocipal officer or ofBcers of a 
subordinate regional entitv of an mternational or national labor omon A i?'f!;tOQal encff^t does am 
include a local luuon or a group of local umoos such as a dastnet cotmeiL co&ibiaed tofetber Ssr 
the purpose of conducting collective bargaining with emplovers See abo ^ 1C-., 

' Union Officials ” 

6. 1 .4 HV TOl O) Pi iilleged C HSs 

(U/TOUO) A pn\ ileged C HS is one who is under the c4>hfaiioD of a legal pn\ liege of 
confidentiahtv State law gcn eois the scope of legal pniileges aiki therefore marv van betwren 
jurisdictioiis The SA must carefully rei iew each coraact with a pniileaed CHS If there are 
questions regarding the protection of pniileged mfonnatioQ or First F ifth and Sixth 
Amendmeni nghts. the C DC must be consulted 

lU FOCro) An SA must generally not accept mfoimanon from a CHS if « rebies » pfr-nlefed 
coiiimunications Howei er the use ofpnvileged conxmmiic^ioQs mas be penmssable m 
Situations invoh mg a potential loss of hfe serious i^s'sicai mfun~ and deaructioe of property of 
substantial \^lue resultmg in other senous consequences or coatr^xnmg lo the sohmoa oi a 
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(IJ) CtHifidnibat Tiuinan Somtie IViliry (tiuiir 

imowi cnnr If siich a siUuhaii drvrlops. thr SA niiijjl notify CTX7 and FIK) altorni’y (if one 
IS involved) The CHS's wiani file must rcniUin thtirmipji dociuimitation of the deasioii to use 
privileged mfixmation 

6. 1 .4. 1. (I*) Attornev-v 

(U//FOUO) Hie privilege of confidentiality extends to individuals admitted to piachce law and 
who are engaged in the practice of law llie attoniey rbent ptivilege protects certain 
communications between an attorney anti a client In addiUuii. depencliiig on the facts and llie 
law of the funsdicbon. tlie pnv^ege may extend to those actiiig on behalf of the attoiney. such as 
a paralegal The CDC must be consulted if there are any questious as to wliethei ceitain 
uiformabon may be subject to tlie attorney clicul pnvilege and the extent of tlie privilege 

(1^ Physicians 

(U-'TOl^O) The f»ivilcge extends to any doctor of medicuie (MD) or doctor of osteopathy (DO), 
and certain junsdictions may extend Uie pnvilege to othei medical pi acti boners The CDC 
should be consulted regarding the extent of die pnvilege in each (unsdiction 

6.1 4. J. (11 Clergy 

(U//FOUO) The pnvilege of confidential it>' extends to members of the clergy, as determined by 
state law . The CDC should be consulted fin the extent of the pnvilege m each jurisdiction 

6.1.5. (C) Media CHSs 

(U/'l^OUO) The AGG-CHS define a media CHS as one who is affiliated with the media 

6.1.6. (OTOrO) Loog-Tei in C HSs 

(U) A long-term CHS is one who has been open for more than five consecutive years 

(U/'TOUO) A CHS not reporting on national secunty' m\ esbgations or foreign mtelligeuce 
coUeebou matters must imdergo HSRC review at tlie five-year mark and every subsequent 
consecutive fiv'e-yeai penod that he or she is open. A CHS reportiiiE on national security 
investigations or foreign intelligence collection matters must undergo DOJ NSD review at the 
five-year mark and every subsequent consecuuve five-year period tliat he or she is open. See 
subsection 6. J. . 'DOJ Eteview Procedure for CHSs Requirmg DOJ Approval,” for more detailed 
guidance regarding the HSRC and NSD approval processes. 

(U' TOUO) AH long-term CHSs aae subject to the approval requirements m subsection 6 2. Tlie 
continued handling of a long-term CHS by the same C A for five consecutive years and every 
five consecutive years thereafter requires SAC approval, This approv al may not be delegated, 
and the SAC may only approve continued handling by the CA for good cause The SAC 
approv al for continued assignment of the CA to the long tenii CHS must be documented prior to 
submission, detailed in subsection 6.2 

(U''/FOUO) The SAC may coiisidex the fiillovvmg factors to determine whether “good cause" 
exists to continue tlie CA assignment 

• (U' TOUO) UTiethef the C A lias a umque role m an investigation supported by die CHS, 
to tlw extent that die investigation may face uupedmients due to reassignment of die CA 


45 

SEC RET NOFORN 


SK< Kf ,i//NO| OKN 

((/) OffiJidrntuJ Hiarun Soi^jT fV^jry (auAt 


* ((///rOUO) ie;tK<iif 7 frnrnt of tfir ( A wouJd dtirunisfi tihr FHT % to obCaoi 

infofiii;dJ(»> 111 » tdcAhli* nutftfm dur to tht vj^jAa^aKiMumt or irt brnraJ nature of CHS 
lopoitiiip and the kiHwIrdf^t base of U«e ('A 

• (U//K)IJO) Wlirtbo tlieif are odiei dut aflirrt ibc effertive oprratim of 

tJir CHS. imlLiiJing the availability oi c/llm aperits with fr^puMit np^tenoe or 
rapability to ofiet ate the CItS 

(U//FOU()) ASA(^ apfffoval is leqiured foi die asstj^iment of a piobatjcn^y SA to operate a 
lon^ terni C'HS as the C A ilus approval may not be dele;i;ated 

6.2, (I?) IKJJ Review Procedure for f HSs Requiring IK)J Approval 

(U/z'FOUO) DOJ appioval is lequued for the continued opciaXioD of arty C'HS who &)ls into the 
categories listed m sidrsectioiis 6 11 tluou]^ 615 , unless the fpfj atttorney has raistauf 
oversi|jit of the CHS because die CHS has agreed to testify m a federal craninaJ prosecution 
See AGG CHS , paragraph I {BX2) for the defimticn of FPO DOJ apprcr/al is required for all 
long term CHSs. as defined in subsection 6 16. regardless of whether an FPO artomry has 
existing os'ersi^t of the CHS The process for obtaimnp DOJ approval is different for CHSs 
reporting on national security or foreign intelligence and CHSs reporting oo cr iminal matters 


6.2.1. (X. ) C HSs Repoiting on National Securih and Forei^pi Inteffigeucr 


(L7/FOUO) DOJ. NSD must jqjprove the continued operation of ail CHSs requiring DOJ 
approval who are reporung on national security mvestigations or foreign intdljgeDce coli*rtion. 
except as provided m subsection 6 2 . abov e 


(U//FOUO) Upon opemng. the CA or co-CA must document the CHS s status as a C HS 
requiring DOJ approval in the source opening communication and document die aanu m the 
Field O Hice Annual Source Report (FOA SR) The CA or co-C A must also complete and subcul 
theDrsH||||m|||||||HH|HH||||_The form may be submitted in Delta to the ^ipropna^ 

In accordance with v .'bvecturi _ Enhanced 

Res'iew. ' the CHSs must receive an enliauced rev iew' by die dppropn^e 


(Uf'^FOUO) If the approves the coutmued operation of the CHS t he MB anisf provide 
notice of diat approv al to DOJ. NSD w ithin 60 dayv of the approval. TbejlHimjst make the 
C HS's validation reports available for review by the NSD aitomev at FBIHQ upon request If the 
V alidatiou reports do not penmt the NSD attorney to conduct a meaninghiJ analysis of the 
coutmued use of the C'HS. the NSD attorney may ask for addiTicmal details The idemny of the 
C HS must not be disclosed unless the AD or the DAD of the FBIHQ division utilizing the CHS 
detemuiies tliat compelling reasons exist to warrant such disclosure The AD or DAD must 
consult w'ldi the S.AC of the FO operating tlie CHS to derenmne whetlwr compelling reasons lo 
vvairaiit disclosure exist 5V'itli the exception of a request for the ideatiU' of a CHS. ail requests by 
NSD for fiirther mfoniuUon pertamms to a CHS must be satisfied withm a reasonable penod of 
time Failure to provide requested mformation may be grounds for the NSD to recommend diat 
the DAG disapprove the coutaiued use of the C HS The FBI mav continue to operate the C'HS 
pending the resolution of the matter For addiuonaj tnformatioti about DOJ reviews and the 
fiirther appeals process see the AGG-CH-S paragraph D ( A i(3 Kf> 
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^ 1 1 ) ( Vntfiili'iihAt Hiiiiuui Soim r tHiUt v ititiilt- 


(1!) « (nr\i<nwlv C. US h»K a i luutjT *>( hUIu^ itui trfftiiirs IM)I .q»|iioviil liM* ( A tw lo 

('A 1 'lMupUir 4 im 1 Miluml llir ( MS ^ 4 ('MS iiri)niitii|< 1X11 4|[f|Mov.tl tut ilit- 

ikH iuiH'iil dir { ns'% s\Atu*i III dll- l-OASK 


(IJ.'TXHXI) Srr MilKttiutii H) / - 1 ’ IS’iitxUr V^lubtunt Rt‘t.ni‘tt Iih jdilitiitiMl piiuLuit e tin 
I'HSs nqvntiup oiv tuhoiul set iiiHy -ukI tini'if’ji tulrllif*rih r utllcctiiHi iii;iUnH 

o.I.l. (lie HSv Not Ki'iioiiinp nn NutioiiJil Si^mtit) in I mrigii 

liilolhffpnt r ( nllrt (ion 


(in Hit !iSRC \^ 1 iu‘h itt CimuHist'tl t*( IX JJ 4111I I HI uinrsMiMtive*! 11111*11 ,n.i|in>vi’ llir riitiliiiiUMl 
Dfin iiTton of aII i HSv IX 1 J \vtu> .11 r tiol t (*1x1111111’ on luiioiul mx luKy 

imTstifialu’nis tx ftncipn inlrllipn'K r lolWluxi exrrpl tin (XiiMtlrd in iiIkci turti ft ’ , ’[XW 
Rpmpw iSiH'pdiwe toi miSt. Kciiimiiip IXU AiH'ioval Uikui ttiieiiinp live (’A must iUh-iuikhI 
the ( IIS i siafiis AS a ( MS itt|ni(iiip IX>J ajiixoval in llir e ti|tmin;’ cofniinuiK attnti ,ut(l 
i-kxnimpnl the gatns ui die l-dAS R llic ( A 01 co t A ninsl also c oinidetr .iiul snlmm dtr DIS 

Uir Hir 

itirni nia\ be siibnntleyi to the H{iixoixiatf^^^^^^|iMng I>elia In .u'CixcLuirr \^idi ‘iiiht.a tioii 
'*0 / ' ’ 'bnluiiced Review the t MS niusl leceive .ui mhanceH leview In tlie^^^l 

(L' TOl'O) If a |ne\ iousK’ opeiinl CHS lun a eliaiipe of siatm that leipiues IX )J afiiMoval die 
C A tM eo-CA eotni-'lrle and *;u 1 xiul tlic litiltaiiced Re\ie\v Request fonn and the HSR( 
qiiestioiinaue Hie CA 01 co CA imisl .dso tlot iuneni die cliange of status ui die F(^ASR 

(!' TOl'O) Tile apptoixiate^^|imil must seek liRSC m itten ainxovid fot the continued 
opei ation of a CHS who falls wiihm the defiiiiiioiis u> subset'uoiis 6 I I tiuoiigli 6 15 w i ll mi 60 
da^'S of the CHS s opeiime in die case of Ions temi CHSs as defuied bv sub section 6 1 6 the 
api-xopnate^^Biuiit must seek vsiiiteii aiifitoval for the coiituiued oiieiation of die C HS upon 
completioii of die enhanced leview Tlie ^^|niust ptovide to tlie HSRC rele\ ant infoiiiulion 
coucenims the use of the C HS uk ludmg anv aiuimtl validation lepoiis Tlie C HS s ideniin 
howevTf, must not be disclosed unless die FBI chairpeison of die HSRC deleniunes tliat 
compelluig reasons exist to wan ant such a disclosuie Tlie HSRC approval process must be 
completed no lalei dLin -IS days after die app!opfiate^^|tuitt lias submitted the request fot 
continued operaticai of the CHS The C HS iiLiy continue to be operated during die HSRC review 
process 
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SIX Rf OKN 

ftl) f HiariJifi 

7, (I J//l'OI JO) ( 'oiiriflf^fif iaf lhiiTis$n Soi/irx^ R^^quitin^ 

Aiqti’ovith 

(I f//i( >[ J( )) 1 1w' ( I (Ss hslfd in llii« ^'tuwi luvr r}iM»ini3itic% rrxffittf' Urs^ of 

aihhuvaI 

1.1. (IJ) J (‘(Jfiifl Hf au4 

(U//I’()U()) l\ m IX pailiripaUTif' in ;ifi trfvr^fvtfion in wFndi die FBI sede* In opaale 4 
( 'HS who IS A IWlna] pidialionei paiolfe m supervised leirasee fbe SA acidify ftc 
assifvied U> llic iFiaffei and (irx nrruml die rKAtfirxXion in dir fipenmy 

(ilffl-ODO) rif fore a fedeiaJ piobaliufier paioie^e ru ’OjpirvHed fekatee ixtiiy f:H* osftd as »CH^ 
die C.'A must obtain tiir jjennissiofi of a federal prciljation parole or super vivrf release a^k'sai 
with aulliority to p;airt surii permission This permission imiR be dofriaiicafcttJ 0 ^ CMS s ^w-at^ 
file li {x-rriiissioii ts anted llu- SSA may appiorve the opexunp c/jfnmtwcjdKMi 

(U//FOUO) II perniissHin to use a CTfS is denied by the federal probation par<^ or superitsed 
release official or if it is ui^ipropriate for cperaiionaj reasons to reek penasstoo bam the 
apjiropnate official the ASAC fnon delep^le) may authorize the C A to request appro^'al for 
operation of the CTiS from the court responsible for the CHS s prohatioe f»role or stipenfiscd 
lelease aftei cousulliiig with the FPO for dial distnct 

7.2. (T') Pnsonei s T'ndei Bureau of Pitsons (BOP) or in the C B^«dT af f)HP 

L niteci States ]MarsiiaFi Senice (X'SMS) 

(U//FOUO) Tlie appi ovals and procedures addfessed m this subsection apph aol only to federal 
prisoners managed by the BOP but also to state and local prisoners boosed to a BC^ ^c^ty 
and to any prisoners housed in a state of local j^dlity \irbci are under BOP snpersisaon or to 
USMS custody 

^.2.1. a‘) FPO, BOP, and I SMS Approval 

(U/ TOUO) The opening coramimication must documem the nonfrcanoc to the FPO actoniey 
assigned to the matter m which the CHS wUJ assrst b rra^ also docuzoeni die peroassion 
obtauied by the FO from the api^cqinaie authonty in the BOP or USJ»1S as friUows 

• (U FOUO) If the CHS is housed 10 a BOP lustituuon. the a ppr o pnaie auxbomy b the 
warden 

• (U' FOUO) If the CHS is housed m a BOP halfway bcn&e is aodcr BOP home ievobenL 
or IS being monitored electronically by BOP the apf^opnato Esthomy is die BOP 
community conecticms manager 

• (U FOL'O) If the CTIS is m USMS custods' and is housed m a st^e or local ^ilsrv. frie 
appropnate approving oFficial is the higbest-raokuig C’S^^fS o&ciai m that dismct 

(U FOUO) If permission is denied or it is mappropriaie. frir opetatKsal reasoss. to cotxaci the 
appropriate BOP or USMS official, the CHS opening conumtoicEsoo nxss! doaoiic^ the reason 
why the appros al was denied or not sought 

(U FOUO| Upon completion of the above, the C A must foSow the coordmatK^ and afiprova! 
procedures set forth in DIQG Appendix C This process imvilvcs consukaocG wids die FBIHQ 
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GO Himiaii Snuiir IN^liry (Uiiilr 

f^xiatiomal mill and thr ap|Htifiiiatr^^|imit aiul afi|noval of tlw THS k ti|n‘iah<>ii:i) n*ie t>v 
rx>l s of hjifotTMiienl (>jwtation»i (<>I*X>) 

GO Statt' oi L.oc«l Pii^oti 0 |-s. Pi oliafionpi'^. Pni oIh‘v, aiitl Sti|if>i-\i\«l Ki*li>avf>es 

Gf^0'"'OUO) Pnoc to opoiimf. a stale cn local piismin fHolialionet . painliH*. tui sii(>ei vistHl u-leasec 
as a CfiS. the SSA iniisl delennuie wlietliei iitiliyui^’ lliat jx^sori iii tins capacitv would violate 
tlie tmiis and conditions of tlie person's iiu arceiation inobahon. paiole. oi snpei vised lelease (f 
the SSA lias leason to believe that utilt/uip. tlie mdivtdnal as a (’MS would violate lliese teinis 
and conditions tlie SSA (or liis or lier di-sipiiee who nuv Ilie C’A) must obtain piior to 
opeialmp. the person as a CMS — tlie (leniussioii of a state or toc:tl pnson piobation paiole. oi 
supeiMsed lelease ofBctal widi antlioritv to giant fieinussion Tins aitUioiizatioii iniist be 
documented in tlie CHS's tile 

(U'^'TOUO) If peimissioo k denied oi it is inappiopnate. for operaMoual reasons, to contact the 
appropnate state or local ofbcial, the SSA (or designee) may seek autiionzatioii to ii.se tlie 
uidi\idual as a CHS &ani tlie state oi local court then responsible for tlie uidi\'idn:irs 
mcarceratioiv piobation. parole, or supeivised release If permission is granted, an SSA may 
appio\Te the opening of llie CHS 

(U' TOUO) It sliould be noted diat the use of a state or local probationer, parolee, or superv ised 
releasee as a CHS wUl hkely violate tlie conditions of his or her status 

(XJ TOX^O) If an FPO is parrjcipaliug m an mveshgation iismg tlie CHS or would be working 
with the CHS ui connection with a prosecution, die CA mmt uotily the FPO attorney assigned to 
the matter pnoi to opening the CHS and must document the notilication in tlie C HS opening 
conunumcation 

■'..VI. Appi oval to Release a State oi Local Pi isouei From C us tody 

(U TOX’O'l A request for the temporarv^ or pemianenl release of a sentenced state or local 
pnsoner from custodv to assist the FBI requnes approval from the SAC and tlie appropriate 
pnscHi offrcial cm court If an FPO is participating ui an investigation usmg die CHS or would be 
working with die CHS in connection with a prosecution, the C A must notifr die FPO attorney 
assigned to the matter pnor to using die CHS 

(U ■ TOUO) Tlie cntena that must be addressed m the request to the SAC mclude. 

• (LT TOUO) The lengdi of tune remauimg on the pnsoner' s sentence 

• (X/ .TOL^O) The significance of die investigation for which the pnsoner s release is being 
sough! and the importance of the pnsoner s assistance to that invest! gati on 

• (U TOUO) The prisoner s crmunal histon'—m particular whetliei diere is any lustory' of 
violent cnme — and his or Iict discipLmary record duniig the penod of uicarceration 

• (U TOUO) Whether there are known, identifiable, or potential victims of die pnsoner. 
tncludmg trial witnesses agamst lum or her or others agamst whom the pmsoiier lias nude 
threats and. tf so. whedier wanimg those mdividuals is likeh' to compromise die 

inv estigation in winch die pnsoner is expiected to paitiapare (Notifying known, 
identifrable. or potential victuns that die pnsoner will be released may be required imless 
It is likelv to compromise the uivestigatioii Consult die FO s victuu witness coordmator ) 
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n/)< Htintan Wsf*' i**Auy<Antk 

• (U//i‘(>t K/) f ttut pnrtmtvfmK wiJ) he fjkrri to etmar that prtvmi 

trtruiMh iri Uif < <irMtani riisuxfy of tfir \ H[ rn i 4 r» 4 rt J BI mtrvf^lbme <lurmfr iw rtthietf 
of lltr frftMHiet & i(*|f ITir SAC. ohj^ adrquaLrIy ri*viur<r tfv (nif»KCin durfor dw 
CTitiirty of iJw* C.'HS’s felestae 

7.4. r('>IS(>PP«>fvoiifi4*l 

(U//H)UO) A ]t^quest to cjpnalr a Bf >P nTif>iayer to as«Hl in otrv^^f^jlivr jflivify or provuir 
inforniation prrtaijuiip to a subjrct ui a fifJP farility r«Kyuur^ (JtXj eppftrvai Hornet Of/j 
a|)pfovaJ IS not if^iijied to ronduct routiiiii^ irjtminwft of ftfJP pfrvjivid or to open a flOP 
eiiiployw as a <;f IS to rqxwt cm matins utur'btrd to hts or bn work wtfii dir BOP 

(U//FOUO) Wlien OfcO aj^ovaJ to use a BCJP en4>loyee as a CHS » requiraJ tb? CA oust 
prepare a letterhead menioiandum (LHM) request suitable £w dissetninaiion wiA a c over E C. 
that must be approved by the SSA and then sent with an action lead to tb? appropriate ||HuM 
The unit must dien coorduiate with the ^^ipropriate operational umt fiorward the request lo 
the OEO, and notify the FO of the OEO s derjsion The LHM request must wirhi/V 

• (U/fTOUO) Hie name of the BOP en^Ioyee 

• (U//FOUO) The location and job tide of the BOP employee 

• (U/ /FOUO) A description of the necessity of ustj^ the BOP employee m ifar 
investigation uKludmg alternative investigative techniques dial have been med or 
considered and these techniques have not worked or have not been toed The rcqwsi 
must detail the activity in which the en^loyee is to be cnsagecl and the kxraiioQ and 
length of time the enqiloyee would be needed Specrficailv the request naist 

whctlier the eirqjlovee w'ould be required to contact subjecti s j or the relatrvcs hnends or 
associates of subjects outside of the instituticm m corinectioD wnb tbs mv estigatmn 

• (U/‘TOLO) The uMne of each subject of the mvestiptioa and his or her role m tie 
crimets) or orgamzation under investigation 

• (U/TOUO) The secumy measures to be taken to ersure the BOP employee % saicty 

• (U/TOUO) The name of the concuiTtng FPO attomev if the CHS is hkeh' to icstifr 

• (U/ TOUO) WTiether a job transfer of the BOP employee w ill be □ecesuTv upofi 
completion of the acuvitv’ 

• (U/ TOUO) The way m wbcb die activiiy jeopardizes the BO? employee ; tarmh . if 
applicable 

• (U TOLO) Hje name, phone uun^ier. title and location of any BOP emplovee wah 
whom the matter has been or will c^ed to be discussed 

■^.5. {IT State, LoraL or C onti act Prison Employee^ 

(U'' TOUO) SSA approval is required to c»pen state or kxal pnsen emfdoyees or mdtvrbials 
contiacied with state or local prisons as CHSs However, individuais in tbs caieforv who art 
sw'om LEOs must be opened in accordance widi subsectroo 6 below 
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(U) ConJvtrnbal Ilunun SoiniT Pblicv (iiiidr 
'’.6. dl Sworn Liw EnforrraiMit Ofikf rv 

(U^'TOUD) Even' S LEO, teganUess of his cn hn parUciilai assigniuenl. has an etliiral and 
professiofia] rrspoosibilitv to report tnmmal actnity an matters affecting national secuntv 
Thoefoie. no U S LEO may be opcnetl as a CHS llie only exeei>uon to tins iiilc is Uiat the 
SAC may ^)pro\T the operation of a sworn LEO w'ho has agreed to lepoil on niatteis involving 
cml oi pubhc common within the LEO’s employing entity 

(U EOLX3) This policv extenck to sworn U S LEOs emploved in the pohce departments of 
universities and otlwr academic instituboas 

(t^ Employees of FederaL State, LocaL or Tribal .\geucies 

(U TOUO) If an emplovee of a federal slate, local, or tnbal agency has a duty to sliare 
mfonnaboD with LE as part of the terms of his or her enqilovnient. die individual should not be 
opened as a CHS An exception to dus rule is that the SAC may approve operation of an 
employee of a federal, state, local or tnbal agency who has agreed to report on matters invoking 
asil fights or pubhc corruption v\ithm the mdiiiduaPs employing entity 

■^.S, (11 Minors (Indislduah I ndei the Age of 18) 

(U 70170) SAC aiitbonzation (cannot be delegated) is required to open an indiyidiial luider the 
^e of 1 8 as a CHS The opemng conmiumcatiou must mdicate 

• (L- TOUO) TVhether the mmor resides with his or her parents or is legally emancipated, 
as defined by state law 

• (U TOUO) If the minor is not emauctpaled. whether parental or legal guardian consent 
has been obtained for his or her use as a CHS 

• (U'TOUO) If parental or legal guardian consent has not been obtained, whether consent 
can or will be obtauied If it is not feasible to obtain consent from the minor s parents or 
legal guardian, the opemng commumcation must provide the justification for usmg the 
minor in the absence of such consent 

• (U/ TOUO) The potential nsk of harm the proposed operation poses to tlie mmor. 

• (U/TOUO) The minor’s cnmmal record, if known 

• (U/TOUO) The minor s relationship, if any to the subjects) of tlie uivestigatioii 

(U TOUO) The CA must consult tlie CDC if there are questions regardme the critena for legal 
emancipation 

(U TOUO) If the mmor is emancipated or the SAC has approved the use of die minor without 
the consent of his or her parents or legal guardian, any sertice or expense payments must be 
made directly to the min or However if the parents or legal guardian hai e prov ided consent, any 
service or expense pavraents must be made to the parents or legal guardian, and they must sign 
the payment receipt 

~.9. (V» Couiiselois, Employees, and Patients in Substance Abuse Treatment Programs 

(U TOUO) SAC appToy al (cannot be delegated) is required to open a counselor einployee. or 
patient in a substance abuse treatment program as a CHS regardless of the nature of die CHS's 
reporting A coun order is required before placmg a CHS ui a substance abuse facility’ or using 
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SF.< KKf//N<)l <>K?V 

({/) CVxifklrrrtial Hunuri Sourrst Pofiry (iwir 

a» mipluyf^ o( a patipfit of a. suhstafftr r tiezUnerA far iJity if thr miiwduaj it to 
fnuvirle infcniiutiorj on thi* of or patimls ui swell a pto^^n fvr Iitl^ 42 C o<ir of 

f etieraj Rc^Jatiofis § 2 67) ff (hr ntritvidual is bnnp, op«;nrd to cibtani lAfocmabon unrrJatod to 
his oi (m eniployniml t^iplovr^, or patir^s m sufistancT ahuw trratfimfil propjafm a rourt 
ord<*f IS not leqniipd Ifnr type of information ihr f IIS will be tasked to obtiim howr^w nrant 
be documented in Ihe (JHS s main fib* 

7.10. Ol (>> I nioD (wnrials 

(U//FOUO) An SSA may a|jpTove the openmp of a union ofliria) as a CHS tbouf^i HSRC 
approval oi DOJ leview may be required if the offitial is high level (see 6 i • 

“Hij^i I^'cl Union Official CHS s’ and subsecti on 6 2 rX)J Review Procedure for CRSs 
Requuirig IX)J /\ppioval ’’ If a CHS is a union official of any rank ^ SA must advise the CHS 
that the CHS remains subject to the repoitmg provisions of t^ Employee Retuemeid and Lacofne 
Security Act (ERISA) of 1974 and must not operate in a manncT that adversely affects union 
affiliated pensions welfare, and lieiiefits Umon officials are charged with speofk duties and 
obligations under ERLSA (e g duties related to retuement beneSts or other tneomr benehts of 
umon menibers) 

7. 1 1. (I*) Depai tmeut of Enel gv (DOE) Personnel 



requires tlie FBI to obtain prior approv al from the director of DOE s Office of 
Counterintelligence pnor to usmg a DOE employee as a CHS in a countermteili^efice 
investigation A DOE contractor may be considered an emplovee to the extent tbar he or she 
affects DOE mtCTest^^cU^Ue^Tli^pwiin^eqi^st naist be approv ed by the ASAC 3sid 
forwarded to seek EK^E approval and notify the FO 

of the DOE’S decision The request must contain the DOE employee s 

• (U) Full name 

• (U) Date of buth 

• (U) Place of birth 

• (U) Job title 

• (U) DOE agency of employment 

• (U) Duty location 

(U) The request must also contain 

• (U FOUO) A description of the myestiganoo and the necessity of CHS s assistance 

• (U FOUO) A description of tlie CHS s anticipated acUviiies 

".1 2, (I'J Fei souuel Affdiated ilh the Depai tiuent of Defense (DoDi (>'ol Inrludmg 
Joint Operations With DoD) 

(U FOUO) Hie MOU titled. ' C c -oi Jin,iTi.:'ii or C ouiiiei mtelL ^ence Matters Benveen FBI a- 
DOD_(Jiuie 20. 1996 ) requires the FBI to coordinate with the appropriate DoD authonn, the use 
of DoD personnel as CHSs m iimlaieral operations (not joint operations with DoD ^ 
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SIX Hi l/^NOI OKN 
CIO C f huiuii Stwuir IHtlu v 

IW tliTUTT of uwiicliruliivit icmiimi ns *<<*1 ftnlh Ih*Iu\v. will iliiM*iitl ilk- 
pOMtuki of tht- ttKliviiliial tlir f B1 wivhr^ lo ofM-n xa a C IIS aim) wIk'IIm-i Uir iifofkisi'il tiKf til iJic 
itxlivifliia] IS liasnl upon oi trlalrfl his oi hoi ASMX'uhoii willi IX>I) 

(U/'T’tJlJfll Hio CIX" ^iii'Of (XK.’ slioiilcl l»c roiisultrd lo di-loniuiie vvlii-thei llio (ifiifNiM-fl 
opnation;il use of a nuhl;iiv niriiiliei wonld iisk viobliiij* tho l*i>sst* i onutiilus Ai (. 18 U S C § 

nss 

•7.1 2,1 . (iv FOl O) IVffnitious 

(10 Tho followiiift dehniticnis apply to this section 

• (XI’ VOUO) DoO afniialed pei sounel: IX>n ac*tive duty and iHueil twisuiuiel civilian 
eiuployws contiactof^ and tlieii einjilovws. active and inactive reservists National 
Gnaid membeis family meiubeis of active duty ;uid civilian peisoiiiiel. persons residinp 
on oi having official access to DoD facilities, persons imder consideration foi I>oD 
ernplovment and foraiei iXiD eiiiplovees and contractois 

• (U/ VOUO) C oncurt piice: Tlie SA seeking to open a DoD affiliated person as a CHS 
must request, via an SAC approved EC. llut die seek tile uiput and concunence of 
DoD poor to operating the uidividual as a CHS Hie CHS inav not be operated until any 
identified obiections by DoD have been resolved 

• (C TOUO) Alilitan Departmeiit Countenntelligeiice Orgaiiizatioii (AIDC O): Army 
CouuteruitelligeiKe (CD, the Naval CruiunaJ Investigative Service (NCTS). and Air Force 
Office of Special hu estigations (AFOSD 

(V FOl'O) Concunence Requirements 

(V TOX^O) DoD concurrence is alvva>"s required for achv e duty nulitarv personnel reservists on 
acow duty and DoD civilian ernployees 

(XJ ' TOUO) For all otlier DoD-affihated persomiel 

• (U- TOCO) DoD ccmcurreiKe is required whenever tlie proposed FBI utilization of the 
individual as a CHS is connected in some fashion widi die indmduars DoD affiliation 

• (1.: ’ TOL'O) DoD conciurence is not required whenever die proposed FHI utilization is 
not cfflinecTed in any way with the individual s DoD affiliation Howev er. if facts arise m 
die course of operating the CHS that reasonably indicate that tlie FBI utilization of the 
indivadual as a C HS is connected m some fashion with die mdtvidual's DoD affihation. 
operation of the CHS may not continue until DoD concurrence is obtained 

".12.5. fV FOl'O) Concunence Pi ocedures 

(U POX Oi Tlie SA nmsr notifv' die the need for DoD concurrence via an SAC-approved 

EC setting out the circumstances of the request to operate the DoD-afEliated person as a CHS 
The EC must contam the following 

• (X") Full name 

• (XT Date of birth 

• (X”) Place of birdi 

• an SSN 
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Vlf Kf l//NOfOHN 

(If) ( 4miid0^niit\ I Uufuit SfAMcr F*j4tt y ( *uir4f 

• (tf/ Diiiy ixwttHwi 

• (I/) Diily 4)f 

• ((/) IXily 

• (li) IXily friepixme /i(jni}x*T 

• ({ J) UifofiiMlxxi about thf &iib)r^ 1 of dtr invmtj^iori mr dir Juttr^Tlir^ of ^ 

iiKlividtiaJ (X p/<xjp and any esUblfiihmml or othrr affiliadiom (t% rrmn^t^ t/rrronam 
mtrUipnMT aud dir bkr) 

• (li) Dir aiitK ipatrd CHS activitirs and U&kinp 

• fU) 71ir rrsull*; of thr CHS s corifilrtrd badrprouDd imrsfigjrtMXi 

• CU) Hie f BI POC and bis. or hrr phone DUBuber 

• (LV/fOUOJ A ■^tcinent of whether the CHS v mditarv conoffnaodn tt aw»e of the 
CHS s cooperati<m with the FBI so the name of the r omnuoder and ootiikjboii date 
must be inc luded^ 

(U^/FOUO) The ^^|niust seek concuirence &om the apptoprtM/e DoD mtsy » set £oi& heiem 

(U//FOUO) When the CHS ls affiliated with a military depanmeot ^e f an adr.^ durv 
senicemember. a dependent of an active duty ser^ Kie member or a cootrattor aesigaed s dtiea 
support of a mihtai>' depamnent) the ^^losist contact the appropriate MDC O for that nuhurv 
department pnor to initiatmg operational use of die mdisichiaJ The^^lsmst prepare an LHM 
to the DoD entity^ dial contains 

• (U) The results of FBIHQ indices dttcks 

• (U) A request for DoD concurrence for the use of the CHS 

• (U/ TOUO) A request to be adsised whether the ^ipropnate DoD esBir, wishes to 
participate in tnlerviews or debnefings of the CHS and if so to desisnace a pan»cq»ut 

• (tJ TOUO) A request fif deemed appropriated that the appropnate DoD ectm- cotahict ^ 
own records checks cm the CHS (see vubse-rtjon ~ 12 j 1 . Recpiest for DoD Records 
Check") 

(U‘ TOUO) The H^must arhise the C A of the DoD response The C A must then i^Ioad die 
results and any reui^ documents to the CHS file 

(U TOUO) Wlien the CHS is affihated with a defense compooent that is net itself an enms' of a 
mihtan' department (eg a aiihan cnqilcfyee of a defense agency . a depeadent facniy member 
of such a cn ihan emplovee. ot a contraaor assigned m daecr support of the defense agenn’ > the 
^^ Bmust contact the component s office of couownntelhsence and or secaan as applicable 
Tlie^^Hniust prepare a cover letter to the DoD eatirv that conianis 

• (U TOUO) The results of FBIHQ indices checks 

• (V TOUO) A Idlest (if deemed appropriate » that the appropriate DcD eiaity conduo its 
own recerds checks <mi the C HS (see vubsectioD " 12 S 1 below? 
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SI f Kl l//NniOKN 

(1 1 ') I'ivithilrtihMl' Miuiuii HiNiit'c' iNfltt v t iuitli* 

I’hr anKi^r tlw* C'A oi ifir IXill irijunisr Itu' ( A iiiwM iiplo^tl ibf- 

irsYitK Jttkl aiiv iltMtiritriitii iIm' t I IS tiU* 

2 A. I (t CM ’O) Hniiipvt roi Kn 111 tis f liri k 

WItrti siiluninmi’ iniin-sts (»h nwu mmm* lit IXil) st’iiti in iln* IXiIl 

M1XX> 111 ixm^KiTinU ( I m iinlv iilfW 4ii iiilenMl itH mil i liri k i(*f|itfNl (i* p Im .il Jiiil 
ofhna) pnsoiMicI 1o jismUin thr rxistniir c>( liriofstmv mini malum mi llii* tivr 

C‘11S wtiu'li till pill I (mti aiiKlii ate iisa^ic of that mdiMiliial as a ( HS All IXil) nit'll v leerndn 
clieek inU'Hmatimi f>iiivuleil to the^^^uiiiM 1 h‘ m’iiI to the irquestmp SA aikl must lx* smalized 
into tile CHS file 

■’,!!. 5.2, tl TOl'O) Adjuiiiiatinn PifHMliii e> 

t,V' TXH'0> In the evnii of a tltsafneeiimit beiwoeii tlir^^|anil IXiI) t epaiilinp. o|xnatioii of the 
I 'US the ^^|nnist make evo v elTmi lo leMilvr the ilisapieemenl at Uie lowest level |>ossilile 
eiuralalme as necessaiv to acliiese s.itistiu lotv lesohitimi 

(II TOUO) In tile c\ ent Uiat a tesoUiUon ts not arhtevable the ^^|must noufv the AD of the 
Dl. wlio imist conmiimscate witli tlie direcioi m conuiiaiiilet of tlie lespective IVDK O wtthiii Gve 
wofkmp da^'s of Uieu mabihtv to teach a satisfai toiy lesolution 

(1; TlX lO) In line e\ etit llvai die iiurtei w not lesoU ed at dte AD level , die mattei will lie 
rehfiTed wndun ten w orkmp days aftei impasse to die Undei Secretary of Defense for hitellipence 
and the EAD IntellijjeiKe Branch Hie hilcUipence BraiKh EAD has t'mal decision making 
authoiity on die matin includum caveats placed on the DoD afEliated peison s operation as a 
CHS 

',13. (I*) Fiigitrs es 

(V EOCO) A fuptise is an individual for whom 

• (C TOUO) A federal slate, or local LE agreucy has placed a wanted record in the FBI s 
NC 1C (other diau for a nonmos’mg traJEic violation) 

OR 

• i U TOUO) A federal warrant lias been issued 

.AND 

• (EJ' FOCO) .An LE agenc^' is willing, tf necessary, to seek extradition to its jimsdiction 

(V EOUO) A known digitize mav not he opened or operated as a C HS and a C HS who is 
known to lia\e become a fuptis e must be closed 

(U EOUO) An SA ma^’ coimnumcate with a former CHS who is a ftigitive oiiiv if eidier 

• (L* EOUO) The comniumcaiion is approv ed m ad\ aiice by the SSA. a superv isor of any 
federal state or local LE agency that has a wanted recoid for die individual ui die NCIC . 
and the FPO ui the issuing district, if the w.vrant is federal 

• (U TOL'O) Tlie ccmtmuiucation is not approved in .advance, but was uutiated by die 
fiigrtne or is part of a legitimate effc^ to arrest the fugitise or cotivmce the fiigitive to 
turn lum- or herself ui 
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(ij)( llwriitf) P'Att f f mmri^ 

JO) All SA wliti trmmttttin dr% wrtfj » ' HS m f^thn f4 ttsK^ f mm^ 

|n(»ii|ilfy rrfMirt (fie ummnmn 'MHm to tftr HSA ^lA tfie ftair of W'Jl f JF. 

4 (^,eTiry Uul fi4S 4 w^nleH reeofil fm die ai die K f1v SA fUMM tt 

( US K IJJ4JJ1 fiJe die f /ifnrriuoii 4lJorj. du* cnf iMiwAMit r^s '.itiAt^ wb^ih die co a mmmitjtitm wm 
10)114(1*11 4)ifiiov4l& dull wet e ofif^iiurd Of a staterof^j# that rvi aiipfovak vvecr -Mi Ar 

eiititjcfi U) whom (lie r onniumK aticm W4f> leportcd 

7.14, (U) njf>|>4l AlieiM 

(U//f'OUC)) Sw Se< Hot) imnagfatifJW Matters 

7.1 5. (IJ> l oi'Euei f BI Kmployees and Perv(»i<> Hitli a Fresevt or f orn^r frdafikfnitiip 
WitI) an f'BI huiplfiyee 

(U//hOUO) Prior to operiJiig a former FBI emptoyce oi a present or £rraaer fpowe or rat^firant 
odK*r of an FBI employee as a CflS die squad M^iervifor pi opo«»f' dv opaav, snst pr rv^Li ^ 
die SAC and document in die CRS opening cornmunicalioii a drtaikd jsssIrfkaiUoir nrplii if;; 
die reason why this individual requires the protecboo of the FBFs CTfS prograiK afamf wrib 4a? 
SAC's approval (dus approval requuement may not be deicgatcdj AH admcnHlxaeEas ^^Fpfy ^ 
former FBI employees and the spouses or sigmftfant osiers of FBI «ijpiowe« if dsey ap» opes^d 
as CUSs 


(U//FOUO) SSA-approved payments to an tndniduaJ in one of the aforementMxied calefCKses xr. 
restricted to reimbursements for expenses locmred m duect support <d' as ur. estigaCtoO aod 
relocation expenses, if justified and necessary CompcnsaAioii to these xaefas’iduak for dberr 
services as CHSs. including lump'Sijm payments must be approved by ^ SAf^ ''dia& appeovaf 
may not be delegated) The CA should omsult die CDC. who may ojeSer seriioa 

cluef (SC) of the detennair wboher a service 

agreement shoult^^J^^^^pucabl^^^^^Sorae^^ucipataig m fee con&Kt of tie 
mvestigatiOD miKt be consulted regarding these paymems 


(U/TOUO) Opening a forraer FBI employee as a CRS m order for diat person lo coomet to 
contact or operate other CRSs or laib-CRSs is not permitted Gencralh' douig sc m order fer fee 
former FBI employee to work or contmue to wort tn an undercover capaerty n an FBI 
investigation is also not pemnrted To determine whether these mdsTudbah may work m an 
undercover capacity, contact ti^ FBUS^ For 

more information see subseaion 10 4.. 'TJndeicover 



".Id. {1") C uneot or Foimei Participants in the VMtiwts Security Piogrtim fWSaP) 

(U' TOUO) See subsection 8 3 , TTse of a Ctnrent or Fonoer PamopaiK as a CHS 


",1". (V) Members of Congress and Then Staffs 

(tJ TOUO) A request to t^iea a member of tbc U.S Con^esB or a U.S. Ciic^essianai 
member as a CRS requires the foUownig afpmv^s > which may not be delegaied) and 
notifications S.AC and operational divisioo AD ^pros al cpcrafnaisal isanch EAD apppovai 
notification to the AD. OCA. and notificatioa lo the If the CHS ts 

ipproi ed. the operational diivsicai rmist consult DOJ's Pi^hc Intesnr.' Seentoa -PINS feir 
guidance regarding die Speech or Debate Clause. 
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( (nilulrniKil I ItMiuii Soitii r IN>lii v 4 mikIi' 

7-18 (D \Mii4r IlimsF 

A to ojn‘11 ah niiplovw (« nn'^mUt ni tJu- Wiiilr I Ioum’ <4UU ;4 ( IIS 

SAC ;ipfno\;il ihHilti xhtni to ilir oj^'i^IuhuI Ih^uh It I Al> t«|>4'i 411011,4! (lutsiitn AD 
ofMMilKnul mill md II .uiv ttoitlit-d l ltniO <*nK mI Ius 

qm^tioii*. m cotMCtiK trpAiihnf* llit* 0 f>rt 4 ttoi) nl iht < US lir m vlu* ••lionlil roiii 4 t I tin’ SAC’ lo 
iCMilxT the is’ilH' IIm' 4 |>iino\al iiwv in'! W ilrli-fMlnl 

■■.lO. (I") Sio 1 ISihtt t>b|rt tio« Slatt>fiii‘ul 
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sf r m 1/ N<jFOK> 
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St < RI 17/Nni OWN 
(U) tltuiufi StMiin* Polii y 

9. (i) linintgi ntioii Muttci'K 

«> l (l' 1 01 (f) ( IIS% in thr 1 niteil lllt'enllv 

(\^ 'TOlJOl IIm- t 'HI nnisl pTivcttiurs fit Ir^tiiiim/r ihr muDifMatiiHi sIjIij*; oI .i t'HS wlio 

IS kiiowit to he in liw UiiiUiI Slates tUr^taJIv Uns M'tinni itelails tlir iit)t]iii'iiM‘iifK hii it|M‘iiinf' 
anil cktsing CUSs ktHmu to Ik* in tin' t Jnitoti Slates illrpally -tiul iJif jinx esses av^ulaltle liimi 
llw DUS s ICF ami llinteti Slates Cili/eiislnj) ajwl Imnni^atioii Seivu-i*s {US( IS) ;uid liiiniif’h 
tlie CIA — foi acquinnjt lepal muiufn«dum stains Idi oi dclavinp Uie iti'jxtilalioti ol 1 1 lose C lISs 

®.2- (C> Rpqnti eniruls foi Oppnint*. ami ( loviiip 

(X_- "FOUO) A CA may open and ojx'iate an iltegal alien as a C HS with SSA ajijiiov;d llowrvei 
the C A must lecjuest an adtustinail of tlie CHS s status thiotiph one ol the j>io< eifiues set fottli 
in subsection 9 ^ below no mote tlian 90 ealendai itiys ahn the t'A detenmnes that the 
iudi\iduai IS ui the Ihnted States illepallv Hus pHx ess also ajijihes to a pievioiisly ojK*ned t f IS 
wito loses his oi her legal status Hie leqiievi fbi status adjustuient must lx* documented m the 
CHS s main file 

(L 'FOCO) Although an illegal alien mav l>e opeiateii as a CHS while a request to K E to ad|ust 
his or her legal status ts peuduig tlie CHS must lie closed if ICE denies the lequest llie CA iiiay 
request the intercede with ICE headqiuuters to teconsidei the deiual but 

must not reoj^^rM^p^^l^n^L'HS unless notified by tlie in wntmg tliat ICE lias agreed 
to adjust the C HS s minugiation status ICE s decision must be documented ui the CHS file 

(V TOl'O) If a deteiimnalioii is uiade to close tlie CHS and if tlie CA lias not requested legal 
status on behalf of the CHS then the CA must retei the matter to ICE to coordmate a resolution 
of tlie CHS's immigration status (e g deportaltoti) If tlte C A lia^ilreadv initiated a request to 
obtaui legal status cm behalf of the C'HS. tlie C A must contact which must contact ICE to 

coordinate tlie temimaticin of those proceedmgs 

(U TOL-0) Tlie spoiisonug C A is responsible for C HSs who have received legal muiugialion 
status The CA must make reasonable efforts to ensure tliat these CHSs do not ryolate any E' S 
laws while they are m tlie Eauted States 

(E' TOE’O) If aiiv illegal ahen C HS is determined to be uurehable or no longer suitable for use 
as a CHS the CAmi^ close luiu oi hei and noufy tlie^^|m wTitiiig of the uidividual s status 
and location Tlie ^^|must notify IC E headquarters to termmate the CHS s adjustment of status, 
as appropriate Tlie C A must also iiotifv' tlie local ICE office of the CHS s status and location If 
tlie CHS s location is unknown, tlie C A must work with ICE to locate tlie mdividual. 

9.3. {XI .\\ailahte Pi ogi ams for Acquii iug Legal hnmigi ntioii Status for a C HS and 
Deiasiog a C HS's Depoi tation 

(L' TOUO) Pnor to imtiatmg any request to obtaui legal status for a C HS Uie C A must contact 
tlie to deteniune wiietlier the C HS is ehgible to obtaui leg,U status and. if so the best 
process to employ 

9,5.1. (X’) Siguificant Public Benefit Pai ole Pi ogi am 

(U EOE'O ) The Sigmficant Public Benefit Parole (SPBPj is a temporaiy measure used to 
support LE efforts by providing a legal mecliaiiism foi uiadnussible or deportable ahen C HSs 
Witnesses, subjects and defendants to be present ui the E'luted States to assist w uh ougomg 
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Hi t Hi i//Norc*i#N 
fl ff < ifTifvHflMl ( furruii t ^ 

Ji)v<‘slij<ylif«r, >4fvl in ntffytyt lu Tiff r'AMy U» retfirffijj i^Afirnity 

I Irt- pHiolc ^liiws >tii irj;iflnii<vMM/' AUnt Ui \ry^\iy rjttn tjf tntiMtt m fir Kniit4 St-kdr; /kawif #s*s 
(MiHMj 4 jk 1 tifxwi ict|jit-s! ttLty itiUfV/ tlr issim/k r of Attgit Atitigni/AUcM, U thr 
Un A vi».;i «n 4 Ixrtffci < ^ Aid (W f ) llaf* Ir ' tgA.vinrii ftr^hrf/wr A^pnf 

ftn SJ'MI* fir Sf'HP will noi Aiiy %Uhi^ c/n (fr mAdiinv.itAe ifjrj. 

fi J//1 f JUO) ITr IJIIS IlfrtnH^Ml Vinfity IiivrilifOtfrirK 0 f.Sfj l^w f filfjT' f^irrt Hntjit-f tat 
fl i,l*U) Hinf'itlttT n-fnird to a', If i.) v tlr AiAhtainny <*pw y foi rlr SPIJP Mi/i dtf/^rrd 4f^wn 
fsce iiljT> ijDi, '/ : ' iXWird Ai tirm ) ptityjAim fo» ^Jl LVr Aytin r% ««d 

f'ovtuicd hy IJ S liniiii)^<fti<iTi I jw Irtlf 8 i,tjdr of 1 r/irrjJ Rf ;rUaii<»r< • /A * - Raiftiir 
Alms inlo liu* UntU fi Suirs !lr ^ of xdinjbrin IrYw^^ tir f-Bf wj fCT. 

to l^iJitAtc ;ill SPliP Ajvi drfmel^Ttiot^jpliraUofts ori trlulf of (hr f Bf 

fU//I (M JO) '!<? uiilMlr an S PUP feqirsl and finnmtnr tlr typ'* of SPBP 
( I IS ts cfuatified aiKl tlr pi/x ediirrs rrc y-s saf v tlir f A should r<r. irMi 
nu lent a}>i)liralMWi iffot ediues and r ontart ^^^with any cpjrstion*. 'Aim drtrmxa^y 
wIw’IImt to siilMiut an SPBP icqursl thr C A '.liould br awair dial a f'HS s atmu^ rrr.'jrd 
especially d it UK tudes riinir> of violefice nuv f auvr ff 1: to deny a retprsJ 

(U//pC)UO) An SPBP tecipient ls tlie responsibility of the sponsoring f O Tar r.A rau«t takr 
reasonable ineasuies to ensure dial the CHS doe* not violate any U S laws while iiwi^ is the 
United States If tlif C A reasonably fielieves that die ( RS has enpa^ to JTIA. the f A must 
notify and ^^^niiist notify' ICE to deternune wiial acticffi must be takrr^^rdrTrrjorf 

when die CHS s assistanc e to the FO has been completed the C A izAKt notiff ^^^and tir 
local IC ‘£ office and if necessary work with ICE lo locale (he C HS If the CA seet,^ tc obtam 
legal stanis for die C HS following lus or hej assistance the C A should cocUci o 

deternmie tlie cuciinistances and mteria that permit this tc> ocotf (See aJsc- ’ S 

\Ssa Program and ^liC secTjon . i Public Law 1 10 Program, i 

9„r J.l. (H f OM S and OC OM S F.lisibilitv 

(U' TOUO) If the alien is not ui die United States and is otherwise madmissibie the appfical:^ 
inmugiation pioerani is die SPBP 

(U' TOUO) If die alien is cuirently m the L'nited States wathoui legal aatas SPBP mav stall 
apply Eligibility for SPBP depends on die alien's inmiisration record and how be or sbe 
mto die Uiuted States If the alien entered without inspection and was nec er fubject to remcc al 
(i e deportation) proceedings dieti the alien is ehaible fw an SPBP referred lo as a paic-re m 
place under winch the alien is not required to lease the couotr. arid reenitt The alien wifi 
receive lus or her 1-94 (the form used to track arrivals and dq>armres> from the local ICE office 

( LT ' TOUO) If die ahen is currenilv in reroos al proceedings or has r. er lieen prrvioush recK’-ed. 
die agent must apply for deferred action If the ahen was pie* loush legallv admitted to the 
Umted States, but is now without legal status n e a visitor nsa oserstas'i the agent imtst afpt'c 
for defened action 

(U' TOUO’i Tlie alternative to deferred action is to has e the ahen * oluntanly dep^ the Uaued 
States and fot the agent ro a}.iply for SPBP to ha\ e the indindual paroled back into the rouatr’* 
Upon paiole appioval the parole travel documents can be obtained from the ICE representame 
at die local U S coiisubi office and then die alien can reenter the United States n (he port of 
enrr\- specified m die SPBP application form 
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0 0 (> I liitniiit St tint t- V f iiii(|i‘ 

9.A.I J!. (1 '' 1 III '<1) ( tt'tipi al ( (intiilei alit)ii% 

9 ,1 I 2.r |l’)l oiiliol V|£piii 

(IT 'l-lM '(1^ U’l irinv lo iIh* ajmiiI Im llw lltr "i tmlml “ t «« tin- 

jnupi>srs o) this stvtitHi ihr rttiiliiO aptill in IIh* I 1 I S I A ihc SIMIl* i*i tk'lt*iirfl .u Iiuti 

irh;uifn'(l :il .mv hun' whit It will llim ntitilv ll I nl lln* t Imii|'i‘ 

0 ^ T’Ol 'Ol I hkln Uttli llw M’lll' ,uhI ili’tciUHl :tt Tioii )itt>fM.uiis il is iiiqH)il.uil hii llif t tniliul 
^nit to iitKlt'ist.uhl his i>i lin irs)HHisthihli('s Mir I A iniisi Ltkr uMstni.ihlt’ sltfis to nisiiii- iImI 
iJk* ^1011 IS not viol ating Uir l.*w I Vkitlu'ittKnr Ihr must iiiiivH%hatrlv inxifi .uiy .«iirsl ol 
tlir Altm lo ^^^|<uiil looftlinatr with U I lot his oi hn iciihism) llir c tniUol iiuisi 
rxcTtisr (Uir tlilipnMt* lo ms me thal the Alien vohuil.uilv tlt*|)Aits the I hitleil States tti ts 
liAiTsteiietl to K 'l' eiisttHiv .it the etui of the ,iheii s pAJole tn t tnnieiaiioii 

1.2.2 (I > Mnliiplr 1 nines 

(X X t'll’ll'l A t A shonW eonsulei wlietliei theie is ,ui OjXM.tlioiial need tot the idim to leave tlie 
ctHuitiA ,«k 1 imtiei In the SPlXf* |jiofTf.iiii ;ui anrni inav letinesi ihal tlir p.uolee In* allowed 
lunltiple etiines into die I’tiiletl Sl.itos tfiinnp die jvuole |ien<'»d In the defened arhoti piogiani 
an alten is nt't eheiMe foi iee«tt\ into the 1 fniied Slates U the .dien in die Umled Sutes is not 
eligible tbi an SPBP parole m place but needs niiittiple eiitnes die agent should eonsidei 
apt.dMiig toi SPBP widi multiple entnes and have the alien volimtaidv leave ;uid leeiitei at a 
desijauted poii of entiv 

9.3. 1.2.3. (X 1 IViieiulenfs and I atnili Meuihei s 

(X"' I'OX'O) Faniilv inetnbet’s oi odiei ile|>eudents (i e den values) iiiav be p.TToled only undei 
exdaordmaiv cucuiiistajices. such as leeitmiate physical tlireats to tliose uidmduah Tlie tlueais 
must be cleailv documented by die^^^i^^etade^luea^ssessiuent An example of a direat 
assessment LHNl is located on die Multiple etiines are not typicalh 

granted to f^ulv nwinbers oi depmomt^o^aioiee^ecause diev are generally paroled on the 
basis ot die threat assessment and leasma die X'luted States is inconsisteni with safety concerns 

iX POX O) "Denvatives are paieiits sjwuses. and uimunied children vmder 21 years of age 
Other fanuli members such as sibUngs. ntimied children, meces nephews, eratidcluldren 
uncles, aunts, sisters in -law biodieis-m-law motlieis in law and fatheis-m-law wall not be 
considered bs ICE for parole Tlie recjuirenients foi dependents to seek legal status m the l iuted 
Slates are under die S nsa proer.Tiii 

9.3. 1.2 4. tXl Emplosineut .Vuthoiirariou 

tV F0X“0 i An ahen granted SPBP or deferred action is eligible to leceive aii eniplosTiient 
authenzation document allowing limi or her to work leealK in the X’mted States Dependents and 
family members are also eligible foi emplosmeni authonzatiou The indication of a need for 
eii^lo\*meut autliorizatiou should be included in the uutial SPBP or deferred action request and 
m any subsequent extension X'pon approval of die parole or deferred action, die control agent 
must submit an I "65. Application for Employment Audiorization. to bis or her local C IS 
office With the SPBP or deferre d action lettei and the corresponding fee winch must be paid b\ 
die C HS Agents should contact for assistance w ith dus piocess if needed 

9,3.1,2.5. tl TOI 0| Confidential Humau Soui ce C ooidinatoi 
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Hi.* l//NOrOK** 

(I /) * *iiPW r l*fliw y f ^w6t 

n ///!■( JI JO) Mil' ^ A %hiniid • Hfftditub- witfj f ItV jfi JtK Of hn f * i wd 

Itn SPlil* or m xnni Iw t>a» ( ffV jwaff' of 

ri’fu'vwjiN rxli iisKmut inoiirMUtiriH airr*^'. iU«d any fAhn ’.typthf mt dir ab^m n( 

.(lif*7) IIk' ('list,' UnuAvn^i jK iui inmujiunf P< / t}/*- K> 

9J.I.5. f(J//i OUO) Sf»4^ Ijil f'ulHiif iirurfU ^an/te Prcrf#-*: 

9.3.J J.i. riJ//l-OI f>j Kp<)U4^t 

fU//l'OUf JJ 1« ffqiM'ftl SPfli'' tfif C A must rxintart iJif SPfiP pffifynB roMOitfi ^ 

assisUiK'f' w(lji rorinjlriinp die SJ'BP ifnplv Mum wd to etmst^ fi Hrf w»id< ? f wWd ICE 

jhoKk oI ;utrt { Bf polir y ff the i«|tie«t <Iior^ nut meH dv- fjnai3 ibf Kifaaeti» 

the ie<|iiestinp apent autj fwovule tJie appro|ff uite fi^Mdanre f mtr the Vtfa^Mn' ss iir 

recfuest will tx^ Ibf waitled to at ICh (oi ^ffd€^v^ It typvaDy tadce<> £bw ^ wsfirT &r 
Uto feeeive a denvuxj fiom ICE If an enjergeney parole j& oeeded fi e ior fsar tn ite 
Umtcd States WJtJun 7? iiours). dw CA should confarl rts local Cutaoiiis anj Bcrd« P (fls?) 
P(X' to (arihtale die ahcn s entry (if possihle) Tht HPHf* xf^quKM mus* alv.' be siAciMitod at 
OI der to receive approval for the ahen to rcmaia to die Uujied Sides aher ottrv is lay 

CBP 

9.3 J .3.2. a TFOl'O) .Approval 

(U//FOUO) Wlien IC E receives an inrUaJ parole request rt seirds a NcKjr e of Rafaest m 

the Drug Enforcenient Adinirustration (DEA) the U.S.MS HSI »d the FBT The SOk 
each agency dial a parole ha.s been requested for the individua! and re(;pje6& each ae^tsrv K 
conducl database checks and concur or object to the p^ole Once ICE has tecer. ed aje resuSfe ^ 
makes a determination on the parole request and tK>tiiie'.^^^^^^^|i£niRt ootsfv ^ 
requesting agent of IC'E’s decasioo 

(U/^OUO) After ICE ^iproves an SPBP. a Mandato^^aHrina fUquirexQed JEonat-- 

winch coutams the detatts of the parole — ts sent to The form utdKaieg the lesgtr of ^ 

tenn for which the parole is granted (typically one: war i and die approval of any odier 
such as employment authonzatioa. multqile-eatry parc^ and silent paroles 

(U/'TOUO) After receiving the MTR foniL prosadc the form to the coatrei agena 

The control agent should make several copies of the KfTR fasm because s b i»ed to nport essrv 
departure, arrest, and any other status changes The MTR also provides ms&uctices iesatfaffi 
requi red repo nmg. All reportioe should be sent dtrectly to die which vih htrmtd rt to 

ICE ^^Bfimetjons as the sole POC for ICE (LER.T thereiore a^rss sbotdd act co^sac? ICE 
(LEPU) directly 

(L- TOU^O) ICE will assign an IntematioDal Afiaiis Office >LAOj mindier to fee j aro l cc All 
fiiture comniumcatious to FBIHQ regarding the parolee ^Kmld reference the LAO case aaoiaer 
which can be found in the top nght band corner of the MTR form Thss oaraher ts ne means by 
w’luch ICE tracks all parolees 

(C' 70U0) For parolees outside the Umted States ICE will send an aumosrzES metnoraidaei to 
the IC E attache if there is an ICE presence m that cooiHiy If tfaeie is s» IC E fs^sseace 21 the 
country where the parolee is located. ICE will ensure a cable is vesu to the ssKMng pc«i 
specihed in the SPBP template The authorizing raemomnAim or cibk aisbonzes Eie pamiiee is 
receive travel documents to entei dw United Scaes ICE wiH also scad an aathonza^ 
memorandum to CBP headquaners. and CB? will then ootiA' the desisaaei port of eatiy The 
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(I ( lliinuii Siiitiif* IHiIm v ^ iimli' 

aiilhiMmiip ni(*ii»iM Jiutuiit t Ilf ol iIk* luitw o( iln p^olcT (hr (k sifUMti fl imu) «( rnliy 

;«nil (tx* 4*x|m inl (Utr ol aim al 

« 1 I 1 V (I HM 1 ilritMnii 

(I' Till ‘O) If hw (ijxiatuvital piinn^st-v ihc pimliT imist iri natn ii> l lir I 'tMlnl Sutn. Itryoml (hr 
trim o( (Mtiflr a tixi ir |wu(«li' sluHihl lx* Milxmllnt (hr SfMf aiiphi .iluitJ 

hxTii In (Jie iiivUfn alion hn llir ir fuiolr (hr .ifTnl must inovittr uiMUhnt mhnituhini 

sunuti^tT’in^* tlir )vuo|(t\ oxiiin.ititH) o\ri tlh* past vrai -uiil mfivmulioii .iIhuiI aulicipalrd 
iK'tiMts (ll»s (kirs iK»( a|>)iK in }%tinlr irupirsK (m i)r|M-iuLuits ol paioirrs) Rt*tiii<*sK lhal air nut 
U)xitlrvt will ikM hr [xiXTSsrit llir irunrst shuutd lx* sulniiiUni .U Irasi 10 (Uvs piux l»> (hr 
rxpiiahixi ilitc of ihr SPIIP to ollmv Him* id U h, .ipinoval It I 111.1 v limit llir TiuHil>ri of 
rxtmstdis jTi anlnl 

1.1. .1.4 tl HYl tV) Vijriil Krspciiisihililirs 
/ 1 tOi. O} ( qfDatp of Entry 

fl - TtU 01 Thr C.\ sliould riisiirr that the p.uolrr mlos tlic Untied States witlun 10 days oi tJie 
dale Oil die MTR fonn If entn mto the I 'luted Slates will lx* tfrlay ed lieyond IQ ti iys the ( A 
must snid an NfT'R fomi mdicating Uie new |.noposed eiitiv date tlien 

pi ovule the tiotihcaiion to ICF to keep tlie SPBP cunent Absent tlu^iotinTitioir RE will 
teiTiuiule tiie p.iiole .uid no Havel dm mnetUs will lie .i\ iulahle to the parolee .11 tlie tssiuiig post 

ft EOi OJ' ofhswng Post or Port of Entry 

(TJ' TOUO ’ If tbere is a tieml t o change ilie issmiig post or tlie port of entrv after ihe approval of 
die paiole tlie C A iiuisl notify email and include a |usi location foi die change In 

addiHon die C shoiild contact the Eegat in die coimtn where the parolee will be davelmg to 
secure the Legal s assistance 

fU FOCO- Dmvl Dricummts 

(V 'FOL’Ol If die paiolec will be aiTiruig at a non-border port of eiiH^’ the CA should advise the 
pai'olee to obtain the documents authtinzuig trar el to the United States from the tssimig post 
Usually die issumg post is die U S Embasss . C ousular Sectioiv fot die countrv' from wluch the 
parolee is traveling The paiolee must lx mg four passjVTH sized phoiograpliv and identity 
documents to the mtemew at the issiiuig post It is unpoitant to advise die parolee not to ask the 
CoiisuLu becliou lot a Msa. he 01 she should request lra\ el documents to the Umted States 
pursuant to a parole The trasel documents consist of an lol 2 form ( Audicnzatioti for Parole of 
an .\hen mto die Umteri States i or a lettei authotizuig die parolee to board an aircraft boimd for 
die t.uiied Stares After the parolee receises the travel documeiiis. he 01 she must Havel to the 
E'mted States withui sesen dasx as the Irasel docunients expire seven davs after issue 

(U TOUOj If am\ing at a land border port of eutrs the parolee does not receiie Havel 
documents from an issumg post Tlie paiolee must present his or her ideiitm' documents to die 
CBP at the designated port of entrs 

I C fOL'Ot Port o/Efitry 

[V TOUO ' At die poll of entrs' C BP oftYcers will re\ lew die parolees travel documents 
conduct records checks and issue and stamp the U 9 -I foiin f. Aiii\air>ep.irtuie Record ) Tlie 
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f I !} f •mittU'iAtdl I ftitTjjm Souffr y f fvarfr 

f A 'JirnilH tim't'i iJw pAinlrr ji llir |jir«! nf rfilj y mA fkM tfw* pdtf^ M 4^ fJtf md 

«(jlr wtiri** tu- tm slu’ will wliilr »tt tiar t)tntt4 SUU^ 

(U//l''Oi J(}f f*nfwrt (tf iMltmnf t.ntry 

(I HIM tijf}) Aiui (li# (ijfokr iSir A rm^ mAat Me ^ 4*' fm <ir 

M l K Iftirri •mmI si^mJ ilv- I'jirn tttM> wtif / if f -rA dMe 

p^olrr (‘titnrd Uk* Ijiiilrfi Sui* aiH '■ ^e dMr pmtiiaT mtemsd 

Um' l/tiile-fl SUlf*. 

ifj//l‘()ll()^ < hf/nytf of f ofitrol Ayent (f.Af 

(U//| fiUf)) iTir aport tetnursuny paioir i f-v 4r£*jTf *f# f A mA i^eamikAe Urn #5r 
|tanjlr<- 4iiri ;J1 M'l K f»-p(ii1inf# tryxdtuy dat I? 'he f * * ej trayr 

irspimsibililK**- U) ;uKJtliM apf^it hr « iir ni-i - end Sir rA’j J^ i ev tr. a 

liuiipr of t ofit/ol iipmt 

({j7/FOl -(jf f}ttftarturfi. fiemtn-al and Ahi^'on^tny 

(U/'lXJt XJ) As notrd raiiin it is tiir conUciJ dSfrat , ir^pofjsjhiiitv lo diiifrTsre md 

erisurr (hr drpartiifr ot rrmovaJ of thr parolrr Aftrr tfar pafoirr hafe m 35*5 

cfKjprTation with tlir Mil If the paiolrr drpaiis .otuot^iiv thr ^ ifeo«i^ai Sbr 

departiuf on tlir MTR form If the paroter <iDe'. tee depart as teqpMed ^ -fiesuid 

coordinate willi the local IC E Enfoiceujrrji xA Reraryval fjp*^sg30f» ^EIRO; ^ eeMf" ^ 
parolee and take tiie mdmdual tnic custods for lesno*. a) prc^reerkDiB Tfe car^oi ueeAd 
note the name and contact mfcvnuiion of tlie cnstodiai R E. a^ezH aod the ri ^ pvskees 
custods on the N-fTR In the e\ ent that the apenl has eiter 'ised dor diber3f.e be# ^c*« rgga*? 
the departure or i mios aJ of the parolee the apem should send the ’‘rTR faros b SK#Bf 

the efforts to locate die parolee and that the parolee has absconded Tbe consc^ Aon i d 
coordinate with tiie loc^ IC E FO to bar. e ^ entr'. pl aced e 1C E v TE C S daobaae A cop® f£ 
tiiat entrv must be sent along with the MTR form iC' kiI] m oxn aocEi fCX ef 
change m status 

fL'. FOLD/ Violation of The Loh 

{XT T OUO'i If a parolee is arrested or is knovni lo base -viol^ed iic lam' die coaeFol s^M ^sa 
notifs sendmg an MTR form with the are?* ssfctra«JOB or t idaoott Tbr CA 

also follow the procedure in Scj Ti ii? : ^ Conhdeutiai Huraao S<^ce i^tftsripaftcs » 
LTiautlionaed Illega] Acimn If the FO supports cooBnumg the p«wse she igesa ftesMi 

recjuest coiiUuiiatiOQ ot the parole m an LFiM dial documeias the r.wcflBsstazices ef lise anisB xd 
the current slatusof^anv prosecution and or ffic^erahoo aod prc’.'tdev jusnfica^R iiM ^e 
conimuation notifs ICE of the arresi sad pros idr d>e saipfasrsinc do a a aeara w^ IbmI 

tile request to coutuiiie die parole If the C A does ac^ lec-sest coQtKaaSffifi ^ par^, die 
parole will be temunated and the C A mis! coordsuie wnr: uie local ICE . hJf sherrsaPsai 
of die parolee 

P.J.1.4. il'i Silent Pai ole 

(X' TOUO > A silent p:iroIe ts requested wi^en tk; conaoi aim: waofc the aim » ® ^ 

travelhng on a Msa es en though the aSieu is struall't paroled ago the X'nied Sam Tii*e are 
two tvpes of silent paroles 'w'lmng ' and LinwiEurig An fxai^^e et a w/BUBf ttioB pwofe^ s 
when the C HS tiiows ih-U he >oi she is beiag parokd m t«i tbr aidisrdBil ae fci 
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jltitruU 111 haVT ini a vis 4 An nl lutuiltiiif silt-ii( |i.uolr i*. 

tlir fpmi uix^K*** to tM\r i iwo 1 iiiin.i ii r l.iLc*) vivi ismhnI io a 1*4 niM DiluiwiHc Im- 

Fin a viih* i«i li>i nitiv 41 til in luvr liiiiitii Im |i.ii«)lt'il tiilti llic I Si^ti s Silrni 

(Uiiilr^nniM Iv t ivmlKutitl witMl I IH»S tlif 1 HI I t'K-** iiili irsltil in 

t^nli* vlitHilil I tin ItiiltHi fMiuUi« r U I iii.iv Uniil lltf iim <i| Miltnifi liilt-iil 

9 \ ; ^ IVfi'iffHl Vitinn ISoismm 

' A IHXH A’' <liv H-•iM^I ♦‘.nliti .m Jiltm who 1 % t lu in illy luuiii p.iniif« ih Iijs ovn nmlnftonr 
U’1 tniMn aI ti ilq'oti.iiion jmw.mlinp'. ii not rhinhlr loi 411 SI^HH An ilini who cnliiid ilit* 

\ ‘rtihsl Sutrs Willi uiv|m luni Knt is tmvv wilhmil ‘-Utns is Also mil < loi aii SIM IP 

IhnrloiP in imln to iUiUa’ llu* .ilim . 1 1 llS tn a wilnrvs ihr t A mnsl m|nrsl a tU-Imn! 

At tiori tfoiii II 1 foi thil imMMi Hh' 4ttnmli\r is loluvp Ihc Alim vohinlAiilv tli-ii.ul tiir IJmIni 
Slates Aiiil serV 10 lemln with an SPHP 


(I' T-iH ' 0 > I'lkin il\e lieFmnl attun! (kopiaiu. .ui is iwi ehpihlr lot imiliv Aftn liavchnp 
onisuW iltc I iiifovl Stall's llir ( A iiu\ howesri iniiirsi an .feJvamr patolr wim li allows thi' 
alien totpmtrt iIm’ I'niinl Slates il it is ojm alioiwllv iiiHessaiv foi tlie alien to tiavrl oiitsKb- the 
I 'lilted Stales Itir atK ance pai ole must tv olMaiiied (»iK>i to the alien iletiaitinp liie Ihiiled Slates 
Also an alien nwv tv piantni woik auihoti/alion when a iletnird ai lion has Iven appioved hy 
K't If tiv alien inlmtls to woik 111 ilie I iiileil States while midn defen ed action the C A must 
molest enifdoMtvitt auUioii/aiion atipio\al in llv initial ;ip|ilicatioii and in any leiiuests tor 
rxleiiMisti 


tV TOf\» Fiji itx»ir mfomvation on the athance paiole see ul ah tiuh 9 5 ^ Advance Paiole 


«J.: 1. tn Vufbonn 

fL‘ FOL Ot Defetied acfioti is an admuustrative remeds of tlie hist teson to delay an alien s 
ienio\al from the L luted States Defen ed action dors not confo an\ inuiiiErration status iqx>n an 
alien 01 cute anv iVtecI m uiumraation status fen any pufpose In iwldjtion defened action does 
not prcc hide K E fiotu comnvncuie ieiuo\ al pioceedinps at anv linv agaiiisi the alien For these 
reasons drfenesi action sliould not be lequested if aiiotltei tvpe of adimiustiative leniedv such 
as tlv SPBP 01 an extension of voiunraiv departure is available If defen ed action is granted 
bowevTi K E has the discretion to grant the alien work authorization FOs sliould contact tlie 

guniance in seeking deferred actions 

tf") Request 


tV TOf 'Ol ICF. pohev and ptocethire for re(|ivsting deferred action depends on ser ei aJ factors 
inctudiing the alien s custodial status aa^^CE FO in wludi tlie alien resides If tlie alien is in 
K E custody the agent should contact the proceduie and doirunients for processing 

w illi ICE ERO If tlie alien is not curreutlv in BOP or ICE custody tlie defened action must be 
requested and approsed by tlie SAC of the local DHSJdSI FO Because HSl FOs use 
ihfleicni foiuis and pt ocedui es I lie C A must cootaci ^^|to detenume die appropriate 
paperwof k and procedure 


9,52.3 tlj.Vppioval 

tU FOE ’Cl) Wlien ICE-ERO approves a deferred action it sends a letTei to^^^|norifMng^^| 
B*?t the appioyai tenu lencdi and conditions of the deferred action Tire sanv letter is lot warded 
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ftfjt iinfvirriiiAl if*0$Lm I^r40y f /tttAt 

Ut iIm' /('bl KfJ^Jii l/jf III tlir titt jihm i« ww M* r9 400>4 Aiirr Ar 

(Hni**d SM lum li*Uf 1 Air jJ K ) tMf > oWjm# th tfjr f .A jnrl rsf 

tlK* ^litiri mUi iIm- < u«b!)rly rjf rtr A 

(U//('( M id) f 'tn 4ltnt!i w\m jar mA Hi U. K agAfyiy lir fniUr^ <4 nuy 

fiotii Ow hit d IIM I'O if) dus ratr dv^ foisl pftMdt t f t^<}4fht- 

0. 5,2.4. (lij ImIpiisxio 

(IJ/ZlOl iO) If dir :iltf*fi w still lirtn)?. utih/rd M dir r»d o# ifcr dHwrd ^' tinn dir r a mwI 

irqurtl vj rxlrristofi iki I^lri duan 50 days bHbfr thr rJifmmm 4mt %Kmim ifj dsf Mlial 
(hr pTCM ediur f oi afi fKt Misujfi varu% IirtwenD HSi l<)^ md f .FO Thr CA liKSidd 

romdifuilr wtih fhr atJpftjpuaw iurrm md ptcxJiduif 

9. 5.2.5, fL'i f odIi ol Agrni Kf^pos^ihiJEliirs 
(U//FOUO/ Ht^jfiing 

(U//FOUO) There is no M'I'R form fur importing status chaDfrm of afaeas on Aeierird atroon 
Howevei die CA is still required to mmKdiately notify 

• (U//FOUO) The alien viol^es the law If die FO wtriiei to coouoEie die defen^d aOi/m. 
(he CA should make the icqurst tn an LHM that docunaesis (he esaiB»unr.es of $ae 
anest and die ament status of any pfo^utio(v oKarc«x«ioo and pemides |UKt£caM» 
for coutinumg the deferred action ^^^must notify die HSf FO of die aaest jod 

pi ovide the supporting documenUKion 3od the reqfuest lo cootune the drferred acrtim 

• (U//FOUO) The alien's cooperation is no loaf^ nerded 

• (bV 'TOUO) The alien has ofhcnvrse esxlcd hu or her coaper^aoD. ibsconied or ^epartid 
the country 

• (U/'TOUO) The C'A for the alien has chained 
fU//FOUO} Departiire, /temoiw/, and Absconding 

(U/^OUO) When a deferred action is terminated or expires rt b the CA s re^wosabdA^ *o 
exercise due diligence and ensure the departure or remosai of the alien ff 6x ahea depacB die 
United States voluutanh'. the CA must notifir ^^^|of the departise the afesi does not depart 
as required, the CA should coordinate with the loc^ fCE'ERO FO to kicase aod ^ dues. 
into custody for removal Tl^ CA should note the name aod coesaa ssfermatiaa of the 

ICE agent and the date of the alien's custody In the esTOi that the Im, esjerased due 

diligence but cannot ensure the departme or remoial of dv ahen. die asent shoekf notxfv 
noting tlie efforts to locate the alien and that (he ahen ha& ahscooded in ttam 

the DHS HSI FO of the change m status To coo^iiete the reqtared reportmf m dtese 

cuciuustances. die CA must complete a deferred acitoQ leiQBaahc^i memci which Ste ws& 

pro\ide to the agent 

9.5.5. (X‘ FOI'O) Advance Parole 

(U/ FOUO) The CA may request an advance p^ede for an ahen aoder defecred acticn or a& 
SPBP without multiple entnes Adi^aace paroles penmf ahens tc hsT e die reeGsei 

one tune. Adv ance paroles are only pcrmiiied for operaSjccaJ navel apd act for peavoca^l terrei 
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SI 1 Kl 1//NOI OKN 
0 n < twifulrnhiil Miuiuii S*n«( i- IS»1»» v < 

and nr itnt pi anlrd h> famitv iimiitimii 11 h' I A 'ilnHild Kniiiii t iMiMUru r <hi 

iniuc^itnp »i atKaiMT luinlr* 

It'lhr ( A s(*rli^ l(« tiliUiii MjiUiv hw dir ( 1 1S lltr ('■ IS « asMstfitii ■' Ui 

thr |^\'nnnimt (hr SA nuv dn tti rn t:uii riii iiiits(jn('r«i (srr (kmi 9 1-1 (i 4 *htw 4 iwl 

suli^lKHi S 1^^hlK Ijiw 1 10 l*nt|»ia«i 1 

9. 3,4 (!’) S \ ts* l*i o|si am 

11.3 4 1. (I'l Natiitr and Put |M>^r of (hr IS iiet am 

- TXIl K') Ihr Wdoil Ciniic C’lnitiol A<1 td 194-1 nratrtl an S nniiiniinipfaiil < Ussifii alKni 
innlrt 1) S mmiiiptatnKii Um as an S visa An S visa iimv Ih* ni.iil(* .ivaiLdilf' to a vny 

Itnuted nnmhci of Uunpn lutionals who havr ( ntn .d irlulilr inloiiiLilior) dial is nnrssaiv hit 
thr mrcrssftd tLivrsbfiation on firosrrnlioii of a mtntnal oipaiii/Alutn in infoinulioit roivmiinp 
atrmHist oipani/ation Ihr S visa I'nopt.uii tiors not irsuti in an .u tiial visa rontaiiunp .ui S 
standi Nouiinnuinaiit stains mahles an aiini who is otlieiwist' itiaihuissihlr to dir Uiiitetl States 
to tniuin ui dw United States fof a limited time ^\ii S visa is not a tnerhanism to In nip, an alien 
into die I 'tilted States and s'aiinol lie used to kreji an alien in die I hiited Stales few opei alioiial 
pinixives i^dm inethods siuh as thr SPBP and ot drfenrd action should be usetl foi these 
pW|H>ses 

FOl'O) If ap|.iio\rxi foi an S visa an alien mav be peniutted to be law hilly present in the 
United States in a tempovatv o<itunutugi.ant status lot uji to tluee yeais In practice the S visa is 
not aciualK a visa radiei it is mtnided foi those already piesent in die U^nitrd States Wlien 
approvuic an appbca&on for an S visa the secretary of the DHS waives relev ant grounds of 
inadinissibdity tliat miglit otherwise prev^it die person iVoiu becoming a taw hil pemianrnt 
resident If die alien complies with dir temis of adiiussicm he or she niav Vieconie eligible to 
apply foi legal permanent resident (LPR) status, and possibly citizenship The CA must coiisidet 
this 111 deierntuuiig whetliei to apply foi a particular candidate Prior to submittmg an S visa 
applicaboii the C A must also consider that several wars mav elapse from die time an S visa is 
granted until the adjustment to LPR stams is completed 

(U' FOUO) There are two tvpes of S visas foi which a C HS raav be sponsored One is an S-5 
udunmugrant classification Tlie S-5 visa may be requested for an ahen ivho possesses and is 
wiHing to provide critical- reliable mforaiatioii on a c nnnna l organization to the requestiae LE 
agency and vvlio otiiemise qualifies undei Section 10Ua)t 15XS) of the Imnug ratioii and 
Nabonality Act and 8 Code of Federal Regulations § 214 2(t) The appropriate ^^Jiuiit must 
forw ard af^hcatious to the DOJ for uutial approval howev er the DHS rnaintams fuial approval 
authonty Under amendments to die Xholcnt C rime C ontrol Act of 1994 a maximum of 200 
aliens per F\’ may be granted 5*5 visas 

(U FOUO) The otbei npe of S v isa is an S-6 noiumnu grant classification The S 6 visa may be 
requested for an alien who possesses and is vvilimg to provide information on a terrorist 
orgauizaticri who will be placed in danger as a result of then cooperanon who is eligible for a 
monetary aw ard under Section 36t a i of die State Department Basic Audiorities .Aa of 1956 22 
U S C § 2708u) and who odienvise quahfies under Section 101{aK l5)tS) of the act and mider 
8 C ode of Federal Regulations §214 2t t i The C A must provide a nomination letter to the 
on behalf of the CHS stahng the acccmipbslmienUs) die C HS has made on behalf of the FBI 
(e g assisted m prevenriug a terrorist act from takmg place t For S45 non-nnmigiani visas the 
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HF/ ttt 

I itw4tM* Si*mMf 0 y f >iviF 

I M )i run* jvs )ri«rif it-ttpriiiNitiilfiy Ut Miftt/hf tu r^<|Mr44 liy I i ir« A flUKMttgQ 4^ yj % A 

viM«i iir till jltrfr4 t J/ h yriti 

V V4 I I (I ) S VKti f*if*Kr«i» »»it f Its lmvi4>*mntt m f.M 

(I f//]'(ll }<)) (Ami* tfur- S visj iirnt if ifii f . A dir f HS Ifew rrtfi^rrf 

in { it A tlu’ ( A iiuiiit witif y tJir «iH tbr wAify K >. fen VtrffMMr wrfkitf jrteHK 

riiuvt In- i^ni Srr Jsn • r1i : f f funw< m * iTtiwad^ffT.qrd 

tlkp^J Ailivrty 


2. n j S Vhii \|j|iNi iititHi PnH*-ss 

(tJ//f'( llX>i All S viu DTiusf fir una^nird on a I>JJ vjpptrrnmtaf wrV ^a'^acldblf 

cm tfir arid jip\nrrirA by m %A< iV mast dvD ^cr fenrardrd 

liir afifirfipriatr wfiic h niu^t c cjcirduuAr apfibcaCjon prc^r-in^ wrtfc iir IMf'. md 

IX Jj Jn acldiliuM to liir adrmm^talivT data rrqtnird tjb !br w^irk^irri dir fr<|urtf Hsasi ^rr 


I rU/'XJtJO) Ilir siF^uftrarjc r of tfar impsHfc^ioo 

7 ffJ//Ff)lJO> riir WRCwficaiK r of tiir c" HS s crxjprxJtKAi 

) (LV^OL’O) Thr bams of thr rrqum for S vei^ staOjn Tbts 'xfdMio ^hruM ibr4i m a 
quantttativr fashion tbr ariiompiishiurois basrd oo djr *■ >{& i conprraCKXi r f 
of anrsts indKtmmts coavictions seuurs ih'irufitxaA deemaitkicjrnr aad (t^ kacC; 
Further morr if subustuii? ao S i request * rromiuli lir proscojKKial pkaa^ of dv 
mvesli^atton should be cofxfileied before subouttiap ao S visa gippHiKMifm 

4 (U^ 'FOUOi The names of famtJy members for whom S visas are ( d appiicaMei 

5 (U/ TOUO) An e\ aluaUon of the threat to the akesi 

6 (IjV'TOUO) Preexisting grounds of exchidabilm ' e g pendnif - rnn—iiai 'ij^ges 

7 fU TOUO) An LHM from the FO SAC aadorsoif die res^irsi 

8 rU' TOUO) A separate and completed form 1-854 Inter Agenc’. Auer Wane-is aed 
Informaiit ReccH^d for the prtnctpal ahec and each famih wtsuixi d die aken is tnamed 
or has children of parents CScfte dial ahhough Part 3 of dss Ijcm ssatt^ mat ir shadd be 
filled out if applicable the U S Artoraes* s asiarnre — am that of Ibr AVSA-« 
mandators' for the application to be accepted by DOJ . 

9 fC FOUO I A separate and complex form G-525A Sor ibe pnncipaj abes aod each 
family member 

10 (X’ FOUO I A separate current ' within 30 days i NCK record check e tap sbeef far 
the principal alien and each famil y member whc is 16 wars of age or older In znses 
where a crunmal record does not exja the CA nssst sufacat a pnntc^^ datmTOjf a a c aor e 
inquuy 

II (U FOUO) C rumnal Jusuce Informanon Ser.ices i CJIS - checks far both ae praacipal 
alien and dern ativ cs 


12 (U FOLXD 1 An S visa apphcarioo that mcludes a pte-seuteace reporr and at plea 

agreement for all aliens who have been convicted of a federal cruse tmhtn the hm three 
to fre e v'ears 
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SI C Kt l//NOIfmiN 

(U) ('(HilidcttliAl Itiutuii Sou)r(‘ IViIk v Ciinilt' 


rtnitAiiiiiij* a 


I \ (T I/l'iMK)) 1 tnu »il Imptnin iiit < .utK 

conipicir srt of finpriiMiittN aihI sipTi^iiuc^ lc»i Uie (tiiih i(ul ^lini .uni t‘.« li f^uiiilv 
vurnilvj who is 1 ' yrjjs 4 ik 1 *1 fiKuilhs in oUIim 


14 \)) Twtv UH cni. colin (toiiLil viru |>lllllfl^ wilh ivhilr lut kj^tnuuU I(h 

Oic pntKifviJ alien aiul eai h t^nilv nunnliei witti itunes .uu) alien tuuulM'is mi llie 1)a< ks 
of tlw plu^los 


1 > (f ) VCH ’O) l\ii|>ies of in tlurii ciitiirty (i r fioiil and hark l ovns and all 

uK'hulinp hlank p;if!es) foi lltc ininvipril .thni .uid I its m ht'i laniilv inniilTns 

16 (f ■ Tim -O) ('ojnrs of any dixiunents esLihlisliitif', qiulifvtnji' fanuly lelaliorisiiifis H ilu- 
spouse ol die pniu ipal alien is listed on tlie aftfiln atioii as a fanitlv inenilieT a ropy of (lie 
niania^ ceftificate is lequiml (if (lie (nnicipal alien was pieviously iiuiiiied a rojiv of 
tlie divotee tknee from die (nioi nuniape sltoidd also Iv snhniittetl) If a child of the 
ptnicipal alien is listed on die api»lication as a family iiuniiliei a copy of the clitld s hudi 
certificate is teipiued A Uaiislation must accompany all dot im tents ;uid certificates if 
.ip(dicahle li no dcHyuneTiiatioiiis available contact tire 


4,2.1. (VI Intel uatioiial fiatel foi S X'lsa t HSs 


(lJ'TOlXl'( lire L^SCIS makes die final decision as to whetliei to .ip|nove an S visa If ajjpiov'cd 
die S Visa does not aulhoiize die alien to tiavel abioad If ciiciuiistances letiuiie die individii;d to 
travel outside the United States for opeiation.al or exip cnt personal reasons (e g fainilv de.atls) 
the SA must siitmut a leqiiest to the ap(nctpiiate|^fiuut foi ad\ ance parole oi a compaiahfe 
aiitliotizahon to enable tlie mdjvidiul to reentei the United Stales Advance paroles are available 
in very' limited circimisntnces to LE agencies for S visa applicants who travel miefnaiionallv and 
need documentation to reenter die United States For questions reearduie advance parole ciitena 
initiating an S nsa. or determuiuig whedier or not die CHS qualifies for an S visa, contact the 
appropn ate ^^Hiu u t 


0.3.4.::. 


(I") C HS S Visa oi'k .Aiithoiization 


(U TOUO) Upon die uutial submission of the S visa application to the DOJ the C A may request 
a work authorization from DHS duoudi die appropnate^^Jiunt Tlie C HS must p.iy the costs 
associated wiih die S visa .apphcattou Tlie FBI may not pav or reunbuise the fees as a C HS 
expense In addition the FBI caiuiot pav or reimburse the C HS for personal liyuig expenses 
during the approt al process 

P.3.5. (U) Puhbc Law 110 (PL 110} Program 

(S "NT) Tire PL 1 10 Program, adrmustered by die CIA piovides pennanent lesuiexn .ihen status 
to certam alren CHSs who provide siBuficaiit assistance in the interest of national security or to 
fiirdier a tiattoual mrelligence nussion In die National Security' Brandi (NSB). CHSs who 
proside exceptional cooperation regarding counteilerronsm. comitenntelhgence. and mtelhgence 
matters may be eligible for a PL 1 10 Only ^ PL 1 10s a year may be appr oved for all agencies 

(S *NT) A CA must send a request for CHS PL-110 status to die appropriate ^^|iuut wluch 
then must ccxjrdmate witli the D.AD of die relevant t:>per.anonal mut. die DOJ. K E and die C LA 
Tlie C‘A must prov ide the foUowmg mformation to the FINIS ui an LHNl 


• (S ' NF ) Tlie CHS s true name and die names of any munediate faiiuly members mcluded 
in die request 
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ft /) < tmiuintUnl tUmagi Vuif'f' Pf/lK y t 

• fS//NJ ) Hutp/^filnt -J rlaiJ 

■ fS/fNJ‘} )iri]fU|'/alj(itFj sl4l4j« 

• fS/fNI ) Kf-Libvrs in tJir f 

• (S//NI- ') t irutK mI slMiii't 

• (S/fNJ-) I -fnfjloyriimt 

• fS/fNI ) ( riiiiHMl histnf y (If i tiintruJ ^ tivity 

• fS//Nr ) Whrthn Uir f HS s ( iJiifiit ai»d futuir ud » 'itab^ (jr wtvfSxrf ifir 

fiovrfimiMit iix ufs a rjn.4ft(i4l ui r/wiiri tJOfi with tfir <',HS ; rr-^rtrhrortjt 

• fS/W) DftiuU aJx>ul the (ifS ‘i rrlauiirnhip wiltj tin* f Bl and thr OA tfvriuiknfr ti^ 
t"l fS s pavTimil iiislof v and a ri'inipreheiisiv^ drvripAior) of ^iipifkasl 'xxOtributvims Ifar 
f IIS )m nudi* tn hirUieraiiir of naiiciriaJ si^curtt'/ 

t).4. fC) liidividuah St^kiiig A*ryliiin 


fS^/NF) An uidividnal swluiip asylum may tjpmed a.v a C HS m Mcntdsayre wtdi lfa« PC/ Thr 



9,5. (V/ FOl O) Notional Doi uiiH'uts 

(U TOUO) Notional docummty such as permanent resident alien cafck r green cards ) cr 
eniployTOent autliorization cards are efTectne tools for LE and intelligence operauoE^ jcd s»> 
lie requested for the CHS Notional documents are backstopped but are for fiash purposes c®K' 
and do not couy ev any benefits For miemational travel the CHS still aerds a pas'^ion or a 
reentry peniiit 

(U TOUO) To obtain notional documents the C A must stiimit lo the ^jproprute^^littiit an 
LHM detailing a summary of the ms estiEation. a justification for the requesied gnpn gra ti on 
Ixiiefit and or document the C HS s role and access to cnatal mfomutiDD the effect the CHS i 
participation will ha\ e on rite case and the CHS s idcimfvmg mfocmatioQ < i e name ahen 
mmibei. sex. date-of-birtlL and coimirv-of’btrtii i .AJJ TECS NCK and CIS svstem chi^Vs must 
be completed and the results attached Additional forms such as the as F89 cards 
( Application for EnmlovTOtti^i^iOTi^ion ' forms and passport i^iotos may be required for 
the request (See information regarding these forms » 

(U FOCO) After completion and reyiew. the ^^iTOordmates ssith and forwards foe 
appropitate docmuentation to DHS for approval 

(V FOUO) Any notional dociuneut appioved for use b\ foe CHS must be available lo foe CHS 
onls' duiuig operational e\ ents The dociuneot must be retries ed and mamtamed m a locked 
storage contamet wtthm foe FBI office space b\ foe CA after each opetaciooal ise 
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SK Ri;iV/N(>H>KIN 

(IT) Iluiiwi SouTie INtliry (iDult* 

10. (lV.TOV(l) Opcrfltioii ofC'cHifliloiitiiil lluiii»ii Soiiiti^s 

Ifl.t. (IV.TOl^O) ( lISs ^\'ho TMay I'piittfv in Ji CoiiH oi Othrt l*i‘ot 

(U/‘TOUO) The CA oi co C'A must ikx'unieiil lo the CHS file iinv TT’t) <]|r|nov»Jv tM>lirir.tti(niK. 
or cooidin;itioii leipuinl ui diis P(j hn C'HS o|>ei atiotLil u tilities (e |Mynu'i]|s I tei I I’lei 
n OLA) that niav Iwome an issue in fomt li it is neecssiu v hm the t 1 IS tn itMifv 

(U/ VOVK>) W1jeiie\irf i1 becomes a{)fiainit tlial a ( IIS luay have to testify in a coiuf oi odiei 
pfweetimp m which he «i she is pi ovidinp assistance to the LHl the SA iiiiist arlvise flic ( I TS 
and document tile advisement in tlic solace contact lejKxt (H) )0.M) 

(Lr'TOL'O) The CA ca co CA should Ite avvaie tliat tlie mannei in vvhicii a CHS is laslteil niay 
siibieci the CHS to having to lesbfv*. evi*n if die CHS s lestiimmy is nol .uiiicipated oi tlesiicd 
For mstaiH'e. tf the CHS is tasked to gadiei physical oi do<'iuiieiitafV evidence make consensual 
rerofdmgs. oi engage m OLA. die CHS may latei be leqnueti to testify Accoidmgly. the CA or 
cO“CA must inform the CHS of tins piior to tasking tlie indtv idiLil m tins manner 

(X^ FOUO) Cuanticipated situations may also anse dial tetiiiiie a C HS to testify, e\en thougii die 
CHS lia-s not pieviously agreed to do so Foi example if a CHS becomes aware of exculpatory 
information oi becomes the single soiuce of infoimatioii for use in a tii;il it iiLiy be necessary tor 
die CHS to testify 11 there is a possibility dot a couil vvdl require die disclosure of a C HS s 
identity and the FO obiects to this disclosure the CA oi co-CA may discuss vvidi the FPO 
whether the case sliould be disnussed (See Secti on I . "Disclosure of a C oufidential HunLiii 
Source s Identity ‘ ) 


10,2. (1*) Electi ouir C omiDuukations \\ ith a C HS 


iX* FOUO) E mail, text message facsuuile. and othei electioiijc conuniuuc ations between an 
^^^n^^CH^^^^^scourage^^ause diese metliods are easily intercepted 

can coniprouuse the CHS Depending upon die 

cucimistances^iroroertoprotecttlie CHS and the operation consideration must be given to die 
type of investigation the C HS is supportuig. the specific interactions required with the CHS, the 
technical pioficieucv of the C HS and whether technical equipment needs to be supplied to die 
CHS Overt FBI purchase of equipment supphed to die CHS and the use of oveit FBI equipment 
to conunumcate vvidi the C HS are not reconunended except in ven* Itnured circumstances 
Issues related to conmiiuiications are complex and passible solutions to hiudles encounteted can 
be discussed widi the program manaeer for the| 

program Tlie use of solutions proposed by I 



must be documented m the C HS file 


(U TOUO) In acidttioii the abovedisted electromc commiuucation tools or devices dunnush the 
SA s abihtv to observe tlie C HS Consequentlvv the SA must exercise caution m using them ui- 
pei son contact is tlie prefen ed method of mteiacnon with the C HS If any of the above methcMls 
aie used, then use must be dociuiiented ui the CHS file In addition, agents should be aware that 
all commiuucanons with a testifying C HS will hkeiy be prodiured in discovery Tlierefote agents 
must ensure that all comniunications are essential to opeiations and professional ui content 


(U'FOLX)) SSA approval is required for all interaction with a CHS via hiTeniet- based oi 
electroiuc commuiucation uicluding. but not Imuted to. emiail. text, facsimile, social nehvoiks. 
forums cloud computing and app-based coimecnons Tlus approval must be propeilv 
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mifuiniUM UtattMi Swiffr i*rAH y ( f%iH)r 

fiiM iinuulrrl in 1 ) 1 ** f fIS filr t tmmnaw 4tvMi rnrllifi»4t rmlyJi^ tw^ Miert 

i)fM‘i^i(ni;iIly iif«'Tss;«y. intipn 1 sfWitjIH Ijr f/vrri Ui ri^jeiMtrwd 

ifu fitfUnf' ))w" iisr of mfwtTbiljiiU'rt biieit^ < (iftfii** 1 Kirn mfij^ttw^^h^w^m^^A^Unnit! 
fMiMUnrf on |)r(i|M‘t ojk'i . il loruiJ sn iifflY f)** prwtdrd 

(U//KJf J(J) lisf of tfie ;iJb«vp Hr* tifmu cfnivruaar »ii(tn mrtfuxK » wHI m 
( Ofil^rl wilfj a f IfS who is op('j*U*rl in a ffwciRn ffiontiy is m V-' • . ' 

I'.xbaU'iTitoiiaJ 

(U//f'(>lJO) Additional j^tudaiKf on w^ ijic ctirntmini<.Jlutfai with a (-fiS cjui pfwvVd WliiP 
1 IMJ IQ o)M^alional divisiofis and piof^atn mafiapei (of 

1(1.3. fl ) ( oiiM*ns«al KpcoirtiBg 

(U//FOUO) C-ons«iSiuaI monitoring by a CMS must comply with the t ' x -' and J 
subsection 18 6 1 


10.4. (1) I udpicovei Opei afioD 

(U//I'OUO) If It IS necessary for a CHS to be mvoK ed i» a CC O the CHS s partK^utfioD 
lequues the aj^os al of the FO and if it is a Croup I Cf O of FBIHO fsee «ibse<^tK» 

18 6 13) Upon approval of tlie UC O bowe\ « the FO stdl imrst srparateh apprcrve the iperjBc 
activities foi tiie CHS witlun the UC O (e g OIA luterdi vision tia'^.eJ uzKh.sclos«i paroripatioG > 
m accordance witli tius PG Tlie OIA must be documenied dbough Deha In addrtion althcxiigji 
tlie UCO pioposal mav contain an estimated amouai of funding required fc« CHS servKes md or 
expenses associated w^itli the UC O. these CHS pavments are not approved throu^i Ar UCO a* 
covered by UCO fiiuduig All payrnent requests for CHS services and expenses m the I CO nusf 
be justified and processed in accordance wiA Confidential Human Source Fmaociai 

Matters " 

10.5. (U/.FOUO) 1 11 disclosed Pai ticipatioii 

(U' TOUO) Undisclosed participation by CHSs must comply wiA the AC^O-Dotn and DIOO 
Section 16 


10.6. (V TOl'O) -Alias False IdeDtifiration 


(U' TOUO) Tlie FBI s issuance of an AFID to CHSs is only allowed m extraordmary^ 
circumstances One of Ae few areas where .AFIDs for C HSs bas e been granted is m Medicare 
fraud ms estigations. where former FBI emplose-es meeimg reles-aot age requtremenis are opened 
as C HSs (see subsecuou 7 IS . Former FBI Employees and Persons WiA a Present or Ft^naer 
Relationship WtA an FBI Employee ') AFID mav not be issued to a CHS for tbc pairpose of 
providmg seciirtn* foliosvmg Ins or her cooperation Tbe CA or co-C A must use oAer raethedb id 
preside protectioiL such as a Inmp'Sum pasTuent to relocate Ac CHS ■ see :- I " i ■ » 

Lmnp-Siun Payments and subsection ! 6 5 . Relocaijou ^ a safe bouse or Ae ^^SPfsee 
Section S. Witness Secunn Pioerara ) 


(U TOUO) A request for an AFID for a C HS must certain cooqiellmg fustiEcatjai — mchiding a 
descnptiou of die proposed operatKMi of the C HS — and speciFc whether Ae C HS will cfKiare 
usuie die .\FID on a fiiU-tune or part-time basis A Ae FO Ae recpiest must be apiprov ed bv Ae 
luidercover coordmator (UCC ) and Ae SAC Tlie request must then be sem to Ae vrinch 
Will coorduiaie die approval of die request by A e operaftonal unit. FBIHO UC orograea ma^^aw 

land Ae 
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SI ( Kl l//^OHIKN 

(I I'l f 'ifiifuk'nlul Hiitiuii Sinuir v i<iiuk‘ 

IIk* Uh* 1 1V t)( iht'' liiut <lri iMim Ihti uiimiUliini irUlt'Hl to ihr iL*t|iit*s1 luitl imiIi uiiw 

fTHisI hr pliwftl mU> llii* 1 1 IS hl<* 

H a t IIS IS isMiTil 411 Al IH iIm- Mi is u*\i»iMisih1r lin msiinnp iIiaI t( is iisiil lu 
aini|ili4iur isiOi 4)1 nii 

tvmcvTT (jhr A) IM uiusl snih W iivulr 4\ jiliUlr ihi- < I IS iliiimp tt|N'i.ili(in4l rvrtilv 4iifl 
irhwvi'il bv Uic Mil alia rai b <nmatH»iul um* Ibi* Al II > must U- iiutiil.iiiHHl in .ui 1 O s.itr ui 
antlKitiA^ sn lulls I'tmtaum wlini ncH in iim* 

10 (I i ilblmnin^ Inbninaiinn Vlmiil » Si]li|at\ l^•ll)ling ( haitSf's oi l.i'g^il Ili'lt'iisi* 
n*ns 

' T'Ol cl) If a (, HS ts in a it> i>)'itatii mfoinufion horn .i iloInnUnt ivlio is l4» nip 

paxtiiip n nut nal chad PCS hn uliuli ihr (k’lrmtuil s Sixili Aiunuhnnil iiplii toconiis«*l has 
aftat hat ihc C. lls must he tnsliiu tctl nol to s^iln n irifoiuuliini liinii tlic ilclauLuil lepanlmp ihr 
panliiir. ciiaifcs A snhial's Sixth Amakhnail iiplil Litlat lies when a prnsmilion is coiiimetu al 
(i e at m afta tiir uititaiiini of .ith asanal |tk)u tal cnnim.il imxcahnps wUeihn hv way ol a 
I'oiiiuJ chaipf a pirhiumaiv heaiinp .ni ituhcimaii a riuiuual inloiination iltx iuuait t>r an 
anamumriilt 

(I' TMUO) Nevallieless a C’HS mav hr tUrntnl to 1 ) Ixs'mnr a passive hsteuet to tejioTt but 
not solicit stataiinits bv a cicfaulinl aKmi jviiiluie cluipes oi ?) obtain mfoniLUion bom a 
ilrfokluit about a nuttci that is se|iaiair fiom Uie onets) ix*uditip a(»,nnsl the (Irfauiant 

(I VOl\» In ceilaui cinumstvUKCs a C HS s ccnit-K I witli a cleiend.ml who is lepiesaited bv 
counsfl but against wboiu cliaipes aie ikh |ietnliiip may be hnuted bv othei laws (see the 
Ctnzeij s Piolectioii Act codifieii at .’’S V h C § >.I0B) On .my occasion when a C HS is duected 
to liave contact iMlh a peivoii wlio is irpreseiited bv .in .irttimev it is leccniimended th.at the CA 
c«siisult witii the FO's t DC 

(\ ‘FOCO) Fin.il1v. the C A must insnuct die CHS not to uilerfeie with the tlefenthuit s anotnev 
chan lelatiouslup Fof ex.iiiiplr the C HS should not nuke disp;iraffing reiiurks about tlie 
attoniev or about die is av m wliich the defaidani should cooper.ite with the aPotney 

(V TOL'O) Anv quest tents about die content of this subsection should be duected to tlte assiened 
ACSA OI to die FO CDC 

10 8 (I Foro 1 1 sf of it f, HS Associated \\ ith a \\ tie ot Elertioiiics ^^ivice Pi oiidei 

iC' TOUO i Betoic opaatuig a CHS who is eiiipiosTed bv a wue oi electromc couuuuiucations 
serv ice provider or who owns or opa sites a couipaiiv piov idme such a sen ice ( i e a CHS 
associated with a telephone conijianv or ait mteniei semce piovider f the C A or co-C A must 
consult die C Dt to ensuie tliai the use ol tlie CHS s does not infruige upon the Fust .Ainaidment 
i i^il TO hee speech 

(I FOUO) Tlie ElecQcnuc Coiumuiiicanoiis Privaev Act (ECPAl establishes bnntations on the 
gov aiaiient s access to records and contait held bv w ire or electioiuc coninuimcatioiis serv ice 
pfovidas. uKlikluig telephone companies and companies offeruig conumuucatioii facilities 
through die hitaiiet TTius those restnctions Unui die FBFs .ibilitv' to obtain records 6 cm a C HS 
who iv eu'^loved by a wire ot electromc conniiuiucauoiis service provider or who owns oi 
oper^es a cotupanv fuov rdiug such a serv ice Fiutlieniiorc the Fourth .Anieudnieni piotects 
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wr ki 

ff /) f ) hmiMt VlMfr #■ i*rAw y f tH0ir 

‘ti^vu r |N4rviilrf«' MKUjiiM'ift iMiffi tlir rkv \srvar of (fir *4 fi^ amrmmam M¥im 4» 4k 

|«ovff oiiriil 

i[]ll\‘i}\A)) \ywteUnr M 4 (ifrtiml fiAir ffjr Mff riwy Wit « r^ofrfe o* tKf/MKvtf ol 
( moiiMuitf Plinth (I'ini a f ( IS m^Atnfd by » wnr m I'ln f ktvw ^ 

oi wlio owm or siwb 4 < <irfi|j4ity Dk imt «>f » f IIS v> /^ilunljrttY p#fr<w^ MlriraiMina 

u> ili(* I IM rliM'v not t i 0 MiUar i f wifti f if f'A o* (hr f rwib A/rirMmml TKr C A w 

( A nwv <MJily olft4ifi MM b iiibifTmlioii rluouf^i prwjfv<« if ff, » pif Mwi ftmf 

suliffoeTu A NjImmijI S4*r tMtly Irttn |NSf,| a W'^rh wjfijnl or xi 'K 'vAkf/ 

flf//] OUO) Jlir ( IK sjMiiiJd br i onfiilKd if tfirir «p any qu^sbwM #ioMl v«bai mlorm^iamk irary 
l>r olitajfird li<jfit sxu h j (liS in ffjmpJiatirr witfi f/'PA- 

10.9. (I ) 1 Ih Ifd oi ApfKiitifi'd ( f*f \ Ft siTKat (Jffifith 

fl J//f Ol J< J) n»f I HI may ai < ept infornudun rooc^nmf alkiwl vmlatiioiM fff bw ir oibnr 
rnaltms wilhin 1 HI ]uriMlif1ir/n bom povf’mmrnt offiruk ?lir FBI may not r^mmt m 'jfvrraftr 
C ilSs fof tfif sf>lr purpoM^ of ruUr^linp infonruiiou ' onr niuDf 4 k pobljcai briirfe or p^rwmai 
lives of indtvidtuJs witlmi a j^ovrirmimtai body or the prnaK or cfMjfidratiat debberamoi of 
tliat body Fiullirrmote the FBI may not knowm^v inflmmrr or ananpt ic» nfiorBre m> 
of a IJSG Ixxly unless it ls done m furthet anrr of a corafirQiny in'serntwiataL soinevl ll ihr 
uivestigation plans any artivity thai tnav mflueor e a L'SGbody thr SSA f. A or o>/ A mmt 
consult tlie CIX Additionally this tspe of aettvirv mav rrsirw and appr^e.af 

requuenirnts for undisclosed participation and mml complv wdh 4 k AGO 
Section 16 

10.10. (V/ FOl Ol Empiovees of fmaiKiai InstitutioBs 

(U/ TOUO) If a CBS is an einplovee cd a hnanctal sKtiiution the CA nas ooi em the CHS m 
provide or knovvmdy accept mfomiation that siolaaes the provtsiom of the RjfiK to FKanc^ 
Pnvaev Act of 1978 ( 1 2 U S C § M02) The act piohtbits fee FBI fress obtaunaf fee fiBanc^ 
records of any customer horn a hoanciaJ mstttuiion oanade of speafird feceoaf picicenies 
as subpoenas and search wanaots 

10.11. d’' EOrO) E mployeFs of Lducatiotul lavlinitKMi' 

(C TOUO) Tlie Familv EducatKwial Rieim and Privacy Act flhe Bucklr- AmraArrat t 
establishes lunitations on fee gov emment's access lo studesr fdocaaoBai rrcfsds brld by 
institutions of higbei learning These rrstnctioiis Im&t (he FBTs abdfly lo oeratfi records Koe a 
CHS who 1$ emploved bv an educanocul mstitntioti m am caftacKs ^ e g » a laniferr a 

librarian, and fee hke) Therefore » a general rule fee FBI mas acr xrtpi records a CHS 
employed bv an educational institutton 

(U EOUO) One major exception to this ruie is that a CHS mav la^midc 'chreclcn B^xmaiaoiL ' 
suKe this mfornutron is not protected and mav be vohintanlv proAiced andei certae 
circumstances Furthermore recorch of campus pefece are abo sabfec* » njlaorarv pBidnem 
Ttie CDC should be consulted tf there are anv npiestHOS ifeout what EEdbnnatioc be obownf 
from such a C HS m compliance with the Bucklrv Amcod me rg 
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SK KM//|N<»| OKN 

(IJ) thmuii StHnic lh»li( v Clniilr 

10.12, (ll//l-0l'0) Vw of « Suh Sourrr 

(U^/FOLY>) A sut> stHurr is mv in<l]\i(hial wli» diTnilv ^uxiuiifs itiftirtiulifn) liul ii* 0u*n 
pn>\idr(l to the I'DI by ait FBI CHS as a irsiih of tlir CHS Ifcinp, laskril FiuiiifilrK ol (teisims iif>l 
considerrd sub-sovnces, by drtiniboii air as follows 

• (tJ//FOUO) C'oiitacts witli whom Uir CHS tuts faiiiilia] ( tniuiiimit alioits ;ui(l whose* 
infoimatioti he oi she then sliares witli the FBI 

• (U/ 'FOUO) Contai'ts with wham tlie CF[S has business telaletl conmiuiiu'aliotis and 
whose mtbinution he oi she then siiares with tlie FBI 

• (U/,TOUO) Acquauitauces or noupeisislenl contacts wiUi whom the C’HS lias 
commiuucatious and wliose uifonnation he oi she then sliaies witli ilie 1^1 

(IT/fTOUO) In doniestic opeiatioiis. tiie CA oi co-CA must not task, dnect or control a sub 
source through the CHS .Any direct oi indirect uistnu hoii througli a CHS to engage m 
mfofmation^ollection actixirv is considered tasking and is prolubited ui domesttc operations 

(U- TOUO) For information regarding the ase of a sub-source in extiatemtonal (ET) operattons, 
see Section 19 . " Extratemtonal Operations ” 

10.13, (V TOCO) Use of C HS Infotinatiou in a Foi eign Intelligence Sun eillauce Act 
Affidaiit 

(U ' TOUO) If an FO has CHS mfomiatiou that supports probable cause necessary for a Foreign 
Intelligence Surcedlance Act (FISA) apphcation tlial mtbnnatiou may be used witiiout re\ealuig 
the identity' of the CHS Upon SSA approval tlie CA or co-C' A must provide the FBIHQ 
operational unit with the C HS"s file uimibei, the leugtii of tune Uie uidividual has been a C HS, 
and a statement regardmg the CHS's rehabihtv' and whether die mfoniiation has been 
corroborated AH mfonuatiou provided to support the FISA application, uicludmg tlie CHS's 
mfomiation. must be documented m the CHS file The C A or co-CA should also be prepared to 
proyrde the following infonuatiorL upon request, to the operational umt for distribution to tiie 
E)OJ s NSD or for use m the FISA application. 

• (U TOUO) TX^ietlier or not die CHS was paid (SAs may use general tenivs so that no 
exact amounts are gaveii — for example “tlie C HS was paid a modest fee for 
information ) 

• (U ’TOUO) All conviaions against tlie C HS 

• (U TOUO) Any other Brady Act impeaclinient uifonnation 

10.14, (U TOUO) CHS Piiohfizatiou System 

(U TOUO) The CPS is a tool in E>eha iliat was established to determine C HS pncmtization 
based on the nsk of operation Tlie tool is mcoiporated into tlie Sensitive Iiifonnation tab ui 
Delta, and the mfomiation entered about die CHS imist be updated on a qiuulerly basis See 
Section 20, Confidential Human Source VaUdatton." for more mfomiation 
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(( I Uuioh Srjttttr Htilir y ( A«At 

II. (I I) l)<>piirfim*fil of Justice NoliricRtiori Kw|iHr«'irM*ril« 

(U//f'()(j()) fltifi HfYtMMfj (If'Sf fitirs siliuUfjfK irivolvmp a f IfS diirt thr- Hif (Ofiotfry 

<cit;uti I <>f (Jr IXJJ in mntUtur with tfr A^X/ 'Thf i}A<r murt wfffnwr 

rx( t*f jliuns U) Uk'w nutt/i<^illux) irtjuiimimis its wrt Jiwtij i« - tt'w } l Z LxffpUtjm to tJw 
IXjJ Nobiu iitjnfi Kcqiuiri)mit« AJt notiri^;ttion!> ilivmsrd tfi 1 1 "i throuf^ ) 1 S 

fiiiist lx* niailc in wiihnf* iUKl iipfnovni by iJir SSA 

I l.l. (IJ> NotifiriiliuD 

(UZ/bOUC)) An SAC' and a C'FP may (tf btXit •’.oncufj j»vticiilai tndr.itfciak m tftrtf 

ipsperbve offires to r atry out dtr birir tions assif^ifd to them in subserboos 112 ( Nobfir^anon 
to IX)J of Unaudiufii&ed Illegal Activity '} llirou^ 1 1 7 I" Keripondiog to Kncpjesf^ from fP^J 
Attorneys Kegarduip a CHS ") and 1 1 ^ ‘ IXJJ Rrvifr»’ of FBI CHS f iles fof Non 

Testimofiial CHSs *’ 

11.2. (I") NotifiiatioD to I>CJJ of I oautborized Illegal ActiiiO 

(U/'TOUO) For notification procedures related to CHS UlA see S artK/o ^ 1' C onikleDtia] 
Hiuiiaii Source ParUcipadon m Unauthoi ized Hlegal Activ'tty ' 

1 1.3. (I*) Notifiratioii to DOJ of the lu% estigahoD or Pi osecution of a C HS 

(U//FOUO) If an SA has reasonable pounds to brhrve that the alleged felocuoiis acttvify of a 
ciuTeni or former CHS is, or is expected to become, the basis of a prosecutioo or im estieatioi fry 
an FPO, the SA must immediately notify a DOJ C HSC or the assigned FPO attomes of that 
individual s status as a cuirent or foimer CHS With respea to a former CHS wbose alleged 
felomous activity is, or is expected to become the basis of a (x^oseeubon or mvestigatioo bs- a 
state or local prosecutor s office, the DOJ CHSC or assigned FPO atioroev musa be mKoedutely 
notified, but only if tiie SA has leasouable grounds to bebese that the CHS s prior 
with the FBI is niaterial to the prosecution or investigation 

(U/'FOUO) WTieiievei such a notification occurs, the DOJ s CHSC or the assipied FPO aztofiiey 
IS responsible for notifymg the CFP The C F? and FBI S.^C Zor desi^^es) vnth each other s 
concurrence, must notifv' any othei fedaal state, or local prosecutor's office, or LE agency ihar 
IS panicipatmg in die ms estigatiou or prosecuboo of the CHS The oonficabon lo other 
prosecutors or LE agencies must be documented m the CHS file 

(LT/TOUO) The SA s notification to the DOJ CHSC or FPO anomey* must be made m wrmng 
approved by the SSA. and maintamed m the CHS s s ahdattOQ st^file 

11.4. (X~> XotificatioD to DOJ Regiiidiug Cei taln Federal Judicial Proc eediags 

(U/'FOUO) An SA must immediately ootifv the aj^opiiaie EXDJ CHSC or tlx ^signed FPO 
attorney wheuei er die agent has reasonable grountk to belie'.e that 

• (U' 70U0) A current or former C HS has been called to tesiifs* bs* the prosecution m m\ 
federal grand jurv oi judicial proceeding 

• (U' FOl’O) The statements of a ament or former CHS haie beox cw will be ubhzed bv 
the prosecution ui any federal judicial proceedmg 
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Ml Kl I//NOHIKN 

0 0 1'lmlWlrtiliMl I lmiu» Smui r f^itu v < iiutli' 

• 4llt^iK*v inIriKis lu uini'stMit In a i nitil in )iu v » i tutriit in 

finiiin ('Its m in wan a i in tniN|>iMliii m ntliri viiiniftallv i (tjiiii i|i«uil in 4jiv 

ttiminal » hnt\ 

(Hi'/tOl K>) Itw mnihcalinti miiM In- tiuilr ni wiiliuf> a|i|KiHr\l bv ibi- SSA -uitl iiiJinUiiHnl in 
lln* (US's \ alHittnni nib filr 

1 1,5. (11 Nnimi Jihnn In IHV1 iif ISiiib'ttMl ni' 1 itiil|tAliiii Inlniinalnm 

(\7/TXM U an I IHl i% lurtu in tin* i ntuliH t ot ^ui I lU iiivi'slijMlum tbai is nlili/uif. 4 

OIS m utniiiif' wilb a (US in i mimvlKni with a [nnsin ntnni itir ( A i o (’A inns! nntifv llir 
UHl allinitTN ASMpiml to the iiMttti in a4h.uiir vslinirvn inissiblr i( lin- CA in i o ('A lias 
irasoiiabic pimunts to Inrhrw that Ok* I I IS will otnain m punulr intoiTn.it ion th.il is snb|et t lo 
oi Mcnublv fiTibfri't to A of con tiiW'iilia) it y iH'lontnnp In sofui'onr ntiui l)i.ui tbr 

( IIS Doi'iuiirnUtinn tliat the iiotifu ahmi has lieen iiuilc by the (*A oi ro ( A must Im* pLiccil in 
tlir (US IVlu file 

(1^ 1 iMiewcvei an SA knows ih leasonably lielieyes that a * iiiient oi foiiiKn ( IIS has 

mtoiin.inoii Uui ts exciil}ialin> as to a l.upet ot oi a itcrnuiuil iinclnilin^f a ronvirU^ (ItX'rtiiLiiit) 
in a ie<lnal state oi kv.il inveshgalion tn case Uie 1 HI apent iniisi fUsclose the exi tilpatiTi v 
mtoniiatiixj to eitliei Uk assigned I IX) .iltoinev lliat is p;u1ii ipaliii]' oi had paiUciiiatetl in tlie 
condik't oftliat uiYestip.aiu>n oi lo ilw 1X)J ( HSl ’Oie djst losnie notification must be made iii 
WTTtmp aptMOveil by llie SSA. .uid niaintameii in llie ( HS s valnhuioii sub file 

(TT' l'Ol fO) In timi the as.signrtt FP() attoincv oi the IXIJ ( HSt ' is les^xnisible toi dm* losing 
tlte exeuli?atoi\ mfonuaiion to all affected letletal state .and lot.al autlioiities In tiie event that 
the disclosme would leopauii/e the secimtv of tlie tllS oi senouslv compionnse .an 
uivestigation tlie FPO aitoniev m IX)J C HS( must lei'ei Qie iiLittei lo tlie HSRC fot 
consideiation except foi matters lelaied to an uiieniatTonal terroiism or national scenntY 
uivesdpation Tlie l.attei must Iv refen ed to the .‘kAO of the NSD (oi designee) Tlie basis foi 
lefening the inattei to llie liSRC or tlie .AAG of NSD (or designee) must be dix iinimted ui tlie 
refen al and pLved into the CHS file 

11.(1. (IV, TOCO) SotiJicalion to DOJ t'pon NainiiiE a ( HS as ;iii Inlerceptee or a 
\ iolaloi in an klectionk SuiTpiUaiiie Vpplkatiou 

(C T0L"0) An SA nmst not name a C HS as an inleireptee oi a \iolaiot ui an affidavit in support 
of an application few an tLSLTC ordei made piusuant lo 1 8 1* S C § 2516 luiless the SA l.vhev es 
that 

• (C' yoUO) Dnutting tlie name of the CHS fiom the .iffidavit would emluigei tlie CHS s 
life OI otlierw'ise (eopaidize an oiigouig mvesligation 

• (ll. i'FOUO) llie CHS is a Ixma fide subject of the uivesngation b.ised on tlie CHS s 
suspeaed uivolvenient in LTA See suly^f ti on 1 1 2 . Notification to DOJ of 
UiiaiftlKxized Illegal Activity' ” 

(X.*’’ TOI JO) If die CHS is luuned ui .in EL-SCK. affid.iv it tlie SA must uifonu the FPO .irromev 
making die .ipplication .md die court to which the a{>j>hc.ilion is made of the CHS s actual status 
The SA nooficanon to the FPO anoniev must be made in wtituig. .approved bv tlie SS.A .and 
dcviauenied in the CHS s iiiani sub file 
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HI t Ki imirt 

(Uft fmiukuUsi tUmiMt yf^wir 

II 7, in//l rifilij If) f rf)«i I K#t(»«4<*C »t HH 

(ll//|‘01/0J I fH f iHriiit^ fiMliri^ ritfiihififr tjfiflrf m iriiflf’d If) ifir A//r< r jr# Vr m 

j|itn(i|N)4ff' I Kl jlliftitry Uir ( A til ( o ^ A m ututfUiiMnin wi^ #)r f H*/ m«il 
Ijiovifk* l«> liw- I K) ilUitrii*y 4 JI it^lrvinif inffjriiuJjfin f /jnmmrif 4 ^ IfS tff httkttf ivivfbrr #)r 
huIivkIiuJ II A t iiiM'iii uf liftrirt f ILS fijf tlv* f Hf llir /f^Mr^rjiryftrjn fuf Av' f^lr-.jtii mt'Jtfrutmm 

III lilt* )-K) initM In' ^ifififvivj liy titr SSA 4*fil dm iviirfilrd U* Ifaf' f lf% Rlr 

lUA/I OI K J) 11 lltr SAC Imk wi ijb)n1jii!i Ui fntnuUof. lh» mlunitAfiri *» Aw *6r 
( in iutkUjk f's fd Uir i asM* (w tn «Jir r/nwt ntfiJain thr i^bjrfijrjn lo Aw HUinwytraf atp Aw 
m|iirst and any rrmai/iuip dnaf^mrmit m lf> vidwAwf Ajt 0 >f<irRt; 4 irju ifaiiuM V Vf Aw 

MHj allDfiiry miutt In* irvdvrd (jnfuiaiil Uj %.atJ ti •? AfiC» f HS and A//j f wjei> 

i MrqjtirftiH 4fid I >i'*(«jtr Kr viliilKif) 

J I.H. ('1') to tbf IXll ‘^olifw aliui) KK|uitiiwfih 

JC)) nw Jiiiritoi of Ah- Mil with Aw vnitlrn courvirtv r of Aw DAitj may 
any nutilir aiion rt'cinifcd piu«uant to mAy^cUifu Nouficatvxi to fXiJ of Vom^amrued 

lllrpal Activity ' Auoupji »jl>M^iKjn 1 1 7 iltovr if Ar SAC and DAO dplmxiw Ar 
ulniiity poMtion 01 iiifoniuiion prm tdrd by Aw CflS uranaoH extraordaurv fvoicnacfi fcx 
sm^iUvr ruHional srcuiity rra»ons Any SAC dnmninatirm to wiAAtokf ntfi&3Ue« »kmf 
thr ronruarnre of thr DAG rraiKl Iw due umrritrd by Aw C.A or ri^^C A mi mamtoutod to ^ 
CHS s mail] filr 

J 1 .9. (V/ff 01 0) DO J Rrvirn of C HS f tk'i fto Vos I f^eliiiKMiial C HS^ 

(U//FOUO) rf an FPO attonirv vrrks to rrvim* ibr fik of a C !1V mim s not ripr#lpd Id mttfv 
tlir CA or co< A must advisr Aw FPO Wtofwv to wbmt a smOm lo k fO ciX Hw 

FPO anomry V requr^ niu&l ^prcify Aw informalKio «w|:fci and prcnidr fMtdktoKii lito Aw 
ir\’irA4 AftrT consulting uiAi thr CDC and ASAC Aw SAC w»«^ asut a satire r^^posae to Aw 
FPO attonwy outlining the paianwlrrs of any pmuxtird rcMcw Thr SAC rr^Mow md iw FPO 
allomry rrqiwsl must br docummtrd to the CHS filr 

(UATOtJO) If thr SAC and FPO agrrr on Aw UTim of Aw nnirs Aw CTfSC astoi aakjt 
arrangrturtits foi thr C HS filr rrsirw in FBI office spacr Thr FPO attoows s not pr?sinsr4 to 
irmove copies of CHS file matrriaJ finotn FBI space wttbeuf CDC approi'il ThrC A or rv-^A 
should docunwnt Aus agiernwnt in Aw admuustrative pomon of Aw CHS file 

(U'TOC^) The CA or co*C A must prepare a ircord of Aw FPO attemrv % CHS fib les-ir* 
which must mcludr Air FPO attorney s request and Aw SAC s tr^pome Aw dale of Aw CHS 6ie 
reviris' Ate identitv' of tlw FPO revimrr Aw method of reMew Aw {jf 

dociunmts rrMrts rd and < if applicable t of anv copies of CHS file maiemi removed Sod Aw 
FBI office bv thr FPO re\irMeT and Aw wTinai approve of Aw C DC p ei nagnie Aw tkr i m e a t 
removal 

(V TOUO) The rrsolimcn of anv disagrremrai bem rtn Aw FPO anorurs aad Aw CDC 
rrgaidutg thr ptmtine and release of dwuments fiom ihr CHS file must br door si acroidaBce 
vubsecnoti I I . AGCr-CHS and AGO-Dcau Eicepuoos a& d Dispnie Resofaaou 

(XT TOUO) See also the DAG meroomnduro trfksjl t^aadawr y u Uw F^rcai c t 

Investiganoa s iTBI) Adnsmsiranoc, of Confadetflual SC'ia^.ev a:id Iti; 3 ; Aw 

Discoveiy Obhgafaoas of lYosrctoofs tJaoitarv 15 >Q0^« 
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(IJ) Onifidcndiil f liunaii Smuirc l^ihry tiiudc* 

12. (1') Confidential Human SoiiiTe Pai'tU'i|niti(iii in IJiiaiillinri/ed 
Illegal Actmty 

12.1. (l^ Notification Pioccsis 

(U'j'FOUO) According to the ACIG C HS. if an FBI agrtil luts ica-soiiable gjoiuids to Iwlicvr tJiat 
a CIK liAS engaged in UIA (other than muioi traHhc offense*;), the C’HS nnisl Ix" closed, luiless 
SAC appioval foi contuiued use ts ohtauied (see siibserlion I ? 2 lielow) iTie S A must 
profi^tlv notify IX)J s CHSC or Uie assigned FPO attoniev of llie UIA and the leasonahle 
grounds upon uduch the FBI Ix^heves it has occurred Rea.sonabIe giounds exist, foi example, 
when an SA lias knowledge of a pendinp. state oi fedetal mvesligation of tlie CHS, pending 
ennunai charges agamst the CHS, or an adnusstoii honi the CHS. or if the SA lias infonuatioii 
from two or more independent sources or from one credible source, tliat tlie CHS has engaged ui 
illegal actiiity The SA must make tlie notification even if the CHS will be closed as a result of 
the illegal actmty llie ootificatiou to DOJ must be made in writing, i^jpioved by tlie SSA. and 
documented in the CHS mam file 

(fj '“FOUO) If tlie CHS’s coutmued use ts desired, approi^al must be obtained in accordance wttii 
subsection 12.2 

(UAPOUO) After being notified by the FBI the DOJ s CHSC or assigned FPO attoniey is 
responsible for notifyuig the following FPOs of the CHS’s cmiunal actmty and die mdividual 's 
status as a CHS. 

• (U^TOUO) The FPO m whose distnct the criminal activity prmiarily occurred, unless a 
state or local prosecuting office m tliat distnct lias filed charges against the CHS for the 
mniinal activity and there is no basis for federal prosecution in diat distnct 

• (U’FOUO) The FPO attorney, if any. who is participating in the conduct of an 
miesugation that is utilizmg tlie CHS or is working witli the C HS m connection with a 
prosecution 

• (U FOUO) Tlie FPO attorney, if any. who authorized die CHS to engage m OIA 

(U FOUO) UTienever these uotificaiions are provided, the C FP and die SAC (or the mdividiual 
to whom authority' has beeu delegated in accordance with subsection 11.1 . "Notification 
Designees ), with die each odier s concuirence. must notify' any state or local prosecutor’s office 
which has junsdiction over the CHS's criminal actiyity and winch has not already filed charges 
agamst the CHS for the cnnimal aamty. that the CHS lias engaged m crimnial activity. If the 
state and local prosecutor’s office ts known to already be aware of die CHS’s crumual activity, 
then notificarron by' the CFP and SAC is unnecessary The CFP(s) and the SAC(s) are not 
required to. but may (with each other s concurrence) also notify' die state and local prosecutor's 
office of the person's status as a CHS. Tliese nolificatioiis must be documented m die C HS's 
mam file 

12.2. (X' FOX'O) Request foi .\ppi cu ai of the Continued Opet afiou of a CHS 

(U FOUOj WTien a C A has reasonable grounds to believe that a CHS has engaged in LTA. but 
wishes to continue to use the CHS. m addition to reporting the LTA to DOJ m .accordance witli 
subsection 12 1 . Notification Process, die C A must submit a request for contuiued opeiatioii 
to the SAC fnoii'delegable) for approval (see subsection IS 1 2 C losing a CHS for Cause ). 
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Tlie 

• (U/fHhVO) TIm* WTMXismiS lutd dtaxtitm of dir artivrty 

• (l///F(JUO) Wlirtlifi ifr CTfS ha^ jxvvKfmly ^ ^ 4r1aii» of 

t)ul activity) 

• (U//KJIXJ) Wlirthn the CHS lias i^ioied aoy pfrvHW« adnvmishinmis 

• (U/^OUO) ITie ifi^ioftarKr of thr CHS to the FBI's nussioo 

• (U//F'OlJO) The risk to the public fifwn the CTfS*t illegal acUvity 

• (IJ/^OUO) Tlie likelihood that the CHS will engage in VIA in the future 

(U//FOUO) If the SAC approves tlic contmued use of the C71S the CA must re admontsh the 
CHS with legaid to particj|>aticm in UlA and re min d the CHS that the uidniduaJ ha& so 
uiiniunity from prosecution for die unauthorized activity The CA must dorumratf the recgiest to 
contmue CHS use and the outcome of the request in the CHS file 

12.3. (17/FOl'O) ITA Resulting Fioiu \*iolahoD of the Autbori/atfoo for lOefal Artnifr 

(U//FOUO) When an CA has reason to believ e diat a CHS has violatHl the leiim of his or her 
authorizatioD for partiapatmg in OlA. the SA must munrdiately revoke the CHS's amhonzaiion 
and foUow the procedures outlined in subsectioo 13 8. “Revocatioii of OIA Authorization 
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C'tuifiilmfiiil IliiinHii Simrrc* in 

Odimviso lllugHi Ai CivMy 

t Unkn tnuin ciniint^tiint'rs (lr<a ttln'tl m this mh iiini a <'l IS iiuy Ix' aiilliKii/t**! to 
pjrtit quir in irttain illepal w tivitv icIHinl to is ''oilinwisi* illrpal aclivitv OIA is ib‘riiH-(l as 
an\ artiMlv thal ^oiikl t'cmstiiiiic a niiiiinal violalUKi iuhIci tnlriaJ, stair oi I(m al Uw il a iMtsini 
wnr to in it without aiiliMni/alton 'l1ir OIA imist Ih* irasonahlr luwli't llu* (’iii'iiiii.slaiH rs 

which incimk' the saipr propia|ihii aira. jikI ikualuNi of iIh* iuiUwIuI ai tivilv 

15 1, (11} I’lohibitnl Acihilirs 

(I ’1^1 50) Aromdiiip to tlic AtXifllS ihr Ilfl must iipvn aiithoii/r a til S to 

• (TT^jTOIK>) P.iitif i[iatr ui anv act of \-iolrncc. rxerpt dial tlir ( H-S may takr irasoiialilr 
mrasiu<c*s of srJf drfrnsr iii an etnrtprncv In piotrv t Ins oi hn own lifr oi the lives of 
others apauist wucnighit fmee 

• (U 'fOUO) Paitinpate ui an act ilrsipnetl to obtain uifoniiahoii tbi Uir I'BI that would lie 
unlawhU if condiK ted bv an Lb agent (e g bieakinp and enteiing. illegal wueta})pnig. 
illegal opening or tampering with mail iH trespass amounting to an illegal seaich) 

(Ll'/FOirO) In addition CAs. co-CAs ami SSAs must eitsuie tliat any dangerous conmiodirv or 
tlctn (such as a fueann bod\- arraoi , explosives and the like) does not leave law enforceiueni 
(}-E) contiol' and lliat dings do not leave LE contiol absent specific approval fi^oni tiie 
3|ipio(xiate headqnaiteis official 

15.:, (niieilOLV 

15.2.1. (11 Tier I OL\ Dermilioii* 

(X' T01.50) The AGL* C defines Tier 1 OIA as any actis ity that would constitute a 
niisdeiueanoi oi felony iioder federal, slate, or local law if engaged m by a person acting w'lthout 
authonzatioi) and wluch involves any of the following activitv 

• TOLO l The coratuission or the stgmficant nsk of the connmssioiL of any act of 
vaolence bv a person or persons other tlian die C HS ^ 

• (U TC'tUO) The COTUipl conduct, or the significant nsk of corrupt conduct, by an elected 
pubhe official a public official m a high-les el decision-makmg ot sensitive position in 
federal state or local gos^ninieiil 


* OJ) Per AGG-Doin and AGG-UCO . m a coiUrolled mnsuction. the itemts) wii! be monitored by the FBI uid 
retained or seized it the cooclustoti of the traiuactioQ 

' <U FOUO^ MChUe the .AGG-CHS dehnitioD of Ttci 1 smlaueos genatally does not mclude potential MoUtioiis of 
tbe outmal sifpoii statutes uu&nincb ai the below*hsted sis foctois are rarely nu'oK'ed FBI picnce is to treat 
petentul matefiai stij^ort statute iiola tiotu as Tier 1 violatiocia, retpniinE the approvxt of the AD Counienertorism 
Dwi ston (C TD ) and of tbe DOJ 

^ tV) Bookm^tne that n sipuhcantl)' associtled witL or substai^ily controlled bv otgaoized enme orduunly 
will be widun tbe scope of this definiuoti Thns for example where bookmakert has'e t fininctrl reUnonship with 
member -; or associatet of organized emne and or use members or asmciates of organized crune to collect tbeir 
debt; the conduct of those ^okmafers would create i significant n«k of violence and would therefore fail within 
the defiuitiOD ofTie I OLA 


8S 
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m * Viyxmtnif^s 

(if) H'jvfufi ?s<*w<r / fjWtflr 


• fW mjuufuUMttnf, nnptitUDf, p m^m t a m * *0 

( tmijollfvl iH » fjffmttHiy cqad U* m rxfrt/knf Aow" m 

IJiiitrcl Sialf^b St^iiirtu utPj TUSV #) 2l>i Hr/ i ) 

• ([//^l‘()( JO) Wm iwM^.t'A Irm of tvA: rifmmvkd Iom «> an 

U> <n vucjfvfhnff, flKiw* mitnut^ i^prf.iiirti m (j^.r 7Jtil 1 fb/ljf f) 

• (lJ//f*OUO) A QIS prmidfiip 10 my p^nvjfi (other linn m fW nfrait any imTir-it. 

01 rxpeitiM* liiat is imjti/my for dir <on«rn«»ioB of a tr 4 efal i 4 alr or ntfcasr dsatf 
Uie |>«%o!i would othrr wiJir have dtflhaihy ohtimMifv 

■ (lJ//fOUO) A CHS (irovidinf io any person (other dbao » f SS i ai ae at / any {|a»My a 
roritrolM ^>stanre an explosive fvrarm ether daofierous wrapoei or nem db# 
po%es an urunrdiatr aud sif^uficant diteal to ptdjftc ui£ery VRifa hidr nr do ec|W!exriKA*nf 
it«i retovny by the HJI 

i .^. 2 . 2 . (l^) Tier I OIA Autbori/atioo 

(U//F(JUC>) Tier I OIA requires advance mmen a^ovai by ihr FO SAC The CHS OIA iiie 
file must contain Uie authorucation in accordance with ^ l i ■/ . ^Eecdrrflreepn^ 

Proccdiues 

(U//FOLJO) In ainunal investigabons the SA tzx»i cootarr (fbllownf the SAC c afipr^vsrf*) Ae 
FPO involved in the investigation to obtain die appropriate CFF audianzaiaoD m TV. 

A^i CHS allow tlie SAC and CFP to agree to desgrude partiodai miividu^ M #k Hpervawc^ 
level (1 e., ASAC) in tlieir respective ofBces to cany oul dK approval foocSioos aangoal to thec« 

(U//FOUO) The appropriate CFP for all imestig^jcifK except aaftogal secairiiy apKcai^AioRit k 
die CTP w'ho. 

• (U/TOUO) Is paiticqiatmg in an FBI isvesJizattan dia a HtdiTar^ ^ CiS « werioaf 
with that CHS m ccwinection with a prosecittioD 

• (U/TOUO) Would have pnmarv junsdaction 10 prosende the OIA dia v«sld netafie a 
federal law 

OR 

• (U/ TOUO) Is located where the OLA is 10 occw 

(U'''FOUO) For natiotial secuntv ujvesugauoos or Ibrci^ nseflsesKe asttccUae, ffle CA mtf 
send, upon SAC ap^oval. an EC to the appropriate FBIHQ openttaoal nati id dhtam AD 


’ CU) Tbe citaiKHu to the L’SSG ai# to the 2005 edmon Be&T»rw te< prfBcadr US^ sec^an dfrafeahrf 
re main applicable 10 the mesi clofeiv conerpoeds? USSG irk'd m si 9 fck$>^aat edtedw 1.2550 a 
that the cUedUSSG provtaKOia aie aioetided Tkia. nis laeBcdd da: the ted wEIpt posse afaas irii h r‘5is«ip^ 
re main applicable tD the birhesi ofEense la the Qk^ Quuuu% Tthie % ndse tet 

ihe fotinhbuUet pomt of lias sufeiecoao wdl [emwE ipplici^ ic dete aai'wK dsi » hmmr edaoos te 
USSG. trigger seniencmg esbaiKeineiiti asstv to do* irt fesd m the »3SK seiraee TB- ! WV's^' 
aiobisiBhes m diis regard shoidd be moh'ed by the .5AG fiair te CnKaailhs^iaa 

* (U FOUO) UTule tV AOG-CHS 0 ^' reqaire SAC q ip igui i laieafclv saxws FBi pncace te saaKab iiwwto- 
matters ^ to obtain FBIHQ openiiooal AD approvd after the S AC bto ippt^'ed te OlA me tecftjsiawd mt 
appro'i’ed request to the appropEute DOJ aode^' kx ns ^yv^al The FO ^ a*«i.4» DO? 

approval m national secunty or Soreign adeiltgesiee' coyecHi^ sMtoiw 
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Stx RKI//Ntn CWIM 
C'niifidrnt»l lliuii^i Smurr IHilirv Ciiuik* 

;q]piov^ fbi dir OlA tlmraf^n , tlw Hill tQ opn3lttm:iJ luut tiiuM tcnwaiil th«* Al) ;i|)(novf4t 
rpquc«rt. m A dtKimiml siutalilr fm iltsst'nuiMtinii. to ihr 1K>J .tiilhoiilv (<« its 

j|ifnov'si] llir KBlHQ tiprj^ioiial unit imist ihrti rotlifv die itniiirslniji* I'O via lit', iijioi) IX)J 
aplirova] ot draiAl of the irijurst A ropy ol thr above 1)1 A lelatnl diM'iuiK'nlahoii must Ik- liktl 
in the CHS OlA sub file 

{C//pOLK>l The a{)piot>iiale ITl’ foi natioua) srrnutv- ami Ibieifqi iiiU'lli|»rn( e c ollet tion mallei s 
IS the AAG of the IXM NSD. of his oi hri tlesipnee lliis clesipiiee may In* ait FPO altoiury, 
bowevTi , tile ('HSC must verify that the ilelet’alioti has taken plac e withm tlu* leleviuil M*0 ll 
die CHSC IS unable to identify NSD ciesigjiec. die FO should ie<nu*s( assistaiiee horn the 
Opel alional unit at FHIHQ 

(U-’/FOlW) As pari of die afipiovai process, the SAC and C'FP authonziiip I iei I OIA must make 
speafic findings, set foitli m 'iub sectic»u 1 .1 1 . ■Doeunieiited Fiudiug^ ol Tier I ;uid I'lei II OlA 
Approvers ■’ regarding the proposed illegal actisatv, which niusl be dorrmiented in the response 
to the OLA request Tlus doctuiienlatton must be maintained m tlie ClfS’s OlA sub fde 

15.2.2.1. (V/^TOl'O) CFP .Atithonzation foi lauitled OLA Kelaled to Material Siippui t 
of Tei roiisio in National Secunt) Investigations 

(U/TOCO) For giudance on tlus autlionzation see DtOO subsection 17 6, OlA Related to 
Material Suf^xni of Terronsm m National Secuntv Investigations ” 

15.2,5. (IV FOl Ol Tier 1 OLA Einei gencs Oral Authoi izafion 

(LFTOL/O) Those autbonzed to approve Tier I OIA m accordance wvtli subsection 13 2 2. . “ Tier 
1 OIA Authonzatioii." may orally authonze a CHS to engage m Tier I OIA without ad\ ance 
wTitten doaimentation when they each detennme that 

• (U'TOUO) A lughlv sigiuficaut and unanticipated m\ estigative opportuiuty would be 
lost if the OLA WTitlen authoiization procedures were followed 

• (U'TOUO) These cucunistances would support a fijidmg to autliorize tlie OIA pursiLint 
to subsection 13 d . “Documented Findings of Tier I and Tier 11 OLA Approvers 

(LT' FOUO) In sudi an e\ eut the docmneniation requuements. mcludtng a wnften justification 
for the OTal autlionzatioii must be completed as soon as practicable, but witlun 72 hours 
foUowmg the oral approval ui Delta 

15.2.4, (I') Tiei 1 OLA Duration 

(UVFOUO) Tier I OIA autborization must be set for a specified penod not exceeding 90 days 
An excqjtion exists for national secimty mvestigatioiis or foreign mtelhgence collection, for 
wluch the CFP may authonze OIA for a period of up to one year 

fU FOUO) The Tier I OIA audiorization penod may be extended, according to tire procedures 
set fonli m subsection I3.6.. “Renewal and Expansion of OIA Autlionzation ” 

15.3- (V) Tiei U OLA 

(U TOUOj According to the AGG-CHS . Tier II OLA is any other activity' tliat would constitute a 
tmsdemeaiior or felony under federal, state or local law if engaged in by a person acting without 
authorization 
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l^.l.L f(I) 1 14^1 If C>IA AiillifH i/^Ikhi 

(I Wl'< JUO) I m II ( JIA tiif A4iv4iif r wi ittrti (Atwrit i iryjitr^A l^/j <Tw*Tj»fT* y 

<iiillii)fi/^lir»fi jii MitifniAfitp wiUi M 14 I in li O/A fAJiJtKjn ') ^ SAC. fV 

«4iilli<iii/ji1iiiTa nmtrnfjiiK must < fAft..4ifi sfjrnfjK tirKliUf^ frj^^dirifr 
41 hvity 4.S set fofiJi 111 sulrieftiOTj ’ iW-f tw«i 1 1 4 iJcx iJiTirni«l ^>fT*#T I jrxl Tw ff 

f JIA Ajijnovi*! s ' 4iMf must fx- nutuUmni in the C f iS CjJA sub fsir fn sWrs tita# rnfm^ ranee 
llun mic p-uty nni'x^it io it*/ md r /irmniirii/ 4tK/ns CjfA witljottty must be recftieOrd m 
a/ toitUntr wiUi DIfKi vuWiIkjji 18 6 I 

13..1.2, (I ) C ooi dinxtioa Witli I f*f> Aftoi ii«>\ 

(U/AOUO) rPC) af/firnv^l is wit requiied f/n T'qie IJ OfA f JowrsCT if xo f K^aitorw^* 
assq'ited to wi investig 4 tioii in whith tJie C MS is asststinf^ vid (he CHS u experlrd In testify 
(A must t-nsiue t)i4l tFie FKJ attorney is urAtfied in ads awe of tiie OfA jf pr^ticabie Tljr OfA 
fctjiiesl must d/X'unienl the Ff J s witten or oral Dottfiratioo in Delia 

l.^..4.5. (!') tier If OlA l.ineigeur\ Orat Autboii/ation 

(L;V/FOUO) In ratraoi dinar V nreumstarKes an SAC. may orally authorize a CHS to e nj ^pe m 
Tier FI OfA without advance documeutation after detetrmninp tliat a hi^y a^itt&Lact aod 
mianticipated mvestigatise opportunity' would be lost if the FO were to follow OLA wrnteii 

authorization procedures In such an event die SAt must complrte the documcntatioD 
requirenients including as written justificaPon for the oral authorization as soon as practicable 
but witlun 72 hours Tlie CTf S s OIA sub file must domment this appros al comnutacation 

13.3.4. (T") Tier fl OI.\ f>iji atioo 

(U/.'T(J)UO) Tier D OIA authorization must be set for a ^lecified period not exceeding 90 davs 

(Ui^ 'FOUO) The Tier D OIA authorization period may be extended according to the procedmev 
set forth ui subsection 13 6 . ‘‘Renewal and Expansion of OIA Author izalioo 

13.4. (1) Dociiineuled Findings of Tiei I and Tier U OLA Approvers 

(U' TOUO) In accordance widi subsection 13 ^ and xbx^jor. i on OLA amboetzanjoaL 

those authorized to approve Tier I and Tier II OLA must documem m the CHS s OIA sab^file 
w'hetiicr die benefits to be obtained from the CHV s parUctpation m the illegal actmrv outweieh 
the risks uwolved Mid are necessars' to either 

• {U 'FOL'O) Obiam information or eiidence that is es sential fry the success of an 
uivestigation and is not reasonably available without such actas itv mcludmf tlkgal 
actiMfy' to numtaui the CHS 's cxedibdirv' and tberebs obtain the mformatioa or nidence 

OR 

• (U^TOl'O) Pres ent death, senous bodily iniurv or sisaificani damage to pcopem 
(U TOUO ) In making these findings the approvers must consider 

• ( L- TOUO) The importance of the m\ estieaiioa 

• ( U T0l"0) The likelihood of obtammg the informaiton or evidence 

• (U' TOUO) Hie risk of the CHS misunderstanding or exceeding the scope of hi.s or her 
authonzation 
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• (U' fTOUO) The extent of the CUS’s pxiiictpation ui the OlA 

• (U/‘'FOUO) The nsk of the FBI tieinf! luuhle to iiKmitoi the Cl IS's paibcipation in tlie 
OlA 

• (U'^'FOI JO) The nsk of \^Dlence, physical uipuv. propeity dania(*c. oi financiaJ loss to 
the CHS OI others 

• (U/TOF^O) The risk of the FBI beinp iviable to ensiue that the CHS does not leiihze 
undue profits fioni his or hei participabou in tlie OLA 

13.4.1, (C) Precaubonars Measures 

(U/TOUO) WTieneMM an SA has obtained aiithonzation for a CHS to en^pe m OlA the SA 
must take all rea.soaable steps to 

• iTJ-TOUO) Momtoi the acbvnbes of tlie CRS closely 

• (U TOUO) Mmmiize tlie adv erse affect of tlie OLA on uuioceiit persons, and 

• (U/'TOUO) Eosuie that the CHS does not leahze imdue piofits fioin lus oi hei 
paructpabon m the OLA 

13.5. (TT -Admonishmeuts Related to OlA 

(U' * CHS IS authoitzed to engage in OIA. rwo .S.As — or one SA ;«id one goveimiieut 

officLal as a witness — must review wnneti admonisiinients willi tlie C HS tliat state, at a 
minimum, that 

• (U'TOLX)) The C HS is autliorized to engage only ui the specific conduct set Ibitii m the 
wntteo autlimizatiou. and not in anv oilier illegal activity (the C FP's UTitten aiithonzatioti 
should be read to the CHS. unless domg so is not feasible) 

• {U/TOUO) Tlie C HS’s autliortzation is hnuled to tlie tune pericxl specified in die wiitieu 
authonzatiou 

• (U/ TOUO) Under no cncuuLstance may die CHS 

c (U'‘ TOUO) Participate in an act of violence (except ui self defense) 

o (U TOUO) Participate m an act designed to obtain uifoniiaboti tot tlie FBI dial 
would be unlawful if conducted by an LE agent (eg. breaking and entnuig. illegal 
wnetappuig dlegal opening or tampering widi die mail or trespass amounting to an 
illegal search) 

o (U' TOUO) If applicable participate in an act tliat ronsfitutes ohstnirtiou of justice 
(eg perjurs' wibiess tainpeimg wihiess mtumdation entrapment or the fabrication 
alteration or destruction of evidence) 

o (U/ TOUO) If applicable uutiate or instigate a plan oi strategy to comiiuf a fedeial 
state, OT local offense 

• {U TOUO) If the C HS is asked by any person to paiiicipaie in any illegal activity odiei 
tfiari the specific conduct set fbilli m the written authonzatiou or learns of plans to 
engage in such illegal activity the CHS must muuediiiely lepoil the numei to tlie FBI 
CA Of co-CA 
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• (U//l-()(JO) II) 2ny ^trttvity ttui) ifir <i|)mfir rondw t vt Ibrth m 

die ivTiiuii judiaii/;itj()T) rould siibjrd dir ( HS to nitntjruJ pfosmitKm 

(U//t (JU()) IfilirrciMirly Aftri irrnving thrsr aidiiiont^hnimis thr C HS iniKi usr h[i% tn hrr 
pHVDinil n»jiH' to (or iriilijJ) ind d»lr a writtm j»(ktKAvlrd^imt of ihr 4drnoni<thmmte (iirr 
subsr^ioti Ifi i , ‘ Paynnil Najur ) If dit‘ C 'ltS refuses to stfpn <n thus JU-itnowtrdjPTiX^ 
dit* SA ^id wiliiess who jnrsrtilrd dtr adiixrruslunml.s must doruuirnl dul thrsr adniormhinmfs 
were irvirwcfl willi dit* C'HS aixi duil dir CITS ac krunv Iedf^.e(j Im of her tindn s'ttndmfF of tbeni 
Aji SSA must ipvirw dir OIA adinontslimrnl dot iimmution ;i»d msurr that rt is numtauird in 
the ( US's OIA sub file (see sulist'ctjoii ! T 9 ‘'Kecfjfdkrepinp Procedures ) 

15.6. (1) Kenewiil and F^ipansiou uf T>IA AutliOf i/atioii 

(U//FOlJ(>) If ail apent seeks to reauthorize anv C 'RS to eopage m OIA aftei the expirsdiioo of the 
aiithon/ed time period or resocatioii of audioiizatioii or to expand in any materiai way a CHS s 
authorization to enpape in OLA Uie lequestmp apeni must fust comply with the procediues vet 
fmdi 111 subsection 1 3 2^ 2 ( Tier I OIA AudionzaUoti") or ji J_ J ( Tier 11 OIA Autitorization ) 
and subsections 1 3 4 (“l>tx itniented Fmdinps of Tier I and Tier Q OIA Approvers ’) and 13 
(‘‘Admonisluuents Relaletl to OIA ’) 

!3.7. (l“) Siispeusiou of OL\ Authorization 

(U'' FOUO) ^\1ienevet an SA cannot comply widi the precaunonarv measures desenbed above 
for lepiTimate reasons diat are luuelated to the C HS s condun (e g the CA is unas'adahle). the 
C'A must uumedi.atelv 

• (L' TOUO ) Suspend die C HS s audioriz.aticin to engage ui OIA until the SA can comply 
wiUi the precautioiiarv' measiaes 

• (I FOUO) Inform the CHS duit his or her audiorizahon to engage m anv OIA has been 
suspended imtil tliat time 

• (U/FOL'O) Docimient diese .actions m the CHS OIA sub- file 
13.8. tl') Res ocatioiJ of 01.\ .Viitlioi izatiuu 

(U' FOUO) if ;ui SA lias leasoti to believe that a C HS has failed to con^Iv with the terms of the 
OIA .luthorizatiou, the agent must uiuiiediately 

• (U/ FOUO) Revoke the CHS s authorization to engage m OLA 

• (U FOl’O) Inform the C HS dial he or she is no longer authorized to engage in anv OLA 

• [U FOl ’O) C oti^dv uitii the notification requirement described below 

• (fV FOl-'O) Determine wherhei the C HS should be closed piusnant to Section 18 . 

C losing a Confident nil Human Source * 

• (L7'FOUti l Document these .“ictions m die C HS OLA sub-tile 

(U/ FOL’D) Immedi.Uelv aftei the CHS has been uifoimed lh.« the mdividtul s audiortzanon to 
pajiicip.ite in OIA has been revoked, tlie CHS iiiust use lus or her paviueni ivuiie to sign aud dale 
a wnTten acknowledgiueui di.i! he oi she Ilis l>eeii uiformed of dus fact If the C HS letuses ro 
sign the acknowledgmeiiT the SA who infoniied the CHS must dot iiment ihe CHS s lefits^i) .wid 
wliethei the C HS verballv acknowledged receipt of die revocation The SS.A imisi review dus 
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f M(m‘i I' ('1(^*1 hI, Si 34 ( 4 % I ,oral, wii4 I rlSstl of H^i*1 

( )iri( 

J4 I. ft I OmiiI f ffi*-! atiou'i of I HI * Vriftj f jftk*'r 

fl /Z/l'f Jl )()J J(nnf itjMTutKm of 4 I IS Uk'“\ wimj tr^ f'fJI oaf tn fvtxf olfrf^ 
tUM'iaic 4ii I III f'H-S tf) » T/tKim r/l' miif isiJ to jIJ nfs-'/ot f f"; 

wljik ftTiikl < wtth 4fftAv *i)^ Af/*'; aftd j HI f^^jry 

14 1,1 fS//Nl ) foirit 4>fit'i alittfi Willi f lA,. I S^r, OF t Sff t<f AdvMrr **a4'Mi«wil S<w«r#t 

A nimi 

liy ( txin|;Minp ;0i«J fmMajrJjrij' dir 4ny >o«s^ t' |tS op*TMx:x^ 

dll* C IA tJSf I rjf USir wlifti due ptapcfyf of liir yooA 14 10 rfs^rfrr m odiW 

sprf ifjc siipjxjil to advarirr (;sCj iiatiouaJ «*nir fly ol>jerUvr*; Thai fexaaasmMMfa '»'di 
dociuiMTit the apenr u-s at^rnTfiral f »-pai<fefip dira f ^^fmibdjtie^ for fee joesi f KS f^jprr Jtsoc 
Tlie ap/rcmeiji ^lioiild I>e roittiitoK witfi er»cii a|>eixy' % poJacy xA my n^aitaa^ fsSefwffwy 
apjmiirnts Airas to address may urludr the of the lead agesry for tar rdmatf 

operafioTial period fesperially if the CHS v«U he operated in a Ibreijitn fjORartry^ vaiHfciyx: 

Lisktrip debriefing fundin g cfXTtnmnicaftom plans docarneTatawoo of feportag^ aid aarfe^T3f-f 
dissermnation 


14,2. fl") Solf Ojx-ratioii of sn FBI f HS bv .-^notber Ageoo 

fU' TOUO) Tlie sole opejaion of a CHS by aDOthrr agcnrv oorar^ when ace FBI CtS ® 
tempoianly turned over to smother agenc’v for operatKxi m a maOer of exri^gve ^cres! m 
agency The FBI. liowe\« must relmquivh responsibiiir. for the CHS fe die aedt 

lia\‘c no role m tasking, paying, oc ccmtarrmg tfe C RS ei '.j:sinectioo wft, ^ o^rr %faacy s 
mvestigation 

(U TOUO) In Older for an FO to turn m er a CTtS to anothei a^eixrv for idfo cjparaftflai 
agency the C A 01 co-CA must submit a request for SS,A ?ppr!?val that includes iie l3^»»25f 
mfoTOiation the name of die agency, d^ name of the agency oi^jk>«ee wfa? wdl baadSe iiE CFS 
the nature of die case tn whidi the CHS wall be used aod the accicipatod ^ the 

operation In view of the potential Iiabdiry cooccms of mamtaxnicg dae Cl -S s^ oprai scales d» 
CHS must be closed while being operated by the ocisei acencr In rare CH?:is^^»re4 tadt *t 
those tliat mvolve the CHS s mTeUieence value or poiralial to assist oeig FBf aperabaos she 
C HS niav remain open for up to six mooths while betng operated swkh. H ‘ts? agsacy 
Dunug die penod the C HS remains open all arbnuustratr.e requaecaera'i lami be perfetaoed 
mciudmg Quanerly Supemsorv Somce Reports 'QSSsU FOASRa amol sw^ds cfassda md 
annual admonislunents In condoctmg the C^SRs. die SSA rraisase die narjre icgl itsarion 
of The C HS s use by the other agency and deTeimato wheiief ^ s»e b aegae'^iel’i a^srtirsg ^ 
CHS 5 use to The FBI to the extent dial the CHS ^«mid be chased .Alsbotagh the FBf is ixm 
responsible for vahditine die C HS s mfomiatKEi of operatioc efcaEif dw pertod CS& t« ^sa 
of die FBI s control, the C A luusi make reas^^aHe effesii k* peaodK:^. at eysv iay? 
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al'iAin iiiltniiMtioii llic' nlhn .jfunK y ( I IS iMVttM'itls ^itl 4iiv iiilctinMiKPi; (hi* 

i^hei V cm punitir iHMnnp <nt ihr ( IIS s pitnliH tivity fi'lul'ilily ruul t mlihttify I Ins 
iitUnm^tiini must tvr tkti mnrtth'd in iIm* C lls vvtli*l.itH>n miIi (ilc 

14 V (1 1 Ol'dt Ininl I iflit OfTici* 0|N’inlioii oi m t IIS OpfiHtiiii! Witliiii Aiinlli(j f Ml 
1 iHil Orrici' 

VOUO) A 1 Its ttuy ivivik foinlty wilJi two ni iiwmc I III I <K It ll«'< MS irsnU**, in riinvrs In 
OI works m Anodit'i HVs tnniotv ihc ollicc of oiipm |(X>) nmsi notify tin' SA( (oi diMfOns*) 
and .til odtn iiivoUrcl Kh of ilir I flS'y ojieninp tin* (X) iiiiivi ilso nolifv tiic I fts ol thr .irca of 
antu tpjlcil ixtvnUnn .tnd tltt* natil'iration innst tir iWn imH'nUil ni ll»* i HS I>c|ia file Hie < A 
and t o r. A nvtv bo lot atcd in ditTnmi ofTit es if il will tuliHiicr tiic < I IS o|KMatioitHl 
etti?ctivcnrs,s Hie lX> is rcsiMnisiWc foi iiutntaiinnp llir ( ’MS file .uul if llic CMS is jntnlly 
the oihet Ids involved in I'lieiatuip the ( llS must file all iqHJits of inibi inatioii 
rei eived horn the (“MS as well as any lequiied doriuuoiKation (e p pavmeni ui for iiia lion and 
let^eipfsY to ihe (Kt file Similaijv boUi olTices niusi keep tlie olhei aiJiuvseif of Liifonnatioii 
alTK'linp tlir FO's in\ estipati\e fnopiaiiLS and any clianpes in tlie ( MS 's status To m;ike a 
pa\Tiie«i to a CHS on belialf of .tiiothei FO, see ulr ^xliun 1 i ^ Paying a CHS 

(C F(U In siluatiotis where tlie OO Ilis teiiiptuanlv turned over a CMS to anotlier FO for 
c»|x*i attonal use tti lliat FO s mvestiealioii the FO usiue and tasking die C HS is i espousihle fcn 
eiisunng that all connmmications pertauuiip to liie CHS s opeiation (eg lepoiling ojyeratioual 
ret|uests pavment documentation and validation related uifixinatiou) aie promptly eiiteied into 
Delta C HS payments made by aiiothei FO are addiessed in siibseviion 17 1 Payments to 
CHSs hv Other Field Oftires Hie FO tasking the C HS must also keep the 0(3 adx ised of any 
information it obtains from the CHS tliat would affect tlie OO s uivesfigative programs EXinug 
the other FO s operatiou of tlie C HS the FO tasking the CHS must contnbute to the OO s 
pie|VTjatiou ol die ( HS QSSRs and FOASRs and ensuie coinpliauce uitli other adniiiustr.ilive 
reqtmenieDis. including auiitul records checks .md admomsiuiieuls If the otiier FO tasking tlie 
CHS has used the CHS exclasively for a six-monlli period and is likely to contuiue this use die 
(3(3 must reassign the C HS to the odiei FO 

J4.4. (I FOC O) Opel atiau of C HSs in Aiiothei Field Oflfice’s Terr ifoi'y 

(U FOUO » Hus subsection concerns CHS domestic operational traxel m winch a C HS travels 
fioni one FO AOR to aiiodiet FO AOR or from a foreign country to die United States to conduct 
operational activity This type of travel includes foi example a CHS traveling from lus oi her 
assigned FO to anotlier FO to support an uivestigation a Legal-assigned C HS tray ehiig to the 
United States to support an FO uivestigatiou or an FO aysigued CHS who resides lu a foreign 
comitry tray elmg to die United States in suppoft of an uivestigation See nt..,eclion 1'^ 4 1 - . 
Foreign Based CHS Opeiational Travel to Uiuted States (Domestic (3perational Travel) 

I U FCJU(3 i An SA seekme to conduct a C HS operatiou in another FO s lerriiorv must obtam 
prior concurrence from die SAC (or designee) of die oihei FO m vviuclidie operation will occur 
if pi actic .ible If not practicable die affected FO(s) must be notified as so on as possible but no 
later dun frve busmess days from the date of die operational activity Hie 
C H!s Travel TT Achy it\' Recurest Fonn. should lie used to document the prior coiicunence or 
post-operation notifrcahon of the affected FO(s) U the form is u sed, an infomial ion -only lead is 
sent lo the recen mg FO for sinunonat aw^ eiiess Hie use of the does not 
preclude mfoniial oral or ysTitlen contact berween FOs to coordmate die CHS activity 
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1^. (IV/FOl^O) OiscloMiiT of H C'oitntloiiliHl lltimmi S(>iirrf\ 

hleiititv 

« 

15 ]. (11 Piintiples of C onRdiMitialily 

(X' 'FOUO) Pnilertinii a CHS's uientify aiid relatjnnship willi tlip FHl is vital to tlip simtpss of 
that rebtionsiup and to the iiitepjitv of tlie ITtl s C'HS propiaiii C'tHisrt|iU'iitly, l- BI peisoitiiel 
lia\T an cbhgation to maintain tlte amfiiientialitY of any C'HS. which includes tlie C'ilS s identity 
and mfomuitiou recei\Td from ch legaidmg tlie CHS tliat lends to identify the CHS Tins 
oWigaboti continues after the FBI employee ends lus or liei eintiloynieiit and aftei tlie C HS 
ceases to be a CHS 

(U' TOUO) Disclosure of a CHS s identity' winch luctndes the dissetmnation of mfonnation 
received from or regarding tlie CHS that tends to identify hun or her, should be approved only 
wdien It IS legally reqiiued oi absolutely necessary to achieve unpoitant uivestigative. public 
poUcv* <w safety objectives This principle must be at the forefront of every disclosuie decision, 
even with regard to prospecttve disclosures withm tlie DOJ and among task force partners 

15.2. (C) Disclosure Authoiih 

(U' TOUO) Appros'al of the SAC from the office where the C'HS is assigned is required to 
disclose die identity of a CHS. unless. 

• (U T0l.'0) FBI personnel disclose a CHS s identity to another FBI employee who has a 
need to know the identity of the C HS to perform his or her official duties 

• (U'TOUO) FBI personnel make i^ipropnate disclosures to tlie DOJ when a CHS has 
been called to testify' in a grand jury or judicial proceedma 

• (U 'TOUO) FBI personnel disclose a CHS s identity when required to do so by court 
order law. regulatioir the AGG-CHS . or otlier DOJ policies (see, for example, subsection 
11-7.. "Responding to Requests from FPO Attorneys Regardmg a CHS '). 

(U TOUO) The SSAmay appros e the disclosure of a CHS’s identity in response to operational 
or administrative requests that by tlieir nature require disclosure of a CHS’s identity', me hid mg 
those lebted to sun eillance plans, arrest plans, requests for Imguistic support, jomt operations of 
C HSs, NTPO requests, requests to DHS for immigration status, and requests for DOS 
mfoniiadon Pnor to jq?proving a disclosure request, the SSAu m discussion w ith the C'A. should 
consider the necessity of disclosmg tlie CHS s identity, its potential for imdenniumg the 
confrdential relalionslup developed, and whether the CHS should be mformed that his or her 
identity wdl be shared as part of an operational or admimstratn e request SSA approval of tlie 
specific operational or administrative request serves as the authorization documentation to 
disclose the CHS s identity No separate documentation is required for disclosmg die CHS s 
identity in such circumstances. 

(U- TOUO) No mdu’iduai to whom disclosure has been made is authorized to make ftirtlier 
disclosures of the CHS s identity without SAC authonty'. except when required by court order, 
law . regulation, die AGG-C HS. or otiier DOJ pohcies Anyone making a disclosure has the 
responsibility' to achise the recipient of die infomiatioii tliat fiirtber disclosures or contact widi 
the C HS IS not autlionzed isuhout the express consent of die FBI 

(U TOUO) .All approvals to disc lose C HS identity must be dociuiiented in the C HS mam file 
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siJiptx'na rouil oidn, <n ittn«*si ^x’i«l«p w the tdmijfu mmi fA a f lfS frj rriatt»i in\olvH»f; 
iialimiaJ WTiuity «id (fIImt siliiatioiis a irqurst may br r/uidr to havr flir $ ftlr rrvirwwl ift 
cainna (ot paiK* by a jtJdRf* as appiofaiatf In ccitain cirniimiarrjrA Aw l-Bf may T^ft»t Am 
disclosure oOtdiei Uie CHS 's ideubty or iDfornution provided by Ihe CHS This ar tirai r^ruid 
irsuJt m liip dismissal of tlie peiiduip. proserution and must lx* rxxjtAtnaUfA wrth apfXfjpriatr 
officials from tlie FP() Any decision to withhold CHS infurnialiou rxHJst br ojordmated with Aw 
apjiropriate FPO and documented in the CHS’s main file 

15.4, (ll//F0L'0) Record of Disclosure of CHS Identity 

(U//FOUO) Disclosure of a CHS’s identity or relationship with the FBI as fined above inHt be 
documented and retained in the CfiS's file The dor uniadation must contain the fioUowtof 
information 

• (U//TOUO) Tfie specific informabon to be disclosed (e g , the CHS s name and adifress) 

• (U//FOUO) The name, title, and agency or department of ah indr.^duals «dio will base 
access to the information 

• (U//FOUO) The specific nature of the arcumstances. request demand or order that 
generated tlie disclosure request 

(U^/TOUO) The SSA approval of a specified operational or admimsirative request senes as the 
authorization documentation to disclose the CHS s identity No separate documentaiKXi is 
required. See subsection 15 2 , “Disclosure Authonly.” 
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(U) CtHifidrutial Hiimaii Sowr^ Pnlicy Ciudc 

16 . (iV/VOUQ) Adiniiiis I ration of Coiilidpolial Hiiinaii Schiitos 
16 J . (XL VFOl 0> C HS Files 

16.1.1. (IWFOl’O) C ivaHoB »nd IVIaintonanre of CHS Files id Della 

(U^'FOUO) I>eUa is the FBFs automated case imnagenienl system foi all CHS records All 
comimiiucations legarding die CHS must be entered mto Delta, unless an exerapboii is 


autbonzed in accordaiKe with subsection 16 I 2,, below 



16.1.2. (IV'TOX'O) Eiemption From C reation and Maintenance of CHS Files in Delta 

(UATOUO) Exemptions from entemig comniumcations into I>elta must be supported by 
compelling circumstances and approved by the SAC, die AD of the division iiianagmg the 
pnmaiv program the CHS supports, die AD of the Dl. and the Deputy Director (DD) None of 
these apOTovm^Mi&onti^^ia^j^^Iegate^An EC requesting a Delta use exenpftion must 
utilize provide the followuig. sutliout 

protiding any CHS identifying or classifi ed infonnation (additional guidance on completmg tlie 
request EC may be sought from^^^B 

• (U/FOUO) What mfonnatton is to be exempted &om entry into Delta 

• (U/ FOUO) Why eutr>' of dus infonnation mto Delta would likely comproimse the CHS 
or jeopardize the mvesngauon due to: 

o (U/TOUO) Sensitivity of tlie CHS 

o (U/'FOUO) Smgulantv' of the mfoimatiou the CHS is providmg. 

o (U' TOUO) Ctepee to which the CHS mformation is aitical to the success of die 
mvestigation 

• (U TOUO) How entry of the infonnation will: 

o (U/TOUO) Cause immediate liami to the national security of the Uiuted States 

o (U' TOUO) Cause harm to the FBI s abihty to recruit and operate other CHSs of 
similar cucunistances 

o (U’ TOUO) Impede die FBI s abihty to collect for bodi the FBI s and die USIC’s 
intelligence requirements 

• (U TOUO) How mtelligence collected from die C HS will he evaluated and dissenunated 
to otliei FBI conponents or outside the FBI tluat is cntical to the FBI's nussion such as 
thvsarting a terronst attack or odier national emergency 

{U^ TOUO^nw EC must set a lead to^^^B reriuestuig DD approval for die exemption 
request r esponsibl e for iiotth'ing die C.4 of the approval or deiuai of the request If die 

request is approved. responsible for pernuttmg the C.A or co-C A to uutiate die opening 

of the C HS. including the Unured submission required for Delta, as specified below 
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SKf KH /<^NOfOKN 

(l/J ( Htinori y>*nmr PoljryfHudr 

(U//l ()UO) Upcjn f«rivinf» tiie apjjrwa) tfif CA w co^C.A rrifist ;ill maficbicjry 

fielck in du* Della souit e apemnp. t imammujUHm sf> lhal thr CHS fMi be opened m l>tei 
mdn f«f die (TIS lo be {>aid) and lo msiiir tlui the QSSR and POAjSR are are ijfaftely rfirr^drCed 
However, to proted the CHS’s identity die aealed sUndardizfd rrsporoa^ to be 

entered into earJi field by die CA or co CA llie foUowtng is a hst of die maidafeM-y fields and 
die ies|xmses lo be eritererl 
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SI * Kl !//iSOI CHIN 
(1 I ivitiiilrnlul Htun^ui Soiiiir tSttn v ( 


• 0 ’ l ^ " I Apniil 

t (S TSI ^ I .nt<i .)« 1 iu.irr uilitmtudini 

• (Uf Vc>l 'DjC IIS AtM*SMiN‘iil (Sn Iuhi III) 

CV Nl )l iifci Nl* hn ilt 

l6.l A (t lot 0> llif> C Its nil P^iiri, lot Id'lin I 

(T. ' 1 01 *0) To ojxit thf ( HS Oil tin* C'A tn co ( A iimsi .tflcj llw < I IS in 

Drill* oMiijikir i full lU^ilr ww m r ronnimitu uiunt iisitip thr t I t 

trnitiljtr It^ .ilnl IIk^^Wu < o ( A ntusi rnsLui* iImI .dl .t)»|)io(ni.ilr Ir^ls «ur 

set Jud dts^niurLitCHl \i4 hud ropy In .bLtuioii ihr s niiiutb*i Assipuiyl to llir ( I IS 

wlim hr oi >hr wjui rr^Mnnf in Drltj imisi lir lislnf in Uir liilr ol thr J'X 



16 1.5. (X FOl TTj t. HS Filf Slmctuir and C ontfiil 


(U’ FOLO) The C HS niam file contains all the pnsonaJ and adnniustrative infomution about 



i V FOF’O) bdt>niiatiDti not reported on a Delta form (e g receipts photographs computet 
piafouts haiKhsTifleu notes, consent forms l must be scanned if possible and uploaded mro t!ie 
afipropnaie file or sub-file Infoniiation ot physical items tlut cannot be scanned (e e a gift) 
be maiutamed in the 1 A section of the CHS file 
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ht f kf (/«"*» 

(If) flmimt *\f*M**' j ^ mtJif- 



I A. 1 . 6 , (I/) i UmfyiHifi ( IlH htU/imMlkm 

(I f//l '( )l /< )j If a f I fS » kftjrfund mffrtmmoD m tfn; s^mMm be «r Ae rdterfr 

nuitrfs of natjriruJ smirily f<%futfinf rta«4tfiira^ic» d»t ffiribntnabQS mmt ?ifftafini^4ry 
clajtsjlird in a^x^cndaiHv* witli ^ t atmmi f ''rj?<A»fKSRirX/^ 

lliis guiili‘ 1 ^‘cilif^ a^m lufof nuiiofi Ifaaf nust lx* cbmMfied. 4r fhflnnri^(j; 

• (U//f (>( /< )) Cl IS 2 ififof mation provKled by a C l os matten pe rjauMi^ 1» iwyoodf 

Kcnuity that allows a ri*at>cifial>lr of tac idesMy of Ihr wiMfJt 

• (U//l'OI JO) C 'HS i mfarnutifm fifovtded a CHS ob matbefi ptssmma^ tet walkt^si 
fiecunty tluii due% nol allow a ffasooable in£rfmrr f4 jdnoUly dT tfar toaosc 


l>lta via a gentraJ purpose insert dmotmg the location of dr lut^Mx repoeftfic or 

infoimatioo Until an appropriate tool exists for elerlrofw: storage fir kmik<ja^t ^^^scaeai wmmt 
be retauied in a secure location 



16.1.7. (XT) DocuDK-Dtiiig CHS Informatiofl 


(U//FOLIO) Information prov'ided by a CHS lhai is tcstunoraal m nature or bai letA^aem i^iiae 
must be documented on a C'HS reporting docunnit m a way that does bo* sdesBidy iht CHS. 9 
nnist be mamtamed separately from the CHS s persooal n^armauoe and ibe rfriwiinftng IbrCA 
provided to the CHS to con^lete taskmgs 


(U/(FOUO} CHS reporting documenis must ooy 
The documents must be approfffiateh classifiefl 




dr CHS by isysmt name or aadi; 
EB dr appropnar 


unclassified sub- file and apfvopnate opcrattonal case or loie&geBce files 


(U/TOUO) Infonnation provided b>‘ the CHS that is noc mefiigience or tesOBDaoit m mattes 
must be documented in a CHS contact report and mamtaard m the vabdbm odb^be A fxamtei 
report is used to document following 


• (U/ 'FOUO) The C A s t^seriatioiis of the CHS 

• (U' TOUO) Disclosures of infonn^oo to the CHS si cnmExMB a ^sksig. 

including any docunmis gi^ en to the CHS 

• (U ' TOUO ) Personal mfoananon regEarduig ilr CHS, grfairbng ^ CH; s. firwry* 
bealdi problems major life changes, aod aaomabes <e.g clawgrs m the CHS x 

or behanor) 

• (U TOUO) Any derogatory information received from odrr CHS# 

• (U TOUO) Topics discussed witib the CHS inrhidtag ary tapm by &e CA 

« (U TOUO) Each person (vesem for the meetiaf wi& the CHS 

• CU' TOUO) Other infomiaticHi thtf may i^pci dr CHS s sluiliAty or €aBilildt^ 
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SI I Ki I fsnioHiN 
(int (nifiiiriil.i.il IliuiLiJi Stnuii' INilii y t 

(H.'! OUO^ lU'lli tlir 1 IIS tqhHtiliiHli^ luiw'iil .uni iIh- Mml4< t ir|Hnl innsi Im ll|rli Lull'll inlo 
l)rlU willini ti\r lniSiUir‘.L iljys ol <oiil.ni \uilli lln’ IMS 

lit I '' I |l I l>iysnniti4lion of i IIS Kc|Htthii}( 

(!' 1 tH Uo\ '.iilisc'iitiui iwkbr' sr^ llic ili*,»-nmiMli(Hi of I MS ti'|*i)iliii|* th.il tlitc*. iMit li'iiil lo 

tiinUlH thr 1 MS I 1 k' (hsM'iuin^tioo of I IIS tr|>oflnM' tlnl Iniits Iti lilrnlity (In* ( I IS i>. lir.iliNl i<. 
j itis»)oMlir of till' I MS ii uli'iitiM uitl i‘ *ltlirssnl lo 1 < Dim losuir ot J ( oiiliil<*ti 1 i.tl 

Himuik SotUiT •« KltitliU 

( I ' Vdl iM 11 k* ilivM'iDio.itiiKi ot i I tS i\ nii oui.ij[*i*il .ittil sUouhl Ih' iiijwIi’ 4 V.itl.ihlr to 

nkrntlvi'^. ol 1 1 flir Ii tu fiilul lolluKitir' viilli (nofin rlf‘.u.i}Kr it il ts within tlir mojm* of IhtMi 
mi>sif>n tsrr t H • Sriiitni l-M DrAnuiiuiion'* air tiutb' Uiioiip*)) an intrllij'nUT 
iqxnt tllK) oi cHhn <l«Kiinim(v ■ icalril toi t.hr piiifx^ ol siLuiiip 111I0T111.11I11MI (r p’ an I.IIM an 


uiieUi|*rtKT -ivM-sMOfiii :ui tiilt'llipTnii r IniJIftm of siiiuLul I'oi »i<M ojiM'tilE; nol < iralff] ftn thr 



ir|uxtino imisi lir l»>srlv ir\irwT*d piioi to disvntntuitioi) anil triUrtfil tn jwoln t the idriilitv of 
tlir i IIS luilokL Ihf tliM lo^mr of hr*. 01 Itri Ktnitifv is insfilird and anfiimi/rd in ;kTOid;uicr 
vsith "f ’ ’ Distiosiur AuiImwiiv 

1 1 I til <.11 \MiKhr\CT dissnmuation nirthod is used tlie CA must chu uiiieiit the dissmuiiation 
oi I lls uirludifijS 

• 1 0LO) Tlir nanir of dir pefsoii to whom .-uid m apeiu v to wluch the infoniialion was 
iliM-losed 

• (1’ T OI A drsmptjon of the mformation disclosed 

iV 1 tH (.5 1 The dissrniuwtion tecord must be mainiaiii ed ui the CHS s file and can be a copy of 
the disveininatcd ikn:uiiiml (e e .1 cops of the IIK 01 LHNfi The dtssennnati on must 

lx* clatmed as a statistical a< comphsluiieni on llir souire contact iqport noting 

the fele and seiial nuiiihei of llie disseminated infonnation 01 a desciiptioii of die uifotmation that 
was diSi loserf If die infontiaiion u as tlissenimated in an HR tlie HR iiiuiii>ef should be 
irteienrrd on dir somce contact leport In aLldittou disseniuiatton lioni the CHS file should be 
doairnnifed m the FOASR 

iT' TOI (Tl If die C HS s leixyitiiip was used in a court dcKiuueiit. that fad must be claimed as a 
statistic on the source contact rei.50i1 it the actmu meets the tlueshcld foi clainung an 
srcoii^iIisliiaeiH It ibr t HS testifies in a court piot'eeding clainung a •taiisucal accoiiiphsliment 
on thr somcr ccmiAci report is siiffiaent <k>ciuitfntition Foi reporting at levels htcljer dun 
SEC RtT tlir rlertioiiic file kvatron miisi he noted in the Delta file 

16 1.8 (1 > Retruttou of f Hs Files 

f I TOl'Ot The Nuioiul .Aicluves and Recf^tih Adniuusir.uinn t'N.ARAi has desigsiated CHS 
filrs foi peniunrtil teteniitin nirietoie recoids tebtuie to CHSs must not be deleted 01 
desti ^'%ed 
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SI I HI 

(if}( HimiLBi *UmiH y^Ai/ y * rtt^ 

trt 2. (IJ//I Of/O) t IIS ^iti»il»w 

(VfiH )! l< WImii di IIS IpN' m iMhd fV fJtS t% m* S hfvHtvSt fMmii*'* 

whw ii llif < f IS filr fii*r/jl*''i jaMn\m Mi*y Jso Sr ifi tAndfiy iw' ^ US jw 

< fiffiiiiiujx dinniH srtil U) triim fpynmurtH dfr/am tt** (f H tA^) mA *t> ifUnmi I HI Aty mrmtA^ llr 
S inuiilM'f iiiiiM PKrt lM)wrvri br thv A to tf r f I JS 

I6..1, (f l) \tfifM' 

(lJ//|'()Uf J) An SA mijiit d payfnrriJ lunr u> a HS to rtaMf tke f. }iS to \tyip Af * 

siic li as pHyiiinit rn npls OIA »krionisl»nrf(*», a yn\iGt ao4 tigi^aumva/i 

( (>ns4‘nl fcnnis ifi a r ovril tioimn lljr paynkfnt ruttw omM tnacfto wtftan ^ fO P testy 

f tmVtin Ixitli and ntiml^rrs bwi mii«i not mdicjsftr thr !/'*r idrawy Tlbf 

uf litr paynM^il niuiit nuisl Ijr drK'unvTfU*d m (Itr CHS *, timn Air Tfar ptfyrtimi raarar ntjt 

a|)])eai ui afjy diS‘rf?niMHl>lp doc wncfit rxcept for rjxaawMafJiMMA to ‘Jf/) 

1A,4, (IJ) f (Mil* NaiiU' 

(S/'/NF) C ode names may be used few CHSs wiio are DA* nrwa DA* mfOKi opaMv/us Aritr^A\ 
RJHs cw lUHisually sensitive CflSs and they should be obtained hom thr appr'ipiiato^^l wwi * 
code name^code word database C odmames must be unu^ to tbr CHS aad ppr.vrjKH 
witlim tile FBI 

!6.5. fIV/FOTT>) < JJS Dnisioit'NC l< “Stop Notkes" 

(U//F(JUO) Wlien the ope ning c omnnHuca^op for a new or leapeiied CHS » ooBpirled md 
approved the appropriate must notify' C JCS to piaor a querv ^ert aonfrakioB COA.V 

previously known as a slop nonce ') CJIS wdJ flaf tbe CHS record antfw 

biometrics mfonualion When an NCIC inquiry is made od the CHS QAS autoEOlKaSs 
triggers a notificatioti to CJIS and C JLS m rum wdJ notify the FO of ine mqutfv TW CA Sks w 
obligation to ascertam the basis of the MTIC mqmry and take whasever actioc nsw V aerp^vHcy 
to resolve it Tlie QAN will be placed m the mam folder of the CHS Gle ts Dcfea liSjeu a CHS rs 
closed. CJLS will cancel the QAN on the CHS 

16.6. d") Positive Records C hecks aod Conrun eiire Co Cerate 

(U/ TOUO) If a records check deleraunes that a C HS t» the sofafect of mi oe^aas FBI 
investigation, the CA artenqWmg to open the pasoo must hrsi obtain th^ .otacun^ncr ’si the FO 
SSA conducting the investigation The coocurrence nsisx be dooKnemed in ^ CHS v mmc hk 
If the CHS has outstanding ennunaJ charges the C.A mint contact ^ fssasz^ agea: • If uie 
jurisdictiou vnth the outstanding cliarges is not wilhiig to extrachie iheo the C.A jsmma dec^iKE 
that fact and the individual may be opened at a CHS For etadaoce on ^m%es see 
7_L3_. Fugitives In addition, an FPO mas have to be oo&fkd i see .z. : . _ 

Notification to DOJ of die Investigation or Proseniooe of a CHS ^ 

16.''. if) Field Office .Annual Sonic e Report 

(f FOL'O) The FOASR is the FO executive managemeni s re' iew ef dit* CT^ Sir The FQASR 
IS a critical tool used to assess the CHS for cootuKied operanon The C A mttfr pcpi idr detaiiird 
information regar dmg the CHS relevani to each tops and qoesaicwi m a^e FO.ASR. .A 
and complete FOASR enables the SS.f ASAC. S)d FBIHQ w accur^rtv «se$i ■me CF^ s 
operation and provides subsequent handler s with all HUcszn^ion pertiueair lo the : aeicsied 
operation of the C HS The ASAC is respecisihle for ensumg dm squads r-Jnil 
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si < HI rmnioKN 

(1 n t%itt(hlrtilul I liinuii Smiii r IVtlu y < iiiitk- 

Attics limp l<> thr sliutit^ils set I mill m ihi« hc< turn In *<t<lilKin AH At <» *ir tt‘*i|Kmstliir liit 
tlir c<ini|ilrti<m Aint stitninsMiHi of Ulc I li^ASK tiy I)h* ihit* ibtr )1ir ASA( ■ 4niioi liiiilici 
(Irtcfiittr dns rrvfsmsififlih 

O' llif t A miwt rotii|ilrtr dir 1 1>ASK in t V(l.i jiiimmIIv ImmiI on iJir iblr oldtHSiiiij' 

ten tlw OIH Itvr t t^ASR mnsi lie jiifnnvrd hv tlir SSA aimI ASA( 'llir IiimI 4ti]iiov<‘i iiniM 
snfntm Uir iXIASR via I VlU within to lUyi of tins aniuvns^iv *btr If the t'A ts luuvaibttir to 
imniiilrtc ihr I'OASR the ro t'A (who is 4n Mil SA ukt no! a 1 1 (>) nuwt iiJiinilrir llu* H)ASK 
If 1H1 1 'o CA IS av'aiiahk* the SSA iiiuh! nisinr lh,it llir l-tlASR is < iHnjilotril in oiiks (in (hr I*t) 
to irmatn in iimyliaiH'e 

Ift.Jt. (O t^iailrih Siipi'i iiMH \ HnuiTc Kr|ioi! 

(I' TtHKl) The SSA must inepaic a QSSR foi rarh ronsrcuUvr *>0 I'afrudai day peiiod foi can h 
tllS file assij^TMsI to die SAs iiikkn thr SSA s sniieivision Tlie initial 90 tUy lalculation 
stilts on the CTTS filr mieninp date llie SSA nuist coniiiletr Uie QSSR lesiew wiflitn 10 
l alfiidu dal's of die enti of die CHS a 90 day t vcle The SSA must leview all suh files fen each 
tliS tncludtnp, speeificaltv the Sub V (validation) file to note any sipiiificaiii aiHniialies (e g , 
potential dnopatoiy infoiiiutnni about die CHS, siukleii and coiLStant retjuests foi money 
eoiitail infnniuhon indicattnp substantial change in lieliavnoi lifestyle oi \Te\vpouit on issues of 
past ttHKirtaiKe) that octuned m the Usi 90 diys If anotiialies exist the SSA must doi'iinieut 
what action has hem taken with lespect to add es sing die aiKimahes or explain why no artiou is 
orcessary hi addition die SSA mast consult with the ASAC’ regarding die anotnalies. and the 
ASAC s ecwcuiTeiKe widi die SSA s couiyc of action must lie documented m die QSSR An 
ai'ting SSA may not conducl a QSSR of his ot hei own CHS file The actmg SSA's ASAC is 
fespottsihle for conducting die QSSR of die actuig SSA s CHS file 

lb 9. (T'l Atmtial Dataha\e C hecks 

(U' TOl'Ot The FO must conduct quenev of FBI umverval mdices ELSLTT and nmunal history' 
on an annual basts, as measured from the CHS file opemng date Other database cJiecks (e g , 
FuiCEN. TECS, or aval coim records) inav also be conducted annually, if applicable to their 
repoftuig All quenes arxi then resuhs lucludmg detogatoiy mfonuatiou must be documented ui 
die CHS s nuui file and noted on the FOASR 

lo.lQ. (C) Documeutiug CHS Deiogatoii lufotmatiou 

(U FOUO) If an FBI eo^loyee receives derosatorv mfomiation on an individual whom he or 
she reasonablv believes to be an open CHS. the FBI employw must tequesl that die CFR staff 
comhict a Delta querv on the name of that person to determine wbeUier the person is a CHS If 
the person is identified as a CFK the query will alert the agent assigned to the CHS to address 
the query with the agent requesting die search The assigned CA agent must then document the 
uifonnation lecen ed to die \ ahdatioii sub- file 

1 6. 11. tV) Othei C HS'Related Dwouflktioii Checks 

{U TOCO) A TFO or an SA may request the CHSC or CFR staff in his or her respective FO or 
riiviston to conducl a check of CHS databases including legacy C HS files, to deteniime whedier 
an indiiidual is cmrciith* or was prenously an FBI CHS The request must be in wiituig fe.g . an 
EC or 3 record e-mail) and hay e poor approi al from the SSA of die requesting TFO oi SA Hie 
SSA must evaluate the lequest to ensure Hiat sufficient justificaiiou exists to seatdi FBI CHS 
files and dut the lequest is not capncioiis ot .in unpropei use of resomres The SSA must also 
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M r Ml I 

0 ) f J f ijffiiiri ' 44H r f y f 

iitMuf flat lilt h ijSuituily tt ljit fi Ui A vri *11 fly ** f riyynKidi par|?osf If 

ilw' 111(111^1 r ijijiTiivt'ti ji/it! iIk'I'- I' 4 ir'.«ili OiT f It'/; in * willk flSi" 

f A fil jfiy) intiU fiiv tt/ til* -iiif '*il / tf»- * M ■> *^i4tr4 isai le 

IK** y to iJi*- i**jti#*»f (fivftli' 4ti<jti ill* ^^nfr.rrf 4im 

iitiiniiMiiofi <liv ofi 4 t I IS iiisi’i tir HMUtUtw 4 tr ^11' Mvi ‘iW iar ^ fif# fJr If 4 
\tAi< It yielii*i A wp^yw (}#/- t* tnij’ 'Vk rxiti*.* Ijt iiuffiii4»nr4 »> nif 

diitlKtl fi|f tf']4trt\ lot ns 

Ift 12 n //f tM f ») I of f H‘ I ifc \r*|i' r*> i>#4 f t|p* Irt f kfcl 

(mill- IJI I BiiiQ 

(U//I OIJO) al f>o^*'>i*^'jon of Ji ( U' f 4|I^ fj/ ri *#' ffjfalryr^ 

iwliviiliuj oulMtlr tllP mi ifllr*.' tf r pur s .< ' o s '4 jr, jf'iri kw * fi*4f7a5 

liulpt* N) cofulijt t 4IJ 111 <^4fiirr4 rx pailr tr-.ienM In P>* >f * 4*^ fli*' lifi? oar ’ V by 

SA 

(U/I-OUO) Should miJK^ iw 4i) f-O rO ^ ® par 

tilt* file may (jt* mtiI by I ill afi|x<nnl ranicis to tIjT tto ^ ; K3#» Sr* Aj?h SA*' appr-.' m 

IBis pforrss me tudrs f eminwo canine aod lurlhtxk af^cjved f Bl 

mforniaboTi For accM% to opim ( KS filrs i» IVlia s2>p 'lp/ ■ fn-»*p a S: ^ 

CHS s CA Wlim acc<S'» is ^anu^ by tfjr ( A tfif t/J SHVL wsK 
for die SA requestof 

(U//FOUO) SAC approval is not requurd for mpir’iS* for the * ri S> * o - 

Sfchon r\'S) miployees handling CHS y-alidalioD naflrr^ and fO*. 
leriu^ted mformatioo See V ’; ..ij .' C^mfidntfiai Hiaisvi Sour f '. -Ci a-vL 

guidance 
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17. (I 'iYFOrO) Coiiri<loiiti»1 lliittijiii SdiiiTP KiiiHi]ri)il IVInfItM's 


OJ^TOl^O) llie FBI niav ctiniimiKalr it CHS ftn srtvifrs jjul/tn triitihiust' his oi hri 

r:xpnisrs uiriinrd in luitlinwire of »ii )nvrsti^,atiVT' iiuttn . lurludtiif' tliosr CK'niiiinfi; in :i 
foingn country AJ] C HS tvayroeiils an- suhtfci to I B1 iiidu |hih eiliues 


(U FOllO) AU CITS pavivmit tmpirsLs iniLsi Iv suinnittetl thionph 1>ha vt^ 

PavitmH Reqiirsf ;«kI itroided tii the l>lu CF. {case exjieiKimues) siih file 
ckiciiments coiitainmp the Cl^S !■ tine ii;inie must lie filed m tJie I>elta iiuin file with redaeted 
copies sent to the CE sub- file Ujion pavTueiii all CHS pavninits must lie munediutely lecoiiciled 
witli pa>Hi«it leqiicsts in l>elta 


(IJ TOIJO) Ceilaui fiscal citciinistaiicesieqiiite EXDJ exein|>tions fiom statutes that would 
otlieiwise iwohibit tlie activiPes Tlie fiscal circumstances are delineated in tlie AGO UCO 
Howc\ er the applicable statutes and the requirement for a DOJ exemption apply even if tlie 
opeiatiou IS a CHS opeiatioii and not a UC'O 

(V) Tlie following fiscal circumstuices reqiuie exenqitions 


• fU'^OUO) The deposit of appropi iated funds m banks or other fuianctal mslitutions 


• nj'"FOUO) The piucliase of real propertv or die lease of space 

• (L^ 'TOUO) The use of projecl-generate income (PGI) to offset necessary and reasonable 
expenses inciitred 

the section 

fiscal circuin-staiices for additional details This pohcy guide is used only as reference for tlie 
paianieteis and procedure for seekuig DOJ exemptions. 

P.1, (I'l PasTnent Pi obibitious 


(1.' TOUO) Under uo circumstances may any payments to a CHS be contuigeut upon tlie 
conviction or pimishnieiit of any individual 

TOUO) In deteitiimiug the way to classify^ a particular pavmeiit to a CHS as a service or an 
expense the CA should not consider vvhetlier or not tliat classification nuglit result in a basts for 
an impeacliment at trial 

1 ".2, (V T orO) Field Office Funding for C HSs 

lU TOUO) FO fuaduig allocations for CHSs supponmg programs m the C oiinteiterronsin. 
Counterintelligence Weapons of Mass Destruction. Cmiimal Investigative and Cyber Divisions 
are managed by the operational desks and budget units ui tliose div isioiis CHS budgetary 
enliaacnoent requests relating to those programs should be submitted to die appropriate 
operational desk or budget mut Fimding djo^tions relatmg to C HSs suppoitmg the Intelligence 
Program ate managed by the appiopriate^^|umt 

1“,3. (U) S-AC .AjuHial CHS Payment Authority 

fU TOUO) The SAC has a payment authority of $100,000 per FY for each C HS Tlus autlionty 
is auiomatically renewed to S 1 00 000 a! die begmnuig of each F\'^ In die event dial die paviuent 
authonty of $100,000 is expended prior to the end of the F\'. die FO may request eidianced 
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ihunAti Stnarr FVjJk y ^ /ukV 


l>;iyiiHnil jiPilJirw ity of (XXJ An ^mnait fucct'dinff^ nrwy V if tfuff arnriurfl 

iH |rL*itiri(*(l fjy ( fwtsiflri-ilwm 

(U//101KJ) A iwp«*st Ifw mfianr H SAf jMyr/KTX autfiwify must mriudr* th#* ftAW^nof. 
mUmimlum 


• (U//F(>f Xj) nw f -ftS s S riuriibei 


• fUWOUO) TIji’ dotLtf afumint of the addjfjr^ruJ payment authof ity rwf jested 


• fU//FOUO) Sii|>|x>ftinp jusliJjf aliOfi fof the ariurnint reqfjested 


(1.X/FOUO) Tlie request EC mast be approved thfou;^ the Hf SAC and ^^^jaliwd in the 

file using the two or three-letter sub 51e desii^iatioo of the FO fjr FBJifO 
luut with primary responsibility over tfie program tlic f US reports oo The CA should not mt 
any idcniifymg inforniation of the CHS and should <wjJy idenlify the CHS by Delta S mimber 
Although all sub hies are restricted C A must use a|ipropriate 
caution so as not to reveal the identity of the CHS in the body of dir EC 


(U//FOUO) The request EC must include an action lead to the operational umt respooyble for 
the oversi^t of the cases on which the CHS is reporting The action lead must request FBIHO 
approval (according to the sqiproval levels set forth below) to continue to utilize and pay the 
identified C HS Tlie operational unit must review the operational benefits gamed fiom previous 
payments to the CHS and es aluate the opeiaticmal benefits likely to be gamed if the enh^iced 
payment autlionty is approved 

(UAOFOUO) The operational umt must advise the requesting FO and the approval or 

denial of die enhanced payment autlionty in accordance with the abos e guidance The 
operational umt must document its dec ision to approve or deny the FO s request i n an EC to the 
FBIHQ files Ilie EC' must contain a kad set 

notifying The FO may not make any additioaal parvTOcats to the 
CHS until the FBEHQ operational unit has advised that authorm has been granted for comnmed 
paviueut Tlie FO must also maintain the approval denial response EC m the CHS CE sub- file 

(U/.'TOUO) The EC* generated by the operationaJ umt for approval or denial of the enhanced 
payment authority must be signed at die ^iprov al level ^^opnate for dw amount of the rcijuest 
as follows. 


• (L^ Autlionty’ to exceed the annual payment authority threshold of SI 00. 000 and pav 
to $200,000 witiun the FY requires operational DAD ^qiprov al. 

• (U) Authority' to pay a CHS between S200.000 and $300,000 withm the FT requires 
operational -AD approval 

• (U) Authority to pay a CHS between $300,000 and $400,000 widun ihe FT reqiures 
operational AD approval 

• (U) Aiithonrv to pay a C HS between $400,000 and $500,000 within the FT' requires 
operational branch EAD approval 

• (U) Auihontv- to exceed the $500,000 threshold and each $100,000 incremeur abcvie 
$500,000 requires DD approval 
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(IT) roitiidriitial Thinuii Stnm’p IVlu v (iumIp 

(IJ' 1‘XM KT) Dflrfiatctl .iiUhimtiPS willitii iIh* (ifwn<iliiiiul dmisitnis iiiusi lir (kH iiiiu'tiliil in 
xlvancf* to tUr apimofniitp o))n»lioiial <li\istOfi sub ftliv djirrtfd ill DU Hi siibsrrttons 
1 4 ? n and t 4 M ;> 

1*^.4. (1 ') \|>gt pgalp ra^monl Aiillioiih 

(IJ' V0U01 %1irii tlir bBI s tolaJ pxpaisc ;uiiioi spivii e |>avmmls to a CTIS ovei llir lifHinie 
liSp of that CHS reach $ 1 00 OOO a«d ai tnctwnwits of $ I (XT, 000 diejpafl(*i (i e V^OO .000 
S , (00.000 $400,000. and so an), die FtT must leqiic^t aiilhuiilY fm (he ( oiitimieti iiaynimt of die 
OiS up to the next $100 (X)0 incienirntal threshold All i«piesl.s foi aiiUioiiry to cotilttiue (o pay 
the (liS. based oti aggiegale pavnients nuLst uuiudr 

• (U* l"*Ol.?0) file ClIS s S iiimibei 

• (U FOI TO) Total sersices sti expenses paid by case. aJonp. witli a biief |Ustification fot 
those payments The justtficatioii sliould be detaded enoiig^i to allow foi a detemiiiuttoii 
of payments vs CHS ccnilri buttons 

• (U 'TOUO) Siippcntmp justih cation for the contuiued payment of the CHS up to die next 
$100,000 incremental tliieshold 

(V TOUO) The retpiest EC mast be senaiized ui the sub file, iisuig the 
two- or three letter sub file designation, to bodi (he FO and die FBIHQ operational mul 

(IJ FOUO) The request must be approved by the SAC ui an EC widi an action lead to tlie 
FBIHQ opeiational uiut responsible for the os ersiglit of die cases on wluch the CHS is reporting 
The EC must also contaui an mfonuation lead to the appropriate urut ui the ^^|(curTentl\ 
ensure the avadabihty of fiiiuie payments \ la Delta if die request is approved Tlie 
opeiational unit must rei icw the operational benefits gamed from die prc\ lous paMiients to die 
CHS and es’aluate the importance and operational benefits likely to be gamed if the enhanced 
payment authontv is approv ed 

(U FOUO) The FBIHQ operational uiut must obtam via EC. 3|^o\al or denial of tlie request 
from the appropriate EBDIQ appro\mg official listed below The same EC must also advise the 
FO and notifs' the af picpnate PI unit of the FBIHQ official s decision to approve or deny the 
FO request, usmg files The requesting FO must also mamtam the 

FBIHQ approv al denial response EC ui the C HS Delta payment sub file 

(U FOUO) The FO may not make any additional payments to the C HS until die FBIHQ 
operatjooal unit lias adnsed that audionts' lias been granted for contuiued pa-ynient 

n.‘ FOUO) The approval or denial coiimiumcatioii will be signed bv die audjoiit>' level 
^jpfopnate for the amount of the request as follows 

• ' U) Authonts' to exceed the $ 100.000 tjireshold and pay up to $200,000 requires 
operational DAD approval, w Inch may be delegated down to die SC lev el 

• ( LT Authonrv to pay a CHS more ilian $200,000 and up to $300,000 requires operational 
AD approval 

• iCO .Auriiont\- to pay a C HS more tliaii $300,000 and up to $400,000 requires operational 
AD appro\ al 
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(iff i 4yitiuinHrAi iUmtm V^tff P>Atf y f *iufir 

• 0 /) Aiitluint V to jwy 4 f A IS rwnr* Oun S4</i ^XX) u|» to V'/Xj r/K> riv|»jio-v 
(rt4rMli )-;AiJ 4pTffrjfV4l 

• (I/) Aiitliinity to rxfrwl SWX/ 0(J0 4rKl r;tth i 1 fX/ CKX> ttw tr^urnl jhfrjr VX* 
ff^fiufrii l>l) 4jiprov4J 

fU/^K)UO) IX'lrR 4 U*d 4 iitJKNiiir' . within thr miHOrjjurf-dionaJ diviiiiOTri miKl hr <4or'^*^i?rd 
III 4idv4rir(* to tlir ajifirofiiutt* opn^lmn^I division sub- filr tti *'■ dfrr*^trd iri 

l>K)f» sobsecljoii AAAA2 

17.5. fl > t US Fa> irirut < ategwi**';: S«*i vic« and f iprii-ips 

(lj//hOU()) R«|uesls for C’lfS paryinentv ntust dj£tuij?!utdi briwem paymrni^ for «5 vk r*, vid 
p 4 VUienls foi expenses Aidiough retoids of b oth types of pyyroeim must be ujrned cn« lo dae 
F'K) attorney as apfuofniate (see as it is ^.TfttcaJ that 

each paynienl be accurately riiaractciized m I>elta and the FBI » financial svaera 

(U//FOUO} A CHS oblainmp inteJIipencc fiom a sub source may be paid for feasoriable vasTces 
and/or expenses associated with that intelligWKie The CHS at his or her discretion may m tian 
pay die sub source fiom those fiinds However a CA or co-CA is not pemtnted to s'lfemit a draft 
request to compensate or reimburse a sub source through the CHS 

17,5.1, (C) Seiiires 

(U//FOUO) Service payments are tliose made to compensate a CHS for ihe lofomiatioD or 
assistance he or slie provided to the FBI The payments must be commensurate with the s-alue of 
die mfonmtiou or assistance die CHS f^ovided to the FBI and must onJ y he made after the 
services ai e rendeied 

(U//FOUO) Service payments may be considered taxable tncooie dial must be cepmed to 
appropnate lax authorities. If a CHS is audited and requests payment doc nrnc nlatioo from the 
FBI to provide to the IRS, die FO may provide die CHS with a payment repon that does not 
disclose the nature of die CHS s relationship with the FBI For additKXial guidaiice cooiact ^ 
HOS 

l'',5.2. (X ) Expenses 

(U'"FOUO) Expense pavnients are those made to reimburse the CHS for re^oeafele 

mcurred ui direct suppon of an authonzed FBI investigatKMi or inteUigeiKe matter and for winch 

the FBI and or the USG derives the primarv benefit 

(LV/FOUO) Onlv pavments made by a CHS to legitimate and bwful s endors ate conadered CHS 
expenses Pavttienis diat a CHS makes to ihegiomaie or unlawful businesses (e g„ sobfcctJi 
Liiiw ittius persons, illegal laborers) are considered case expenses not C HS expenses. Likewme 
all pavnients for die purchase of contraband or aav other items of evidence are ccHBideied case 
expenses, not CHS expenses 

(U- TOX^O) Hie FBI's leimbiusemeni of CHS expenses must be based on the acfiial expense^ 
uiciured. with the exception of relocation expenses w hich may be based on an esamate of the 
expenses (see sut>scctton P 6 6 . Relocanon ! Onguial vendor receipts cr copies ol vendor 
receipts, must be obtained m order to reimburse the CHS or if an advance of finicis is obtained 
to reconcile the adv ance If a receipt is lost or missma the CHS must attempt to obiaiij a copy fri 
circumstances where obtauung a copy of a receipt is not feasible the C .A must jxepare a 
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(I ') t ntt.il Hiifiuii Si»iitir \ iiiitdi 

t rillhi aliini tk'tiinicndHf' tln' H'.tvtitHtM I(m' it’M'ih r i>( 4 < i|rt I ' * Vi*inI4ii 

Kri t‘H»lv 1 (Hkt llir .i< fiijJ K .mi* 4S4 nl.iiniil llir I A iiiiivi rn*,iur lli.d tlir 

inmtn«rv%1 !** Ow' \ MS is ir-iMMijI'li U.m¥*il (Ki Ihr irblunt ol ihr < ^iniiiIiIiik l<i (In- 1 (II ni.Kft i il 

(I T(^l O) Jl ihir It' * sii’mi ( lu iinisi^iu rs nut w illi (Hitu tiisl HSA ilu’ I A imisi iim' 

(»nstHi4l tiiiuU liT \\i\ 4 I Ms m usr a (irisiuttl i ttsiit i. tid m lumts tii puit Ii.im iii iIm» iil vjIiu* 
l<u :t ( MS (r y A inovluisi ni A luuulti ilitif.tblr icIriituMu- mil l jui uni.t] (iuu)\> (hhk lt» 
suhinttiiti’ il«- piMtuTit m u uutuiis^tnitil iiniiusI ihr 111*1 if (Mturss i(jr 

(H»l aiitlunit itiim mils! Atu iinuiilrti iii Ihr t. MS s (UNTunil sub filr ,r stum ;is lir.*hlr Imf 
tu' nu^f than ft\t biisinr^s divs (itnn ililr ol oi.d .i)t(Utn <tl llw* I A innst srrk irinihiij .miml iti 
u kt'^iLuur mtli ' ^ n- 1 ^ Pa\innit KrtpirM I nlttcs iiul - -n l 

1 {ftiiiminii il irlr\4it1 I ivlrt i»n i itciuirii.uu m iiuv tlic uvr of i)d Min.il ftuiils whrUiri iij .ui 
rxipinM E nnunstaiSi r m tvihnwi'ir r\tecd SI iXM) Sun e tins junviMoii -duuilit tMily t><* nsrt! 

thr .mill. 'll. Mnp SS A nuiM ruMur llial iIh: t A is rxrrriHiiip if.ismwhlr planimip ivitJi tin* 
i lls wlKiu*\n sWfh a injnfsi i* iiLutr 

|l 1 01 O ' Nntr iLit live piui lu*ir of ‘iiu h as ,1 noiuttnbtiiahlr Irlrplioiir fm use by 

tlir I MS < t \ tf t CO CA to ccniimniK pnnianlv m Fxrlimvcly with a ( HS must lie dine m 
» roiduu ** 

paid iiKuii' L ase trLitrd (ipnatKiful spenduip lulhofiti' nol fJie t f fS pa>meiit aullioith' 

P b M I Rules Kesjniting I xfiensrs fui Meals, ^ e^lules, MedifaH osts. Hfnisitig. 

I qiiifuneiiL and Kelot aliou 

I Ti d t i ■ Tlie ex|imM*s addre .s^it in this subsection may be covered as C HS expenses uudei 
llie ■u . Htiistam t*' outlined brUnv I xpenilinues niusi lie loseh inomtored to ensure that the 
^overfiiiit ni tibiaui the pnnuI^ benefit fiom tlieni and it is tlie respons(hihr\' of the employee 
ibnunme t request for pjMneui arut tiie snpenas« appro\inp tt to ensure tlui ihe expense ts 
iea>oiub|c 

1* 6 1. il f Meab As.^ucijled Willi C HS Debnefines 

i\ ‘ Tril 'lAi Meal expeites uitwred by a C A duruip a CHS debrief iiuisl be justified as an 
opeialional need Tlie full .unount 'f die C. HS s meal ma\ be covered as a C HS expense 10 ihe 
extent Uul die aniount is fea*»>iiab]e and justified based on llie ciiciinistances of the meeting 
Lto\ emmrni jier djetn tales niav l»e used as a guide foi reasoualilenes* but are not detemimatn e 
Expenses atobutible lo tlie C A s meal, if justified are coveted bv operational case funds Hiese 
expense^ must OiDiere to govenuneut pei diem rates If thev exceed those aiiiDiinK the C A must 
pimisfe jmlific mon .md obt «a ASAC afipioval 

I'.ft.I (1 1 \ eliiflfv 

1* 6 Z1 M f 01 Ot tjorernment A ehifb s 

FOI O ' C HS ' ,ue prolubiteif fiom opeiaiuig FBI \ eluclev This mcltides Bureau vehicles 
assiened to FBI euifdos ees and xehicles ol>famed as a result of forfeitures In addmcni FBI 
persiTtine] ate ixdubited fiotii leasing 01 piuchasmg ^ eludes on behalf of C HSs Tlie paiaiiieters 
for supporting a C HS vehicle expense are set forth belosv 
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(If) f tntfkimiiji Fnta y < 

17,6.2.2 (li) Vrhiil*- \ljiin<«-ii«Hi «> 

4< HS luirs )m tB liri vf^tn U- in f># m t Hf Sir i Ml iwrv' 

iririiinjiu' Sir ( ifS i<» b^^ik nmubniMm e (r f. ml dhmiff*. 

in jn aiiKMutl iriiwmaJjly j/KjjyirtimnH** l/i tfir vrfaif li* « ter ® f vf ♦hr f Ml ini~ ryrinjjinn 

Kcijitrvls fr« riwintrnjfM r iriinlnji rnuil iit «i|j$Mjnr/j ir/ If r? k rw* 

f>r>ssil>jr to 4ll;wi} (JjT mip^iial vnyUn tri fnpt to Ibr df;»#i irr|ijr^ Sn*^jn®r i h (fer f i 
tiuc fufitr A i«|jif‘lr4 t/jjiy iwiiy l>r pfwi<lMl k> (far rW to-jr fmtw '^ipy be 

fniiiJiUii)(*i(l in llkf (.IIS s ntain filr (*«■ .t .*- ' > t. ' ^ .' . Vfndor j irtiar 5«*4 

rttfiy must tlmi lie ri/c^aieti itiU} tlur ( J LS f 'l sdb flip 

J 7.6 2.5. (( )VH>u lr Krnljih 

(U//l-()l JO) If f( lB><c«npv iirt:rs«ary for a f TIS to msr a rrntaJ v^ikIt id hr^eraBte of m FBS 
itiHttn llir CHS mu-st f«U ibr vrhirjr in b& or brf naoif md prw- ide thr v#!o4ar serripi lo Ar 
C'A file P HI may rrimlxif se tbr mpra:^ m an amimjat ir^KtaiA / prrjpmtioaMr to ^ wrltoJr f 
uvr III ftiitlirrance of thr PTiJ tnvrsUgaboD an advaurr of funds nsav br to Ar CHK m 
accordance witli vtb'^.^' H' jn 1 / >. \ AcKanre f^xpeme Payramts if hem viir do» cot laMc 
fluids fof die rental After the rental r«:eifX ir. provided to dir FBI ^ a^> JDcr ssat be 
leconciled witli the draft office 

17.6.2.4, (!') 5 ehicle Pwrehases 

(U/d^OUO) On rare cx:cavioD.v with prior approval from the reqioiBibip DI DAD dto purdriT 
of a vehicle iliat wdl be used pnmaniy ro support of an FBI w^e^gaaexi e»v be a rti^smkMe 
a CHS expense The C A must subrmt a request that mdudrs 

• (U//FOUO) A statemeni that the vehicle wiU be usef prsaanh m soppemt of m FBI 
investigation 

• fU^TOUO) Facts demoostratiag ocHi^Iling operatioiitaj seed for foe vn^Kie u^tSfoiiiaA 
why the CHS is unable to use bis or ba orwn v chicle ran or feaKe a vA i d e - or m£ oAar 
modes of transportatiaa 

" rU/TOUO) An explanation of the cost effecirt eness of die puichaae 

• (U' TOUO) A statement tbaa the CA has determined that foe CHS a rabd drwer « 
license 

(U TOUO) At die FO lev el the request must be lev’K-w^^v the CDC aad qifiapsed by for SAC 
The request must dieo be forw arded to the appcoprxa^ which mil caxdm^ 

review with OGC and approval from the app r o p eute operatuoai unt 

(U FOUO J Hie advise the CA of dir ft«»l decision on dir irquru If for setpies m- 

approved the CHS must purchase the vehide m his or her owe name If she OfS me*, ks m ha 
own hmds lo make the purchase, the FO may mihburte the C HS dsroK^ CH^ a a 

expense If die CHS does not have sufficienf tuods to make (he pyrehaae die CA may ohiae Jiv 
advance of funds to be given to dw CHS in acccoiaace wnh -jyeysj? I ' j : .AJtnce 
Expense Payments Tlie CHS must provide the piMchase t e^ eip? ic- foe CA who netot fosi 
reconcile the adv ance with the draft office 

( V FOL'O) .At die condusiosi of the un estjption tfe ehtcle le^sjem foe pes^aty «f forO^ 

Hie FBI iiiav not recover the VThicie ftotu foe CHS a assiane ^ ifoi folipaMt. 
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tmfiilrutl.ll lltiilLUl SoMHC I’nln y < 

ryrii ilirt US Mjt tjililiii ihr will triittHi ihr y “< Mii 

sinMihl W Willi llir tihlunltuil (>iioi lo (mu U.im llir v-»hir fil Ihr vHin Ir .tl iImI 

tiinr I'd nw’adnrtl i sriM<r (MMirnt lii IIm t IIS Itw iiiu^i sifii ^ ( I IS irn i|il l»»i ilic. 

\.ihK' HI ♦iTindAn^T Willl t Ii. n I |’;ivinnil RttiiifsK Hit' ib ill uitu r iiiiisl tittKlily 

riw iHifaiul iit llir l HI s Itti.uii i.il iv’-lriu muI llit - 1 A nm‘.t iiHxIitv iJu* oiijmii il I I ) 

PiMimil RrniMn-t 111 IVIU U> irflti l llu* v ihit' ,is .< M-nit r |u>tik-mI 

P ft ^ |l > MtHlu Jtl ( ttvl*. 

il" lot ai US («< ittitUi'il i*> .1 Airt t ii-Milt o! In-, oi hti i muifi.iliofi vvilli lln' I HI (r 
intmrtl Iw snhirt Is) llic v hhnIu ,*l * osK jiljv N’ covrirti ,is .« t 1 IS cxiHitst* This iiuiy 

he .^4 i atif}|tsltrti h\ ohl.iuinir loi C 1 IS u fnt iru luieit cij il 

die i HS iWs not ht\c- ttuuh ui co\n tlir mnlii .il t'\|viises l)V iihl^utiiiip ^^|.ipiMnva] ftn :ui 
ailviWKe ol httitls m roitiuh e vntii * - 1 Advain e 1 xiKTise IViviitfiits llir 

icxHiosi niusl ikx luwnit tiu' toUl medii al l Ost- .uiH Uir ■ ii t-uiiisiaiK r' luulei wlm It tliey weip 
tih lunetl II HHist br .t}’»|’tr<ived h\ Uie S aiKl stilt to llie uitli rojnes ol 

m euMs 4Ji invoiics as tu\ rsvus to pioteO tlir itiriititv ol Uie (.‘HS 

nmsi leMrw iIk its|iiesi nxiduuite witli Uii? (KtC and tlie .vniropnale otyi ationa l luiit at hUlHQ 
aiitlati\ise die iO ot die ties ision 1C If Uk reqiiesl is mU oved Uic pi ovule 

die b 4 ->is tbi ividilKilihne atnnov ij The request with supptiftin^ dtvumeiilalioii and the decision 
TO aj^ipivive Ol dtnv iIh* request muu I’x^ hied in die CMS s paynieiil sub file 

il' Tt)L' 0 ' If leimbiirsemetit is ajiproved the FO uwv leiiiibiirse the i ‘HS tluoiigli C HS funds as 
a t HS exjiense li an Ad% uiv c ot fluids y- apptov ed. the i HS must provide doeiinientation of Uie 
ttiedual n'>ts u* the C'A who nmst then lecoticde the ath anre w tdi the draft office In either 
ui'-t>uiv e if the let rip^uHams die C HS s tr ie name a redacted cojiy rausi lie provided to the 
A aft olYice with tlie^^| and the onffiiial i'reannp die CHS s true name must be filed in die 
CHS s m-ini file Reveipis tuusl lie piovided foi luediL al expenses isee .i • ts t- ;; 

\ endoi Receipts i Tlie redacted copy miist dieii be scaiuied mto die C HS s CF sub-file 

H' TOVCi I Cieueialiv. treatment ki die CHS ^ pieexis*'mg medical :onditions le g alleigies. 
uifecirout ulcers heart anacks mental coiidtions dental work or dnie oi alcohol addictionsi 
Out tnaailest after die CMS ha- been opened r not remibiU'^aMe »s a C HS expense because u is 
dtificidi lo dmc«ii vvfceiliei the . andinon w as m cuned or exacerbated as a result of the CHS s 
cooperafton w iih the FBI Ilierefore the C Hv raust utilize Ins oi her own mcoine (which would 
inr hide am pioperlv .nnhonzed >er-icc pavineol - fi'om ihe FBI to cm er these costs However 
the FO mav reciuest co\ er iefe c*t such expenses d jusiification can be provided that it is m the 
FBI s best mtetest to tovci lire medical costs m fiirdietance of an FBI matter and tiiat the C HS's 
coopeiaticxi w ith the FBI caused oi exaceibaied the medical c andmoii Tlie re<iiiesl must detail 
the me«iical conditions cost< explanation of the w i c m w'hich die C HS'- cooperation widi the 
FBI caused ci exaceibated die inedic d oiiditinn and the operational uecessin* c>f .o\ eimg the 
expense Tlie rev\iie^i must W afijuo- ed bv the SAC and -eni to die appiopiiatc^^^|mui where 
die request i\ dl be piocrssed m die -ame livuMier ei fc^rdi ^ibove tot medical expenses directly 
lesulttiig fioni ilif C HS s assistance The requesi and supporting dorumentatiijn and the decision 
H> appicn e or deti\ the lequesl must be fUetj m die CHS’s pavinent cal file 

<1 FOl.'O ‘ If a fms IS tasked to uiciu medical costs m support of a vub->tantive ui’x e-=n?af»on 
t e g , as pan of a lieallhcare fiaud iu\ estigaiusii i thos^ :oq- hculd be desisiiated noi a- C Hb 
medical expeiwes bin as case expenses 
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St * Kl.f 

<\f)* lia$tiim StMmtr Pohry Cifla^ 


f 7 <1 4 M 'I f 

(7 6 4 ( IIS t tiiff'fil KrsMUw* 


f ll JO) If 4t I IS s ifvtdmr r iM>nl U/ fixitirt mi hH! nOBes (r g rt k mwmI 

iik[N|]i<Mr<i l(/i fLjily tii» finif**. willi j tfir f ■:my hr bated <Ml xmAlf 

ipc ripH lr4vc Tmn tp;4f»,r f*x iXilrt r ' rncrthK ar Matd 

jMyiliniU ^‘■. ( I IS rjliwuvv m mi 4iut»ati n-^vxuljtv pK^jr»fuxtMr Xj tiie tMar id 00 

iIm- I III ITI V« slip.ltnin If ir iU tU* Uj xmw h 4 .fwlrjf I ]fj (hr 

4 ii'ir ll i\ liti- ( MS V tt^ir rtMtif * r^-dawied nuv br prwtdti ID fcr Aa# 

offii e .uid tlic biir luiiv i upv tiitivl Itr filrvj in ifir f I fS niam fiJr KccnpC\ OMt W yi ijDd 
f<n ilut r 5 C|><sisr i> , '!i-.- \>fyi(#r if^darvd ebmi dMi bn 

‘4 4 iUK*ri mill tlir ( MS *. f I. sul> Tilr 


J7.6.4-Z. (I ) Irtn|ioiiiir% Hou'ini; 

(li//I‘OU(>) [! a f MS fjor. iwjI Ir.** widan * i»‘4vstal>ir - Jui^ di \Mt ' »’ irj 
mi invevti potion (n fm dif ptxp*iv^ ul tiif ' asr . ’ i-.Kir l'. d kiufaoD (far CTfi 

nuy bf leuiibiu’ied foi exprfi‘4^, irlaird to a .r> tnji f t -tl i'- rirTr r " / HI b»v par/ 
rrasonablr rxpenses (c g holrl loji p<jnjtr f dir pr? -ij-rri r-*:/- v. ntaaxMMat 4* C. « 

teii^KMary liviup cfuait^s TV C HS ouist obbs^ ^ rxiujuvE' x -%3« afl li rfiriihr i 

associated with the lempoiarv le'-idcncr FBI pe^ofL-r^ \sf‘ ysotal.-iteri fc jtt, •‘samtj? ntt: 
contractual rentuip or leasing of bousing on behalf -A a f P7- = tij ; is Ttiijf it x »d»tr 

justification is when the temporarv housing will sui^xin C/T' .'h, J ' f O it wm*"!: s ir^ar • r-et 
business lias been estabbsbed In this situaticm the texniwrar'. ijrrjsini? mas be obcat^^ . tV 
FBI tlirough the undercovef business sid the leraporarv boustn- > >sli ^ b t ?*jb«ariir 

case funding 

(U TOUO 1 The FBI mav contmiie to reimbtine the t HS ft? the ksuf^Dfai’. boosiBi? as loa^ at 
operalionaJlv necessary howesei AS AC approsal is r en iS nMottu Tx CHS astf 

pronde the ongmal v endof receipt or lease agjermeiu fen leaabtff /esueri; If i' sot 
attach tlie ongmal hotel or rent receipt tc> be^awe n 

the CHS s true name a redacted copv mav be premded te the iaft jf&ce *«al the irjr- 
cops' must be filed m tlie C HS s mam file Reizeipts rniia i V pros vied tor thas espestse ' see 
■>!ib>^ :tio:7 ] " : . \ eiidcir Receipts ') The redacted ops muat xi^ be scaaoed into the CHS k 

CE sub-file 

(A'' T0l"0) Wilde residmg m temporars hou*iissL 1^ CHS nFict pa*. «r. expenses 
with his or her permanent restdence These ccr-rs are ao^ reinilxjrsahle C HS 

1^.0. >, (I’l Equipiuf-ul 

iX FOUO I The piircliase of equipmetif (> e e a :retl pis^TEt. a ccscEtJi^ « a 
covered as a CHS expense il the equipment will be used m of n FM aiv? 

assessnieni Tire FO mav reimbfufse ^ C HS thrswi^ CliS % a CIS eatpoa ci tf 
ad\ ance w as paid reconcile she advance widi do# sffit? 
equipment iv requued »see ■ ":■ !. Veadar RecespeO WBmwx 

the cnguLtl vendoi receipt le the draft request it Ae CSBi's.lpK udk. a ! 

cop^■ must be pic. ided to the dtaft office and truie-^sae • 

matu file The redacted cops- must then be scisied w&& JCj®: 




”> ■. 
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SK Kl l//NOI OR!N 
(11) CduficUnitul lliifiuii Soimf 1\>1 h-v 

(U/K)llO) At dif CiHirlmimi of tin* iiivi^lip.alioii t)ic rttitiumml will irtiiain thr ot thr 

n-lS IV FWl imv iKH iKt'Ovn tlif' lioiutlw t'llS or aktiniH' irs(Hiiisibiii1v foi iIh 
disposal IV itmuininp VAhic of Uie r(|iii(niimt is l oiisitlcf ixl a Mtvu r pavtumi Hit* ('HS niiisl 
sjgij A CHS KVf-ipl foi dir tniuinmp valor aiul jnovitlr a{>|Mt>xini.ik’ irsalr valm* and 
dwiniKiitition tlKTCof to siip|xnt tV rx^xnsr Iliis iloriininitalioii imist be tiploaibtl into Uir 
CHS's CK sub file m IVlU IV diaft oflfirr iiuisl ivKub^jh^iiiwtia^^s^torMi^r f ill s 
&iuuK'uil sviitrnv and die CA must update die l>ella to 

reflect die value as a service tvaviiieut 



1“.A6.L d”) Tempoian Relocation 


(V POUO) A teinporarN telocatioii for a short-term tiireat must be supported by a documented 
threat assessment that identifles the scr^ of the threat (e g . until all the subiects are arrested or 
until the tnal commences or concludes) and the danger area Based on the detai ls of die threat 
assesmient and after the WSP direat and nsk assessment has been submitted to tlie SAC 

must determine a safe area where the CHS can temporarily relocate imtii tlie danger passes 

' L' 70U0) Gov ernment per diera rates should be used when detemuiimg expenses for lodging, 
meals, and incidentals With SAC af^oval die C A may reimburse the C HS through C HS funds 
as a CHS expense or provide the CHS an advance if the individual does not have hinds to cover 
the approved relocation costs Tlie advance must be reconciled vvttli the draft office and m Delta 
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Sfy Kl.r//Nf|( OKN 

fl/) f iifiUtU'inrjii ffiffHtfi Soor/ p PaiiTY 

(I ///J 01 JO) f .Lihilily aiKl liitfH witii thr and tn» krjttoB w At 

ft-s|MifiM)t]J]ly <»f fJic THS A aj'i'T'fwrat m Ajtmf fih» rxwfxmdufiCY inA 

U* -ifU'd K) tlir ( I fS leijnpt ('ice 1 f 6fi '/ helt/w^ 

I7.ft 6.2. (! > Pi'i iiiiiiifiif KHwaJiou 

(U//I OliCJ) Alt K) V re(|ij(“;t rm »( M.S pftiriaiMmt irl^x^ncrj may foriudr nonxirr (han 

90 (lays of (Ti[)Piis(‘S fbi Uu* f HS and/of hi^ oi ijpf inor^dubr fanruty JTjrsr rBpriMr% may br 
(alciilalrd jii oiir of I wo ways Ijy usmp *^.tifndtrs of v*tJ'r«=fa(iirti! prr <krm 'iics 

(U/A^OU(J) To use tlie esluiiate n]irt}i/c;d Ur ( A must of^aju at tixee f.imairh for movHif 
houwhokl f^otxls, if uete^sary and bousinp: Reltxalioo pavfrrfi*'. oiav tnr Jpidr rijr owve of 
household poods by a movmp conipany ttasel fT^ased on auhrr !y kn pri* r pv.einmrni 
mileage rate) to Ur new lotation rrnt (including Ur reutaJ depr;!! >f appbf ai/r i meais pcrticri 
of dr per diem rate fo* Ur new area fron^jcnsation rate*, for rjuldrer. ler, »*ar> of and mder 
should be half of the M&IE portion of the per diem; and utility "uy iLidiiig dr hryrM *ip fee 
if applicable) foi up to 90 days All rei|uests and appro', als a. well a^- aJJ r^tmatn and costs 
obtained by tlie C'A. must be documented and mauitaiird in tbe < RS s xiiani file ('w audsttng 
purposes The average of tbe estimates r.os'ts slioiald be Ur dollar amGunt requested fex the rilS 
aiid'or his or her immediate family s peimanieut lekrcatiofj az>d shtaiW be classified as a f 
relocation expense on 

(LVTOUO) Government per diem rates mav be used in ijeu of obuimnf estunain to detozaiffic 
Uie reasonable expenses for lodging and M&JE for pennaDent lelocatiosis Paymea f eqpes b 
must clearly document the per diem rate used to si^iort tbe requested fimduif CompeasaCKe 
rates for children ten years of age and under should be ttalf of tbe M&IE poftioa of Uir per diem 
Per diem lodgmg should not be calculated for mdts'idual familv members unless they wifl be 
living separately 

(U TOUO I UTiichever method of calculation is used s^dcff receipts are txft reqoxed to tsffKCt 
the payment request The payment request must be approv ed by the SAC < silbotAy may be 
delegated to the ASAC ) Thereafter based on extenuating arcumstaoces (eg a amqpr 
occupation or msufi&cient language skills V one extension of up to 9C> davs may be a p prow e d by 
the SAC (authonty' may be delegated to the AS AC i Am ext«KioD thereat requires die 
;q7proval of the appropriate ^^|unj I 

(U 70U0) Liability* associated with the relocation from the dangei »ea to ti^ otk area and aey 
additional costs not identified aboy e are the responsibdiry of the C RS ar^ camot be r gaiiteMaed 
through CHS funds A hold- harmless agreement or clause isee tbe a taapfe 

document) must be added to ilie CHS receqji suiing thar 

• lU POUOt Tlie FBI has identified or verified a threat agamst rise CHS 

• (U FOUO) The FBI recoramends that the CHS and or his or her imiaed»te sumfy 
relocate to the safe area i<feaufied by the CA 

• l U FOUO ) The FBI bears no liability' for the CHS s and or his or her imraninif 
welfare after tbe payment is made 

• ( U FOUO \ Tlie FBI wdl not provide any additunal froads for dus or reinr itinni 
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SI i Kl l //N(H4 miN 
(\)>1 onru1nili,il I limuuii Stmu r tHHn v 

If the WSP was ofTnrtl Ut the t’llS aiHl^n liis tw lirt iiiiTiiedtatc latnilv an<I w*. 
irhisrcl tJie Cl IS lei'npl iniist alstt note (hr ierus.tl 

(LPTOCO) like ( HS Hiiisl itiitial ihr almve aiK iseiiiriits pimi In irceiviiip. ;uiv liuulitip lioni llu" 
ITfl Het ause (hi^ iiavnietil is kisrd snlt-lv on thf assessniriil romtiirlnl hv llu- ('A ihe ('IIS docs 
mil have to ckK'iunnil ot exftliun how ihe p:}>iiiciit was uhli/rtl I lowevt’i il il is know that Uir 
CHS (ailed lo ichvate. tins tad mnsl lie dm luiK'nletl iti tlic ( I IS iiluii fdc 

I (C) Pji\-inciil Krtjtipsh 

1 (C) Paviiu'ul Ketjuesl t u Ivies 

(t_TVpOI.K» Service iuid eniiense pavinents to a C HS aie i«]iieslcd by siibnnttuip an I D 794b 
( Paviiieui Request ) in Della, which ninsi mclnde 

• O-rTOl'O) The substantive (i e opeiational) case titie{s) and file niuuber(s) for wluch 
tile CHS provided the nifomution 

• (I' TOUO) The date the CHS file was opened and oi leopened 

• (L' 'FOUO) llie total amount previously paid to the CHS duruig the cnrieot F\" 

• (U TOUO) Tlie total pavinent history' (i e . aggregate total), me hiding the total amou nt 
pievionsly paid to the CHS by' any FBI FO If tJie CHS was reopened. tlie^^^^Hmusl 
UK hide the total amount of payments previously made to Ilie CHS 

• TOUO) Tlie total amount of the paymeutrequest Payment requests for services and 
expenses may be included on tlw satne^^^^l altliough the amoiuit for each must be 

specified If a CHS is to be paid for pi ovidmg mfonuatiou for multiple mvestiganve 

programs die CA must specify' payment amounts requested for each program on tlie 

e g ‘Cyber services $500, Countermtelhgence services - $ t 000, Cnmmal 
expenses - $100 ) The CA must include tlie mvestigative program file number and 
^levific justification supporting the request 

• (C TOUO) A detailed jusuficanoii statement for the requested payment (see below) Tlie 
specific justification for a service payment should be documented m detail and unique for 
the tune period coveted by the request This proy ision applies to a CHS who is luider a 
service agreement vvidi the FBI 

• (U TOUO) Hie payment method used Cash or cashier s checks are tlie most common 

payment methods, If a meiliod other than cash is used (e g., a money- order, a gift card, a 
uon-reloadable debit card, or a Western Union-type wue transfer), a detailed justification 
for usmg that method must be provided on For more information regardmg 

requisites for wire transfeiy. see subsection 17 9 . '‘Paying a CHS 

(U TOUO) Standard justification paragraphs are not acceptable and should be rejected by the 
approving SSA and certifvmg SAC (autlionty may be delegated to the AS AC) expense 
reimbursement requires a specific breakdown of expenses (eg.. "$45 25 - celt calls; $123.58 - 
meals $32 50 - gas i and a jusaficauon for e ach expen se C A and CHS expense reimbursements 
must be clearlv separated and justified on tlie^ — for example. CA meals exceedmg the 
per diem; the use of an under co^^tedi^ai^foMh^aavmenuo^^^i^xpttis^ind other 
situations documented ui the vv lucii 

requue specific SAC oi ASAC approv al 
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SI f HI fiK"^ 

Midfuiri 'rt^irrr j'oiK y 

17 - 7 , 2 . Ki*<ci|ils 

(U//r()U()) l';xirj>( wIm^» 4 f irs Iwmp pet^wn^Hly ii'ltw Mt4 (srr tVv 
PnfrwfuiH Krl(K iilifm ) lljr ( If.S nifiM tAjLuit wnvkn trtrtiM ifn ref»!*T»r*. wiMtai m voppcdt 
of a/j Mil iiiaHn Piior to taskinH lid* f tlS to jik ut an ofmalKduJ ♦-xp^jsr dir CA rniMl duruM 
wttli tlif (,'HS tlif fequjirnjrnt to vrudof ler rjjji*. nif f A riiuM % % numbrj 

{ju raili viudor fecnpt and siiimut the rrrnpts to thr draft ^ifljrr with Paymml 

Rr*qiirst ui tndn to obtarn a rriiiiiiijrv«fjmt or to liquidalr an arh-anfr Vrnrlor rrcrifd* must br 
scantit'd into thr C.'iiS « CE si^ i'llr to support 

(U/ZhOliO) If the CHS raniiol provide an oni^rul vendor receipi * 'ttp-, will be Uifftneui 

(U//Ff)UO) If a vendor receipt cannot be attached to the draft recpiei .1 her *r>e ft refiertis dir 
CHS’s tiw name the CA must attach a copy of the receipt Uj the draft leqpar'.t with thr CHS 
name reda cted 

The redacted copy must then be warmed into the CHS ^ CX vjb fiJe 

(U//FOUO) In situatioos where requesting a receipt from the vendc* would endanger the CHS or 
disclose die CHS s relationship with the FBI and m rare instances where the rrsnpt is ti»t the 
CHS must advise the CA of the amount spe nt and the r eason for not iB'sr.idiiig a vendor receipt 
Tile CA must subnut a certificadon with the ^^^Hfor the exprrr,** Thr conficatiai bbisi 
contam the following 1 ) a statement that the CHS advised die C A of the aoioiiat ‘' 4 >ertf 2 ^ die 
date die CA received notification 3 ) the circumstances that preci^ided the C. HS from obtsrmg oc 
caused the CHS to lose the receipt and 4 > the reasonableness of the expense 

I ". 8 . (XT Pajmeiit Approvals 

17.8,1. (tT FPO Attorney Approval 

(U/ TOUO) If an FPO attorney is paitiapatmg in an mvestigaiic>n dial is using a CHS who t$ 
expected to testif>‘. the C A must obtam approval from die FPO attomey tn adviaoce if posrabfe. 
for pavTuents made to the CHS The FBI may obtam approval for a speciEc payment ^rmrwnf or a 
potential range of aggregate CHS payments that could be made for the chiratioii of an 
mvestigation If die CA proposes makmg payments for services and the F ?0 ationey cknf^iM. smj 
sen'ice payment may be made until the dispute has been resoh ed throng the AGG-CHS 
resolution process (See subsection 15 1 . AGG-CHS and AGO-Dom Exceptioos aad Ehspuie 
Resolution 'T 

1 “, 8 . 2 . ( 1 ") FBI Field Office Approval 

(U TOUO) CHS pavmeul requests require SAC approval The final approver of 

bears the responsibthrs' of ensuring the accuraev of the pavmeot request 
and comphaiice with all CHS pohaes. 

and otlier federal goi’emmeut regulations and pobnes (eg, those oc trai el aad prociffemest t 
The final approver the refore, mu st sign as the certifier, mthcatmg his or her cemficati<Hi of 
comphaiice. before the ^^^^|cau be subnuTted to the draii ofGce 

(G FOUO) In hmited situations where a pavn«ii must be made tnuaediafelv due to opeianonal 
Of secutits' reasons, and SAC approval cannot be obtained pnor to the pasment. the S.AC autit be 
notified of the payment within 24 hours The C A must document d» ijotiticaacm to the SAC m 
the CHS sub-CE witluu 24 hours 
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SI C K1 i //NOI cmN 

tll) ( IViumit S^nui r v (lUitif 

I 'f, H.}' (1 5) A*h *H4 f I ifW'nsf' l^jyiiM'iiIx 

(ITA'FOIKI) I1k- sac itu> :4|n>H*vr rsiwiisr iMviiM'Jit'i to a I I IS in :uK .UkT of tlw rijkniws 
bonp HKiiireti foi ii|' lo $>0 (KKl \yn jiaV‘»iH-oi tol.iliiif’ iwt itioir th^ii IKK) (XXt I Y llir 
pa^TiMmi r«ji»cst ntiist doi iMiimi tlw lastifu aboii Un llu* ihtJ lo ^IvaiK r riiiMliiip Ui the ( MS 
AfifwovTil of an aihaiKT is ;qi^iio|iiialr m sitiulions wimr at IIS ts cjiitrtlrtl In lucni si|?iili( aiii 
rxpows 111 connrriiciii wtlli his oi lin ojiciatnw sin h as n^ki .iliniul liavfl Whm Cmnh 
advanced die CA must msme that the amuil expnisc^ im tuied by tlic Cl IS air siiiijxnted wiUi 
\'ni(kx irtetjrts oi whcie allowed CA cntihcatioti (see >uhse< Uoi» 17 7 Vetuhn Rereitils ) 

Based on the \Tntiix leceipts cn eeiiifu alion. die aeiiul expetises aie to lie tecmu iled with die 
adsance of ftinds Aftci tlic CKS submits die vend™ icteipts and any muised hmds. he oi dir 
must sijOT a second rccet|>t that ir fleets di<‘ actual aiiHiiuit spent .uul any hinds die CHS letiuned 
to die CA The CA rrawt easuie that die apjxo|Miatc anioiuii foi the payment is leconciled ui 
Delta and tecoided iti the sufr CE file 

P.9 (1 > Pasing a CHS 

(U^T0i;0) .Adei ohtainiiiP the appiovals outlmetl m Niibsection 1 7 7 , “Pavmciit Request s 'an d 
subsection 1 ’ S _ Payment Appiovak,' the SA must submit the Delta draft version of thr^B 

to the draft office The draft office will issue a draft check or deposit 
fields into the SA's gm enunenl issued account The SA may wtthdiaw ftmds from lus or her 
debit card or cash die draft check to make the pasTiient If it is not operationally feasible to pay 
the CHS m casli. the SxA mav convert the funds to another font! of payment, such as a cashier’s 
chect money order or non-reloadable debit card, after documenting the justification for the 
alternate fonu of paMiieiit ui accordance with subsection 17 71 . "Paytiient Request Entries ” 

(U EOL'O) The SA. with another Sx\ or other government official, must witness the payment to 
the CHS An SA may request that an FBI professional staff employee serve as a witness if. after 
a reasonable efifotT has been made, no other SA. LEO. or person in a comparable posihon can be 
located The request must be m writing, provide justification for die use of die professional staff 
employee, and ^ approved bv the SSA of the squad with oversight for the CHS and the 
professional staff employee s supervisor This communication must be retamed m die CHS s 
sub-CE file 

(U TOUO) In the event of e-xtiaordmar^' circumstances that mast be documented m die CTIS’s 
file and approved bv die SAC. onJv one witness is required The request must be m writing, 
provide justification for the witness waiver, and be mamtained m the CHS s sub-CE along vviUi 
the SAC'S approval 

(C 'TOL'Oi The C HS must sign and date a written receipt at the tune of pavment for each 
pavment. using his or her assipied payment name. The signed payment receipt must contam the 
witnesses signatures, the pavment date, the penod covered by die payment, and the amount paid 
for services vs. expenses. The receipt must be maintamed ui the CHS s sub-CE file 

(C TOUO) If It becomes necessary to make a correctioii on the CHS receipt, tlie correction must 
be mask m the presence of the CHS. and the CTIS must initial the cliange If an error is identified 
after die paving SA and witiie.ss depart from the CHS. die CHS must sign a new receipt which 
must be witnessed ui the same manner as if an onginaJ payment w ere beuig made If die SA is 
unable to meet widi die CHS (e g . if the CHS moved out of the area and the SA does not liave 
the CHS s contact information)- the SA nuist minal the modific.itions to the CHS receipt and 
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Hlf Hf 

flfj < IfuittMt r i*tAv y f/ui4r 

rl(K turu-iil ilut }tf- tft <tlM- WM (trial <)>- tri h l}ty f HS fUftnn kt viwn^n^ ihe < ftS fflrjapt to ftr 
(b jft oMtcr afwi v it irilir ttw' t 'IIS k vil> f 1. 

At llir tiirir of p^tyinrrtt ihr I 111 m wjvmtriimf rtffvral imiist :«4vii^ dbr 
f 1 1S i)ia] f}ir iiuifiii^. umy Ijt laxaljlr rm rrfTJt- Tfiat Uj tax juAerAm 

An HA musi not piovjik Ux arlvM# if) tfr ( HS Imf sltrxibf tfi Jo n X tirr T HS to cmiMt a urn. 
CiMKiillartl of iIm‘ Crf IH « ritotr e ftn Ux advv r if br Of '.Ijt «)y r|>«r^ifjr^w rbr atlvMrtnntf lliiat 
tlic payriK^Tit imy Im* Uxalilr iiKfiriv riwi'it Ix" <bx itrnrnirfl in thr s<jl> f.L fiV 

(llWdUO) 'rh«* SA nijjsl rnakr rrasf)fial>ff‘ rfffjrt'. to tfiat tta- f HS i’i paid at ftrsvm Tim 

inri(id(*s tiaveling to mi'H tfH“ CHS of trwi^frrrmg Uip fs«fe to itna&jer TO m fxi?ai Txnfo a 
icquesi Uial ait SA in tliat office and auerthet SA or offy im nuiLf and liat 

payniCTit 

(U//F'OUO) If fbi opeiationa] or serurity reason', paymmi ranrut be made n per »r. Cte SAf 
may ^qjpiove payment via a wire tran'^fei for cither ek-^Jitjoir means t cir by Uiadmr or '.ekraibbe 
an electronic stored value card surii as a prepaid credit or debt* card The tranef^ of fuijfk froin 
the remote location mirsl be witnessed by an SA and i&Jtber SA -yt gcr/rratneni GfficjEi- jcd 
documented m the CHS file The CHS must provide the SA widi dav wirSlesi 
acknowledgment of receipt of the payment The wimen arknowiedi^emem mmi lor ^xie die d«e 
and signature of the CHS ^ In order to satisfy the requnemimt for a signature tiie CHS mubt jne 
liLS or her assigned payment name bi rare nreumstanres the CHS ma>’ use a prea|:^ov«d 
pseudonym for the payment receipt ackDOwledgemenl if operaiicinal secuirr. coocenas ac^ raised 
regarding the use of the CHS payment name The pnof SSA approval £m die use of the 
pseudonym and the basis for its use mu^ be documented m the CHS maiii file IS the CHS lendt 
the payment receipt acknowledgenient via e-mail the e-mail ti*Ki be sem to an acccum aoi 
attnbutable to the USG 

(U//FOUO) A wire transfer to a bank account associated with the CHS reep^es pric* ^iproval 
from tlie SAC the approf^ate^^funit- and the FD and noKt be doersnexAed lo the CITS sutv 
CE file 

n.lO. (I") SSA Fmancial Audit of Pajments 

(U/'TOUO) In preparing the QSSR for a review penod in winch a CHS has bed paid the SSA 
must ensure that the followmg requirements have been documented m the CHS file 

• (U"FOUO) The payment request specifies the amoum of money attnbtaed to each 
program fC nminal Cvficr Countertmonsm. or Countennteiligeiice) yjpported by ibe 
CHS 

• fcff the payment to tl^ CHS is documented on 

• (U TOUO) The payment receipt was sigjied bv an FBI SA md another S A or other 

government official unless a waiver was granted (see 1~ ? Paying a CHS > 

• fU TOUO) The receipt was signed and dated bv die CHS ai the mne of pavToem 


' A nped ttame tonstimtes « si^mre m 'in'; circianianee 
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(XT) CoiiJadttitial Htiiii;tn Some*' Pt>ln y (inulr 

• (L7' TOUO) The penod coveted is indicated on tlie iTceifil and nutciies 

• (1; 'T’OUO) The receipt appro|3nately disliiiguishes whotliet llie paynjefil is toi services 
Of expenses 

• tll'/FOUO) The CHS initialed the tax advisement for all service pavnients 

• {X* ’ TDUO) All CHS payments are dociuuented m die CHS s CE sub- file and reconciled 

• (X^ TOUO) Amiual and aggregate payment authorities liave not been exceeded 
I H . (1") Acceptable Uses for Senice .Agi'eeineuts 


(U TOUOi A semce agreement is a binding contract between tlie FBI and die CHS, therefore, 
there is a need for consistency in Imguage across die FBI Accordingly, all service agieeinents 
must be drafted usmg the language provided in the service agreement form (see Appendix F, 
Venice Agneemenf 0 The Mandatory language must be used, as written, ui every service 
agreement, and the If Applicable” language must be used, as wntteii. m situaboas where it is 
appropnate Any omission of mandatory' language, modification of the 'Mandatory” or ‘"If 
Apph eabie ' language or addition of language not provided requires OGC" approval, vvhicli die 

cooi dinate OGC approval of language modification must be sought pnoi to presentmg 
the agreement to the CHS for signature OGC^CDC review is not required if die service 
agreement is diafied ui accordance with the preapproved language If no modifications of the 
provided language have been made see the foUowuig paragraph for die approval process. 


(X^ TOf^O) All CHS service agreements must be approved by the SAC and dieu by the 
appropnate D1 SC the FD. *iud the operational div ision SC. as coordinated by' the before 
bemg presented to the CHS for signature Hie CA must prepare an EC contauiuig justification 
for the agreement and route that commiuucation. with the draft service agreement, for SAC 
approval If qjphcable. coordination with die FPO partiapatmg in the conduct of an 
mv estigaiion or prosecution that is utilizing the CHS is reqiuied pnor to SAC approval If 
approved, the package (i.e.. theiaft service agreemen t and SAC approval) must then be 
submitted to die appropnate ^^|iuut via e-mail Tlie uiut must review and coordinate the 
approval of the agreement through the ^iprop nate op erational unit the FD, and the SC. DI Tlie 
approved agreements will be forwarded by' the Hunit to die FO contractuig officer s 
representative (COR) (winch must be the CA. co-C’A or another SA) identified m the agreement 


(L‘ TOUO ,» Upon receipt of the FBlHQ-approved and signed agreement, die COR (i.e., the C A. 
co-C A. or another SA in the presence of anodier agent or government official as a witness) must 
present the agreement to the CHS for signature in payment name and subsequently provide die 
signed agreement to his or her FO CHSC' to be scanned nito the C HS's mam file. Tlie hard copy 
must be retained in the CFR If the signed agreement is routed or otherwise mteniallv 
dissemmated outside die CTIC die payment name of die C HS must be on tliat copy 

tU FOUO j In order to pav die C HS uudei die agreement, the must include the signed 

agreement that clearly documents the mfomiation and or assistance prov ided vvluch warrants the 
dollar amount identified in the agreement Tile CHS cannot be paid more or less than the 
contracted amount by' die FO oi anv other FO utilizing the CHS If a C HS does not provide the 
mfcirmation assistance tliat wan ants die dollar amount the agi eement must be ternniiated oi 
DKadtfied ui acconlance with • 1 1 l.T . Modification. Expiration Renewal and 

Tenmnation of Seine e Agreements 
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SM Kf r//NOI OKN 
(U) I limruri Somf jf Policy 

(r J//|'OU(l) Thie S A( . must it-virw (71 fS M*r vicj* af^ecmrnts trvrt y nx nMfVTtJvi Ut drtrf mnir 
wlKHlier tlie aKfeemerjl iriay riHilJfiue Un aikofJ-iw six imwilhs Rrvirw nitcria rj/u*i mr lurfr 
whetlirr an opnalioiial uwcl fof iJtf Apfefinem slill exists and if service payrrmts are ms Iiided 
whetliei tlie amount listed is rofurnensurate witli the services beinj* prtAidrd The SAC review 
must be acJ(nowledp,ed ui writing and placed into iJie CftS mam file All agreements terflamafee 
witliin 12 months of the CTLS ’s sigualuie on the a^eemeot linkss extended in acr ordance wrlb 
subsection 17 11 1 below 

(U//FOUO) A service agreement is between the CHS and the FBI not betwmi tfie CHS aod an 
FO Tlierefoie, any FO ntibzing a CHS under contract must aljide by the terms of the smve 
agreement Tlie SAC is responsible for ensuimg compbance with the terms of die and 

dte termination of die agreement 

(U//FOUO) Approval of service agreements does not provide an enhancement of annual or 
aggregate payment authorities These authontics must be requested separately, as noted above m 
subsection 17.3. , 'SAC Annual CHS Payment Authority md ■ 1 / 1 Aggregate 

Payment Authonty ’ 

(TjV/FOUO) CAs must consider that a service agreement may preclude the C H>S from rccening a 
luiiip-siini paynwnt at the conclusion of the mvestigation and will reduce anv request for a 
forfeiture award The information and assistance provided during the time penod for which a 
CHS is under an agreement cannot be utilized as justifrcaticin for either a lump-sum or fiorfeiture 
award 

17.11.1. (U) Modifiratioa. Expii ation. RenewaL and Teimination of Senice .\greeiiieais 

(U//FOUO) .All FO is prohibited from makmg modifrcations to an agreement afier if has been 
approved at FBIHQ. However, a modification request may be submitted usmg the same process 
requued for uutial approvals 

(U//FOUO) A service agreement expires 12 months from the date of acceptance f i c the date of 
the CHS s sigtiature) If the FO deems it feasible to continue the agreenieai, rt must subimt a 
renewal request using the same process requued for initial approvals 

(U'''TOUO) If an FO decides to terminate an agreement poor to its expuaioo. and a pavment is 
due to die CHS under the agreement, the temunaoon must be documented and initialed on the 
CHS receipt for the last sen ice payment under the terms of the agreement If the CHS is not due 
to be paid imder the agreement, the agreement must be terminated via a letter signed by the SAC. 
with a copy sent to the CHS payment sub- file 

(U/. FOUO) If the CHS decides to tenninate die agreement the CHS must provide wxinen notice 
Tins requirement must be mcluded in the agreement Documentation noting the C HS’s 
temuiiatiou must be placed m die CHS payment sub- file 

n.l2. (V) Payments to C HSs by Othei Field Offices 

(U’TOUO) To ensrire that annual or aggregate pavmeuts do not exceed the payment auflionties 
(see subsection 17 2. . Field Office Fiuidmg for CHSs. subsection PA SAC .Annual CHS 
Payment Autllonty^ and subsection P 4 . ‘Aggregate Payment .Audioniy i. all pavmcnrs to a 
CHS made by another FO must be cooidmated with the OO Payments mav be made by enher 
the OO or die FO wluch utilized the CHS Die payineut authority, how ever, alwav's reniams the 
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SI ( Kl l//l\Ol (>KlM 

(UH'oiiruU'tiliAl llmiuii Smiuf hiliry (^ukIc 

l(‘!ipnn*iitiilitv of ihr All must l>r (1iM'u]iw*titnl in ihc I 'I IS's siili ( li liU' iuid Ik' 

inrcincilnl III IVlU 

17, 13. (D Cirifls in 1 itni »f ?\lonf‘lHi ) iiM'nis 

(13/ t*Ol All SAC iiiav apjnovc itio jnu( luisf of ;i pifl in lion of ^ seivtcr p^vituiit in limiK^I 
attinmUtk I's sik h as when Iheie aie fails lo iiiibi ate lliat a C)1S wlii>se assislaiK e fitslilies a 
sendee paMiimt will ihM at rept a cash tuvineni Ihioi lo stilnuiUinp. a iet|iu*sl lo piuclia.se a pifl 
die CA iimst eiisiur that tlie CHS is willing to accept a pitl of iqijneciatton fnnn llie 111! SAC 
approve must be planted tvfoie tiie pi A inav be iiimliased Plaques, meiiieiitos and siinilai 
Items imv not lie piesented to CHSs who are incaicetaled oi who liave extensive cnniinal 
histones An FO must not use CHS fiuidinp to piu chase pfis foi tiie CHS in lecopiution of a 
notable occasion (e g a butfi an lUiiess, a niamape or a graduation) oi foi tlie CfiS's fannlv 
members or fiiends 

(H TOUO) llie \ aliie of tile gift must be docimieivied by a veiidoi receipt m oida for (lie CA to 
be leinibursed or obtaui an advance 

(U' TOUO) Because the gift is a service payment, a written payment receipt must still be 
execuied m acccwdance witii subsection 17 9 , 'Payitig a C HS " 

I".! 4. (11 Lump Stun Payments 

(U' 'FOUO) A CA mav request a lump-sum payment for a CHS at the conclusion of any 
mwsogation m whidi the CHS ha.s made significant contnbution.s to FBI investigative matters 
Of at the conclusion of the CHS’s operation for the FBI The CHS may only receive a lump-sum 
payment for information or assistance for which he or slie was not prev lously compensated This 
does not preclude a CHS from lecetving a lump-sum payment for die same im estigation for 
which he or she previously received service payments, however, the lump- sum payment must 
v'ompensate the CHS for information or assistance not previously compensated. 

(U-FOUO) Each lump-simi payment request must address the significance of the mvesTigation 
and die CHS s contributions to it The following infomiation must be included m any request for 
a kunp-siun payment 

• (U//FOUO) Title and file number of the case to wluch die CHS contnbuted information 

• (XJ/ TOUO) Details regarduig the sipuficance of the investigation 

• (U' TOUO) Justificaticm for the lump-sum payment (must be for assistance not 
jweviously cou^iensaied) 

• (U' TOL^O) Statistical accompli slmients attnbuted to the CHS s lufonuatioii or assistance 
dial siqipon the iun^-siuu payment 

• (U FOUO) WTiethei the CHS suffered any financial loss (not previously compensated) 
as a result of his or her cooperation in the mvestigatiou 

• (U FOUO t The total amount of services and total amount of eiqienses paid to the CHS 
for die FI' and m the mv estigation. and the total service payments paid to die C HS for the 
mvesTigatJOuf s) desenbed lu the first point above 

• (U' FOUO) Uliethei die assigned FPO concurs with die payment (if the CHS is to testify' 
or has testified) 
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SI r Rf I//NOIOKS 

(if)* iltaihtit '-tiMtt r y < riit/U' 


• fU//)'(JUO) Jlif V4J1U* m ftjfirtird j <>1 ^ ^ IfS n 

4 imI tlw r/fS Iw's f« nvi*H m vvmjIH Ij*- frji ^ 

ii^nuiraU rl f<« ir**ijJUn)# iunn U/ilnird 

• fU//HJlJ< JJ Wlrllm dir f I IS Ju** m will rr/Mvr any putyrrt^frf f<ir ^ w r*, fjf *^,i 0 nr^\ 

liotn ;iiiy otlin I.I', afy*f¥ yfirs) in * tnttwi turti witlj dit mfotnafiMm 'nt that iir nn 

•ilir jifovidrd to tlir I III 

(U//I-f)liO) JIh* Jiuijpi ‘•(jfii jMyiiMTit iv^iMTsI must he ii^ipf'/ved b / the SAC. A himi# \*jnri 
paynieut inusl lie paid from tlir I f J s frudf^rl Mjbjert to tlie SAC v amiaj aofrjorrtv Jf 

die payniml is witlitn the SA(. s paymem authority but the Kj % budpef hie if.-'-iffK lent ftvbntf 
ail enliaiKenieiil request must be coovdinated throu^i die brjih^et unit of appropfiate 
opf'ialtonal unit (see .uLvit - iu'wj 1 / ' Field Office humteig fcpr CfCSs * 


(U/(H>UO) A lump sum payment iwpiest tliat ewreeds the SAC ^ annuaJ 2 i.^MjriTv * 0 ^ or one of 

tlie agf^egate $100,000 inrrementa! thresholds must be submitted U> the 

luut for approval m accordance with " : - = liou i j r, SAC Aiieitia! CHS Payment A itrj'-^ifv 

Ihe c^iational umt m responsible for evaluatuig the amoisit of the requeued hasp 

payment agauist die operational benefit provided by the CHS s asasiance Opastn^^ 

reconimendations must be approved at the ^ipropriate autbonty lr~r'e| witfasn respeci&%'€ 

The operauooal uoif must advise fee FO md mmff 
lie appropnate^^^uiut of tlie decision rendered on fee request 

n.l5, (I") Rewards 

17,15,1. fl') Rewards Offered b> Entities Outside the FHI 


(U/.T^OUO) A CHS may accept rewards from another ennfj offered as a icvuh of his or Ler 
assistance Hie reward must be dociinienied m the CTiS s sob-CE file Approval to dndoic fee 
CHS s identir>' may be necessary m accordance wtifa Semor- 13 . “Ehsciostire of a Co^detfal 
Human Source s Identity If it is necessary for a C A or a co-C A to receis^ fee reward on bAatf 
of the CHS to protect the CHS s identity the CA or co~CA mu.^ documrat fee receipt <rf fee 
reward and the transfer of fee reward to the CHS The C A s or co-C A s transfer of fee rewafilo 
fee C HS must be witnessed by fee CA or co-CA and anoti^ SA or OFfeei govenaneis officai 
and the C HS must sign a receipt, as wife any other paymeni. m accordance with I" ^ , 

Paying a CHS. 


17,15.2, (C) Rewards Offered by the F^I 

(U^TOUO)Hiepolicvou3CcepfaiKe of FBI pubhcly achertised tewartk is detsaled m 
HAb. (IT Foi feiture Awards 


(C FOUO) A CHS mav receive an award based on a forfenure even if he or she has afready 
been compensated for fee information and or assistance that directlv led to the tarfeiuae. 
Ho\\e\ er. fee forfeiture award must be off^t bv an\ prenous pasTnents fcr inf:fm3tioD or 
assistance winch led to the seizure excluding expense paymenn 

(U' TOUO) A C HS may receive compensaiion of to 25 percent of the net vahie of fee 

forfeited property nor to exceed $500,000 per forfeited asset 
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(I -'t ( lUiiiuii Soimv IHHirv (fiiiilt- 

(II' IXH '01 Thr itnfritiur iw.Ui) iptjiicst niiisl U- .«(nm»vnl I*v •!*•* ^AC ^id l<» tin* 

1 ll>S umVn tin* ( 1 IS S niuitlK'i IIh- 1 i tiiiKt iiu liuli* 

* (1) 1 A tij llir iuul |iidi( mI (Wik'i ot liHlriliiir t>i til 

linfrumr 


• ' >XH >0) llii* n 4 «M' Jjul m'liiinimiiii'iuinur <d llir I IH) Al ISA iiivolvnl in llir 
op«Jhw ot'ilic t HS irp.udnif’ lu-vinffil to ilir ( I IS vvilli lt»i tetUsi puK'mis it «ililr 

• (I 1 til S>) llw toU) t jdiir of ilir ftnfnlrd |>n>|»n1v 

• 1 tlUOl lIu’ AiiKHUit ol Aiival cash m ip^uliwi pii> mis if known 


• {I ^ 10l't>\ 11\e poceiiLifT ol rqniublc sliatiiif* lllit* sliainif’ djsl>ni soiieiit is l>a.s<sl tni die 
imiaitiuig funds al^ei ,ill eit.pmses luve tfern dednrted iiu lndiiip Ibifeiiiue .iwiuds) 

• Tt H’O) A dnailed jiistificaticni Itn die pavTiient of an aw.ud mcltulinp. tlie 
infomwiiKH) oi .issisl.TiM e piosiiUnl by liif f HS dial dii ectly icsiilled in tlie 
sri?iue liMfeihue of ihe jnopeitv 


(U TOrO) Venficatirm that tlie l^SMS lias lieen notified of die FBI s intent to pay ati 
awaid on die foifrited propeit\ Forfeiluie pei^otinel in an FO aie lesponsible foi 
foiiv.uding a coiiiniiuucalion to die USMS doaunentmg die FBFs mteiit to pay an award 
based on d ie foifeitiue and dieckuig die award block on the sharing fomis 
aotidcibcni must be dociunented m the CHS s main file 


• FOl'O) File total anionni of services and total amount of expenses paid to tlie CHS 
fox the FA" m winch die piopeitv w^s seized oi forfeited, atid a biief justification foi all 
service pavments 

* (V FOI 'O Venfication that the CHS w as not pre\ lously compeiisaietl for the 
mfoniiatioii oi assistance dial led to tlie seizure forfeiture of the property for wluch die 
award is beuig soiiglit if prioi payments have been made for such infonnation or 
a'.sisiance, die cotnmunicatioii must ideiitifv such pavinents 

(C FOI 'O I If the forfeited propertv w ill be placed mto offiaal use. the appraised value is used 
te determine the award .All other picpein must be sold and die proceeds deposited by the USMS 
prior 10 a determination of the aw aid aitiouni 


iT ' F0L‘0> Hie CA or co-CA must submit the request for forfeiture awards to die appropriate 
opeiational unit up<»i receipt of the final judicial order of forfeiture or declaration of 
admuusTiative forfeiture prioi to any equitable shaimg The operational unit must evaluate the 
lequesied award payment again st the operational benefit provided by tlie CH S and coordinate the 
^^«prc>\ al ot die request with tlie FD 

V FOCO s Tlie opei ational u nit mu st prepa re the a pproval conimumcation for die FO w ith 
nmificauon to die appropiiai!e^^|.uiii and^^l and coorduLite the necessarv' transfer of 
funding 


1* 1‘ il I PtojKt Ouetaied Iucouk' 

\V FOCO : An FBI operauou ur-ohme a C HS may produce income In orda foi the FBI to use 
that uKoine comukml . called piojeci eeueraied uicome iPCiI) to offset the necessary and 
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Ki f ui Afmtmivm 

(If) I fivrdn Stpmrr p»j|y / 

irjstvMtilr rxfxrriMt^ iikmutH by Ok' ‘ipt^uhtiin ibr /mMt m Aifraee^f 

(rtnm^J {A(i) pjimqrtioij 

(IJ//J''0(JO)H[||;tiul wMt 4tst}vMity itmy b<r gianlfO ^jf 4 <.li% V Ibr 

MCI Vices wm( c*|icfiscii wifij P<lf pfovjifc^ fiial aJJ opei ati4:mai erj^ ha ve be»T> f *■ j^rm 

SAC ajjpiovaJ arid r-onnif retire of the FPf.} itflorney ijivolv«J in Oir opera^jcn .->f rie*. ' ''.f 

appluable), tlir CA must sulmut a corntrairtication 01 atxjordanrc wtO; 

(U//FOIJO A CTIS may lx* paid from PGI fuadb Of firom CHS bmd& K/? fc«dt nirv-; 

not be commin^ed with C.'IfS fimd* Thcrribfir. FO« nuMd cicarfy dr>cyKrier^ iti ‘tie f ^fh ^ 

CE die temimation of PGI fundtug for CHS paynienCs aod the cooinienfcfQirm -jf CH’ 

PGI payments must be documented m Delta 

17.18. (17) Funds/Giffs Given to a CHS by a Subject 

(U//FOUO) With the exception of ftimk paid for goods and sctvicct fccdered e 
business transactions, any money, illegal proceeds (e g gamblsig. to» i^adoog. vale of 
contraband), or gifts received by a Cl^ from any todmdnal or ^oup that ts a fufeyeet nr 
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I” 10 . (^1') l’»Mn*'nls to » I Ios<h1 i lis 

(I VOl’O) ii<iirinHv a CHS imv not Iw jxakI tflnr oi she is tn a closed status hi the rate evetit 
that a pa\i\Kiil mn.st Ih' nuilc eiOiei hn sctmcts oi eajx’iises the SAC imv atiUioii/e a one iinie 
jvjswent to a CHS who has lx«i ctoscxi If more tli.m one jw\ineni must Iv ntiile to a C*HS who 
has been closed tlir CHS must ftis! he leotiened accoidiiip to the leqmirnients of siihst'ction -1 . 

Reqvumnents for Reopening a CHS 

I ',21, (11 One 1 iiiH' Non f IIS Pasmeut 

"KOUO) The lumtv and lequiieinents dcsailred ur tins sulisechou airplv to non C HS 
paxTuents W'lth SAC approx'al, onlv one pavnient mav he made to anv uidicidtial who has 
p oxided mtbiiuation to tlw FBI ui itiitheiance of an FBI investigation, bnt who lias iievet been 
opeixed as a CHS foi the FBI Foi paMiients in excess of $ 1 0 0. OOP a connnmucation lequestuig 
die amomit desired, wath a m^tificaiioti. must be submitted to^^^ltbi apptoval A non C'KS 
nui onh’ be paid fen semces renden?d and ot expenses mmiied bv tliat mdix idnal as defined 
above ut suli seiTlioo H > I . Seivices. " and snbj^svftpn K Expenses Pavnients to non 
CHSs are charged to the CHS budget using tlie appiopnale case file nuinbei 

(I." TOl’O^ Befcne appioMiig a pax'meni to a non-CHS. the S.AC sliould weigli the benefits 
gamed bx nuking such a paxmeui against the nsks uix olved tn not liackuig die person as 
coatnbuting to the FO's and the FBFs intelligence base and not proxiding protection to die 
tndixichul's ideutitx' 

tV TOCO) Non-CHS paxineuis mav not be used for the reimbursement of die expenses of 
agents oi other LE or IC officials 

<,V FOUC» If paxrnents are made to a non-CHS. the FO CHSC must open a file dedicated to 
tracking these paxments m order to capture that person’s contributions to die intelligence base 
and tile amount of fiutds paid 

I” 22. (l~) Paxtneuts to a Non-C HS Requiiiiig Main ten auce and SecunP 

( U FOL'O) CHS funds must not be used fbi the uuiutenauce oi secunrv’ of an indix'idual who 
has tiex w been opened as an FBI CHS. but who requires inamienance and secmitx' because of lus 
or her coopeiation xxath the FBI This includes mdividuols avxaumg W'SP encrv S.As are 
pi ohibiied fioni opemng diese uidixiduals as CHSs meiei v for paxment purposes S As must use 
FO case fiuidnig or fiindiug fi^oin the FPO foi iiiamteuaiKe ,uid secunrv or relocation payments 
foi diese mdinduah See Section 8 . W imess Secuntv Program 


127 

SEC RET NOFORN 




SH Ht l//*4tnOKS 

(I /) C WmridFrilial f Ii«n 4 n fiowtr iMir y f Arndt 
17.23 <l l) < IIS f*f o%»fliaK Moim>> or lSif|iorf y !■ Sofiporl of m I Bf f«vr^«co4iw 

(U/A'OtK)) In <iidn Icif 4 CHS to jjimniir numry ex {xopnty id rrf m 1‘Til 

Utr ASAC: iiiiisi main* a wtiltrti fitidifiip tlul tlir atrtpbmrr <4 thr CTIS*t mtmey m pwi^nFty m 
iM*(-cs« 4 iv aiKl a|i|nopii4lr fm ufinalional inauim Ihr wrrttm Andn^ muot oirlijtfc' a 
drtrtniination wlirOkn tiir ( uriumtarun hralr thr pritnitLal for rrwTttrxi oi an apprafawr of 
(-onrioii of tin* ( *liS. llus wfittm f'uidiui' riust hr dncutnrnlrd m ihr validalBon mb btr 


I2i 

SECRETNOFOKN 


SIX RK I //NOI ORIN 

(1)) ('oTitidrutiA} Ihinvui Srnm'r tV>lit v <iiuctr 

18. (V) ("losing n C'onnthniliHl ll uitmii Souiyo 

18. 1. (1^ < luvini' t ommimiiation 

(U-'TXHJO) » drtoTiiuHtitni lus bcoi ntwlr l& dme a C! LS. a c-imiiiuuuraljwi 

^xitracntifi)'. ihc i<*asoii foi dowiip miisl lx- im liulnl in ilic* CHS's main file iltost irasuris aie 
UstPd brW m siibscclwiK 18 1 I and 18 12 , brlow Althoupii nnwe lliaii onr irasini niay ™sl 
f<« rIoKmp. a CHS, if mif of tfic ica*!t>tis wtsuld iiumfy riosmp Uic CHS fin cause, tlie closed (bi- 
cause calepofv must be selected as the basis foi closuip 

18.1.1. (1) lieneial Reasons foi ( 1osiii|: a CHS 
(U/IXXJO) A CHS may be closed because 

• (U/ TOUO) Coufidcntialitv has been iimntentionallv coinpioimsed 

• (LI''/'FOCO) The CHS's cooperation lias been con^leted 

• (U'TFOUO) The request to operate tlie CHS lias been denied by FBIHQ or another 
apencv 

• (U v'FOUO) The CA tiansferred 

• (U ' TOUO) The CHS : 

o (U/ TOUG) Has died 
o (U'TOUO) Has entered the WSP 
o (U TOUO) Is ui poor health 
o (Ui TOUO) Has requested temiinatiou 
o (U'^TOUO) Has relocated, or is unavailable 
o (U^TOUO) Has been unproductive. 

Q (U TOUO) Is no Icrager m a position to report 

18.1.2. <11 Closing a CHS for Cause 

(U TOUO) The decision to close a CHS ^br cause, as opposed to a general reason, must be 
based cwi a consui^tiou of the senousness of the facts and circumstances of each case Tlie 
decision to close for cause, however, is required if there is gnevous action by tlie CHS or a 
discovery of jxeviouslv unknown facts or circumstances that make the individual unsiutable for 
use as a CHS Documeniing that a CHS was closed for cause also establishes a record regarding 
the sevenu’ of the CHS s conduct that will guide odier S As who may consider reopening the 
CHS ID future 

fU) The following is a hst of reasons tliat miglit justify closmg feu cause: 

• (UrOUO)l,TA 

• (U' TOUO) Unrehabihn 

• (U TOUO) Unwillingness or inabiliti' to follow uistructious 

• {t’ TOi'O) Senous control problems 
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SM Kf l//WO^^^KN 

(if) ( orirwlrntMl I iiuiLtfi Viuir r P^tr y 
IH.Z. (1 f) ( l<mii|j! Pi fH rduiv 

UiKJfi t liMiinj* tlip (IIS wlirthn fm rausr w &» a fvnrr^l teman ihr CA jnd Qfw 
I' HI SA l.{‘X), cif pftMHi widi a rorn|iiu^>tr ixmttrjn in i U S intrlJifmrr ifimry s^vinf 

ait a wibic*‘is. nui^t 

* (UWOUO) Advise tfie f 'MS , if ibe ( 'US tiiri lie kx aied dial hr Of she is r loseil 

• (U//T'OUO) IXK'uniml tlial sueh nolice was js^ven and whether (hr (US adincwkdf^ 
lecript and undnsUxKl 

(U//F()UO) If the CHS refuses to arknowledge these advisements the refusal must be 
documented m the same fnannn. witnessed by the (JA and the witness m rjnr of the posifjoDit 
desmbed above 

(U/^OUO) In addition if tl» CHS was autlion/rd to participate to OIA , airy prndme 
auUiottzatioo must be i evoked ui accordance with subsecliop IJ E , Res oc^toc of OIA 
Authorization ’* 

CU//FOUO) When a CHS is dosed for cruise, the CA must provide wnttcn oobficauon of the 
closing communication to the ASAC {or sia successor form oi Delta) wd a copy nau* be 
maintained m the CHS s validation sidr-hle 

(U//FOUO) Wlieu a CHS is dosed for cause, subsequent contact with the mdrs idual requim 
special autlionzation (see subsection 1S.3-. ‘Future Contact With a Closed C’HS ') In addition a 
request to reopen a CHS wlio was closed for cause requires additional jusuficatioo and 
supenisory scnitmy (see subsection 4 5 1 . " Request to Reopen a CHS PrevMn»ly Closed for 
Cause”). 

18.2.1. (I”) Delayed Notilicatioo 

(U/ 701)0) In the event that the CA or co-CA has detcniiiDed that there ts safhacot irason to 
dose a CHS. but providing an immediate notihcatiOD to tbe CHS would likely jeopardize an 
ongomg inv estigaUon or prosecution or cause a fli^t horn prosecutioa a derision may be ntadr 
to delay tlie notification Hie decision and supporting justification imisi be docomrafed m the 
CHS’s mam file 

18.1. (X') Future C ontact ^A'ilh a C losed CHS 

(U) Absent exceptional circumstances that are approved i in adv ance. whenever possible i by an 
SSA. an agent must not initiate contact with or respcmd to comacts fiom a former CHS who has 
been dosed for cause .Approval fw such contact must be documented m the CHS s mam file 
CHSs who were closed, but not for cause, mav be re<oDCacird without prior approve 

(U) New mfomiation mav be documented to a closed CHS file however the CHS iittisi be 
reopened if die lelationslup between the FBI and the CHS is expected to continue bevimd the 
initial contact oi debnefiug 

(XT) To make payments to a dosed CHS see subsecutwi P . 'PavTnents to a Clo«d C HS 
18.4, (XI Cooidiuatiou With FPO .Attomeys 

(U^ TOX'O) If an FPO .uroniey is parlicipatuig m the condiKl of an investigation that is utdrzuuc 
an FBI C HS or the FPO ts workmg vvidi a CHS in counectian with a prosecunon the C.A must 
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SI * Kl fiRN 

(l f)t A/ninU fttlAi ( UarMi V>*JI* r PfjfK V ^ 

IV. (I ) KKlnil«‘rf iloriHl** OpfialMiiis 

(U/(^r< )( K)) \ Jrjl»*sfi '.in'' iiu‘d iidirt m^r ni llm ii>»w 4 II pKn-Mkit* lhf\ K . 4 ^/ K f 
CMS All M r/|x-r4KJnJ A^ln^^tnA^ 4tditfMtty WH’^ inay 1^ -Vlr^j^iyJ ow «4»^vivrfy 

{MiSJtoni liniH (Uilrss 'ill'll I lirfi fitlunwnrf* l/> arWitJOft iruy bv 4 pi'^^rtfv 

^tflwin/rd tiidividiuJ »t« # t»)p, r 4 j>ac dy fjf by ii pi^ vjfi li#>ldmp 4 iriwf suitor p»/Mt¥Wi 

i(‘<{uii('d hy flus W» 

(U/^KHJO) Iltis MtiKiTJ p(ovjyk*% ’iXsa^Mdi/tA pfJnc v fw aU mvr^tw^i,r fMOffMn 41 rrlirtwi 
to iKJth 1:1 CHS ailivity mA txjnopMaUfjful tiavrl Adf^ifrirr y> thjv prjlir-.! frjf bMh 

CHS iiitetiialjorial opf^alional and kfiowii nnfvyperaUijrial t/avH <'i^dm4ioc 

anioiip affft ted parties ajfKl iiulipate^* ibe ri-Jr inherent in vurfi ar tiMtie'i 

(U//Ft)l 10 ) The foUowuip. autliorities to die ejctenf Ui iMurJi rfn-y a|^y u> h ; operaDCMV^ ^rerri 
tlie policy for ET CMS operatioav 

Foreifff) Intel e ( V • rfrt/ ‘‘is CNSK j) f CJctob*** 5 1 L'OO 


■ (U) .-Ifro mei- /• ‘ Zjs- '' ^ ^ 

In forma f iiS and Coopwa'i^e j:, ’Ti‘ ■ _ ' ■ ^ 



(heieaflet referred to as the FBI CIA MOL" f 

(U'TFOUO) Tlie afOTemeotiooed authorities difFerrntiaie bcnseen CMS operatioDS m support of 
national secunry and crunmal investigations thm differeoi pol«:v rer^Miemcnis are marekiwi 
for each type of CHS operation In addinon FBI poUcv differeiAates bctv-eec tlae 
aforementioned investigation types and positive foreign inielligaice < PH • opcratKiiB Tberefine 
dus section estabhshes different approi al levels and pohcv standaids for a CHS operatsoe m 
support of a naiionaj secuntv investtgation. a PFl mvestigatioo. and a criminal iznrJlzfataexr 
However wTienevei pemussible under the abo\ e authontiev FBI process and poUir.' will be 
consistent for all CHS ET operations iMien apphc^le the heading of each yubsecticG indtcaes 
w hedier it is applicable to national seciinn PFl criminal or all mvesugadoc^ If » ET CHS 
operational request is m support of both a national secunty invesiifattoo and a cnmmal 
investigatioa the policies and approt'als for operaaon in suppan of a naional semnrc 
mvestigation apply 

(U TOiX> I Based upon the category of CHS actisin specific ^iprovais DcnhcatioEB and 
docmiieutatiou requirements appiv These categories are detiaed as fcdtows 


1 iX'"' Extntemtcinal r?fer> to aii’i bedi of Uod or br'^^ad the tiinisbcfiaa 5/ ■ Tiirf^ Staurr 
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SH Ki I//N010RN 

(I ( intlnkiitMl I liuivui StHiitt* V ^ 'tilde 


• ^S 'NT ) ( US I I o|M'i At tftnal tiavpl; llir 4 IIS UavrK lo 4 rmn)^i itHuiliv fttiiii ihr 
I 'mini Suti^9tif h(nit imr tixiMfVi i xHutliv ti' aiu^iIh'i loinj^i ( oiinliv lo ntp^l’c m 
cififialunial acimlv (r p Wflini la'iirtl U* rollo l iiilt'llipnMr tn rviiUfH r) cwi liclLill of Uio 
fill This fuilv iiiAV W thvUicd m luuln l<unl hi llu* hosl i tnuitiv <ui(l iiuv 
iniiUtciAl Of 4 tomt ofin^lion 

• (S ^NF) 4 IIS I 1 iTMilpnt llir C’HS irsidcs in a ihipipfi l oiuiti v 

• (5i/TflO i Hs FT tielit Iff: In siipiKnt of an I'BI m a USK’ tili|rctivr. die ('I IS ttavels at 
the ir<)ue<;t of an FBI ctiplovrc to iiied in a l oirtgn roiinh v fof a (kHinefiiip foi tiaiiitiip,, 
Of lo Tccmr fiassc^l tlmts oi lx* asswsed See siiti'a'i lion 19 9,. l vtw|ilov« Tiavcl 
Rrlatrti to a CHS (^fietatioii " foi ftwulaiK’p on foieipn havrl in sujijxiit of ET CHS 
actiMtv 

• (S''NF) C Hs FT o|i<>t Alional irominuiiiciitioiiv: In HU{i]»OTt of a nalioiia] seciuity tnatloi, 
a CHS ai ihr dnrction of die f BT ronmimucates widi a subject of an mvesltpation who 
IS in a foi7ipn couiitiy The CHS nwv lie located doniesiicallv m die same coimtty as the 
sublet!. Of in a sejiai ate coiintrv 

• (S 'NF) Toieigii bated ( HS operation al ti avel to the Vuited Stales (opei ntioual 
domestic ti at ell; A CHS travels fiom a foreign t ountrv to the Umted States to conduct 
operational acdsitv (e g l^gat assigiied CTIS i-qieTatioiia] travel to die United States to 
suppoil an FO invrstigahon, or an FOassif^ied CHS who resides m a foreign country 
travels to tiie Umted States ui support of an operation) See subsection 19 4.1 5 . 

Foreign -Based C HS OperaticiLil Travel to tlie United States (Operational -Domestic 
Tiavel '■ 

• (S ''‘NF) ( HS El business or pi ofessioual ti as el: The CHS davek lo a foreign country 
frexn the United States or from one foreign coiuilrv to anothei foreign country for 
protessional oi business piaposes and is not tasked by the FBI to collect evidence or 
intelligence Tire CHS is not condiictmg business on be ha lf of the FBI nor is travel paid 
foi bv die FBI Professional or business travel can include routine travel related lo the 
CHS s cmploviiient or profession or be part of professional development sucli as 
atiendmg a conference, a seuiuiar. or a trade show 5>ee subsecUon 19 4 1 7. . ‘‘ET CHS 
Personal Travel. ” and subsection 19 4 16 . ET CHS Business T^ofessional Travel.” for 
more infomiaiiou 

• (IT- FOI 'O) C HS ET personal travel: Hie CHS travels to a foreign country from the 
Umted States, from one foreign coiintiy to another foreign country or from a foreipi 
countrv' to die United States for personal reasons and is not tasked by die FBI to collect 
ev idoice Of mielli peace The CHS s travel is not at die request of the FBI nor is the 

d avel paid for by the FBI Personal travel can ujclude activity such as a vacadon. a social 
or familial visit to a foreign country* or travel for personal frnancial activitv* (e g.. buying 
vacation pioperty) See sttbsecuoit (9 4 ) 7 . ET CHS Personal Travel and subsecti on 
19 4 16. "ET CHS Busmesv'Piofessional Travel for more mfonnation 


’’ iV/ The lenr £orei|ii lelins to any t>ody of laod os WKtei under the temionai jumdicDon of i countrv other than 
die Cniied Sitter Uaned Sittes tndudeitbe Distnct ofCohisibii lemtones. and poi^vuons 
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SI y Kl I fJHS 

(I I) 1 I fmruFi Vnif'> P*Ah y ^ tuylr 


• (S/ZNI ) < IIS I I lj 4ir.il (liiv^l /lj( of fjjj*. » ? ^^jTrvr > t vik-jy t/> Jf;* i rf<r 

< ns li^vrl itipir'i 4 fy Injin (>rif ffAnf*/i ununryUt ffpmftytjt U*mi ^mw 

ftrt(*ip^ii<i««iljy tb#* St4li“ tw a»fffiirr 'rmiM f rii ^nr 

ot tJtf’ (jtlwt 1.7 ti.iivc) * Jtfpfffx** 'Durrrftyif^ mUnut^u^M U/f *hv v^*rjwjr y r * 
fjjil III iJje I I (javrl foi ;iny of llw* ^Jtlirr Ua »'\ - 


Jill* ( A Of f A riiu'it rort^ilHr iJf'hd 

ihr ( IIS ;titivi1y f;iJ]' Mitiiio li.' frrl kx 

tlif* tj^istl r;ilrp,niry ( orrjfitrLiop rrrfiiif^d t/^ 


• (U//f'CilJ(J) f 'ondof Imp opnalioriaJ rntnrnuiiK 


• (lJ//R>UOJi A CHS tr^vrhjjp fioin Ihf UmtfMJ StatP < - m*iy 4»w3ii'>ra*S- 

sufjpoil an I lil jnvrstipalion 


• (U/fFOlJO) <^»ctalinp a C !HS leiidinp in a fcnngp "■©•Jim / 


• (U/^OUO) A ( US tiavrttnp ftom rxte foreign rounir v to joo&trr fornipj t 'j-riirtr y cir 
a foreign coiuitrv to the C-nited Stales to opetatscmaliv iufjport an FBI nr- 

(U//FOUO) also used track CHS foreim personal and 

busmess/'(>iofessional travel 

IS not used to seek approsal fbt FBt eiuploser £T tras rl 
related to a Cl IS operation ITus is accony hshed using an JEC ^ see lUt- "* S> > ^ip4o>^ 

Travel Related to a CHS Opeiatiou J The ttot ased to ^adr CHS 

domestic peisoiial ot busmess/professional travel 

(ir'/FOUO) The previous policy ora ET CTiS operations used the concepts of ^jprov ai tor EJ 
CHS travel and approval for ET CHS operations syrtoravmousJv Has exceed cmsFisioii bccauiie 
approval is required even if a C HS does not trav el bur resides and ts operated in a foroge 
country or if the CflS is involved in ET opcraboraal cranmuDicaiions Tbiv CHS operatsoial 
activity' autliorization is mandatorv regardless of the CHS s otneinabon point ’ i e the Uarird 
inteniational locale) 

as updated to better define each caiegorv and provide an auSomaied norkfion tor 
approval and notifications. 

(U TOUQ) -An open full investigation is required for the FBI to engage m ET CHS operaaoiR 

(U TOUO) Subs ec Tioa 7 6 Svv’ora Law Enforcemnir Officers cooiarais a protuboxiB oo 
opening a LEO as a C HS unless the pers<»i is reporting ora matters related to pubbe cocmpltaa 
Tlus prohibition applies only to U S LE personnel no prohibitiora oosts for foreign LEO* 
However agents must be cognizant of other sensitivities inberenl in o^Kmmg and lasloag a 
foreign LEO as a CHS overseas and be aw are of the definitron of tomgn offiaa! and 
or not die term applies to the LEO 


19.1. (IT National Sec uritv Inv esiigafious 

19.1.1. HT LT C HS Operation in Suppoi t of a NanonaJ Seemtp InvesngatiOB 

( S ‘NEj The FBI may engage m die following ET activities in stpporr of an opes fiJi substaiffive 
nattoiiai secuntv u>v esitgaiion or a full PFI mv estieanon 
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SI < Kt I ' NOI OHIN 

(1)) ( t UntMii Soitti r Ihtlii y ( iiihli' 

• (S^'^NVl CiUHfiU'lr lilt* iiKvr\vntr'iil i>i hh imiitiml tU nOti uK i>l ltiit-.il c timihu's i( tin* 
its’ht'V’HfiHt)! in irt nuiiinnii iv.4<. In*piiii 1»v iln* 1 HI m iht- i intii'il Si tltMi. 

• (S''NI ) iUi«l }mv oIIh i.tls til tlitt'.il i inuiliii~H jliiii.iil wlui Ibm* lutni trt itiitt'il tn 

tipnattnl C*HSs tiv tin* I'HI m tlir UntltNl Stitrs svhtu il itt iml pi lit .4l»lr Ui Ituii lJu'iii 

tnn lo lutrHiptnu-r V Hir tW*imnuu1unv i>l .1 hiiiinvn is mil l»4sctl stik-ly 

on (HMlirahilitv birt ratlin oti tlir tiTi;iliiv ot tin* ( HS hin'i.iIiihuI nit inuskuKcs 
iiKliMiin]i' lh(‘ ioastnulilnirss ol flu* I ill >i t tnituimsi ii|N'nlioii :«h 1 pavniont til a C1 IS 

• (S aihl (wv ( lISs liavt'lin^' in ii*s|Knisr lo nisti iit tunis litnn linn}i^t 

inleUipaHT s/eiMt es on uiteimtnnul !<•« ousts 

■ (S ’Ni) aiut pay <1 iSs u> ft;ivpl alnoat) al the tliut iioii of tin* Mil It) iiulte 

I'oniAi t wytli toieif^ iiilrllifient c scivtces tn uitnimunul tmoiisis 

• (S ^ii AullKnire t HSs to tyjieivilc sub souires uiiniutunullY in atxoitLint r witli 

:v’hs4 v ti- i ; 1 llsr of an Ki Sub Sotui c 

IQ. I 2. (lA Pi ohiliilptl I T National Sioriinly i IIS Ofmations 

(S TSV) llie l-'Bl iiiav not nifape ui tlir follownp activities 

• (S NFl Reenut as CHSs officials of coiuitnes that aie not threat coimtnes 10 Tins 
|>rohibition ck>es not a^ipl v to ncnintxW;i gen lent (i e first bne level) I..EOs 01 otliei fust 
hue level govenuneiil enn.ilos'ees Howevet if theie is a question about any other LF or 
goyenuiiental position tlie FBI agent niust consult tlie CXiC’ to detennme whetliei tliat 
pel sou falls widun the meaning of otTicials as stated in tins paragraph and below 

• (S "NF) Pay foieign officials, duectlv 01 induectly for unesiigative assistance Tins does 
not piesTnde reimbuisemenl of LE or secimu agencies of foreign govenunents to tlie 
extent authorized by the Umted States and foreign law and does not exclude tlie paynient 
of a foieieii LEO or natiouxal seiyjnrv ageiKV employee wlule the uidi vidua! is open as a 
domestic FBI CHS in su{^ior1 of an open FBI uivestigation (e g . die Foreign EJoniestic 
Secunfv Service Initiative) 

fS TsT) A finTign official is defined as a foieign national ui die Umled States who ts actuig in an 
official capacity’ fot a foragn power is attaclied to a foreign diplomatic estabhsliment foreign 
consulate estabkstmietil or othei establishment undet the con not of a foreign power or 
eutploved b> an uiteniational oigamzation or odiei orgamzatioii under an agreement to winch die 
United Stales is a party (see the NSICj) 

IQ.: 




See DIQG G . ^ Fr-j’< r. foi i hit iM‘ chreal countnej 
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(IJ) Cinitiiinitul I huTuut Stniin* (V>lu v <'>uulc 



(S Nl*) I I OI V h> a C IIS io Sii|i|N»i t ol a Naliotial SiH'iii ity 1iiii'%li|iati<iii 

(l^ 1^01 I» addition to thr aji^iiova] <ioiip.hl (cw an liT <1 IS o^irialwiii in sii[J|Knt of a national 
seatntv unr-tUpation additicnial ap|iiovals aie frqniird if tlw t’HS will piipapr in t)lA Iliesf 
MV set (Hit ui suhscctioivs 19 ' t ‘ 19 ^ I t _ and 19 ‘ 1 1 lielow Ilie ai^iiioval ol ilic OlA may 
be sought roiKWimitlv with the FT ojieialional apptoval in]iiest Howevei il llie need foi Ol A 
a|it.iroval anses aftei CHS IH' opei atonal appioval liaslieeii obtained, Uie OIA aiitnoval must lx* 
solicit indepeiidaitlv and obtained ptioi to tlic C'HS enpapmg m tlie OIA 

t S ’NF'l Foi ET CHS national setunrv- ielated opeiafious. OlA is defined as any activity that 
would constitute a cnine luxiei fedeiaJ state or local law if engaged m by a private person, 
except as aulhcHized luuier tins policy 

(I - FOUO> In aptxoving tlie 01A_ FBI officials must find that tlie OIA is necessary to 
acconiplisli any- of the following 

• (Ui FOLK)) Obtain significant uitelhgence or inteniational tenonsin mfomiation 

• (Tif TOl'O) Establish oi mamiaui ctedibilitv ot cover tiiat is miportant to the success of 
an mvesfigatiou 

• (LT FOUG) Prevent or avoid physical lujuiy' to individuals or serious damage to pioperty 

(E' TOL'O) FBI oSicials must also find that the need for the OIA outweighs its seriousness and 
adverse consequences 

(E* TOCO) An FBI employee must never authorize a CHS to participate in any act of v iolence, 
except that die CHS may take reasonable measures of self-defense m an emergency situation to 
protect his or hei own bfe or the hves of others agamst vvrougful force 

(S' KF) Tlie FBI is not permitted to task a CHS operated jomtly witli anotlier USG agency to 
perform OLA activity without the authorization required in this secttoti If the otlier agency has 
tasked and authorized a CHS to engage in OLA but the FBI lias not received tlie authorization 
required by this section the FBI may oihciw-ise continue to operate tire joint C HS and participate 
in all aspects of the operation mcluding tasking, gathermg intelligence- and debnefing tlie CHS, 
except tliat tlie FBI may not partiapate m liie taskmg. the conduct, or tlie fundmg of the otlier 
agency s OLA 

(E^ TOL’O) See subsection 19.13 . Emeigeucy ET OIA Authorization, and subsection 19 14 . 
Ourarion of ET OIA Autlionzation and Request fex Renewal for gmdance on tiiese topics. 

19.2 l.E (S >Tt ET OLA That \'iolates Federal Law or is a Telouv or a Seiious C liine 
Til del Slate ot Local Law 

(E TOL O) Tlie following approvals lire required for ET OIA m support of a national security' 
un estigation if the OIA violates any fedei al law or is a felony or a senous crime mider state or 
local law 

• I U FOLIO) SAC ai^oval of the OIA 
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n i) C ritiiil I J'lirufi SftAjj* PoIk y f 


• (n//J fll JO) lOl J 1^1 ijfiP jfid oi f)JA Jv> 

► ilp r r ho/i } > ^ ol tli*- Ifilnti^lHiTi-il f If jIh irr> l>i /isifin rn f f ^ MS 

4 Ik| III. . n . ' : If f b/ 4 I ry^ *n 4fi AJA f ; 

• fU/^l f 'f >) * HM ff> (ijirfiiJRiii-4l flivi^Kifj AO Un 4|4^fr/4J //f thr OTA 

■ flJ/A (JUO) AAO NSD (m ^^itwaJ of OIA 

((J//I C)UO> J of fllA irl4U‘<t Ui fii4l«i4l Mipf^riil frjfl t#-iiofr*rfj lo ruih^^fu) vmjtiIv invent] f^nrxH 
wr MKHj isiiliMn tiofi 1 / 6 Arid tlw* f ^ ^ 

0 / / 3 j mihsrt lioi) I ' 6 


(U/AOIJO) 


;ippiovr tlip Liens <jp«*i tiinm lUid an OIA cJiccMjot Id tcidK:iie #iai ^ jL^ 


must }/r to 

r pAi * of thr 


opciAlioridJ r«H)iiPst J\ie OIA cliff lrtx»x mu^ be tw^ if OIA is si^dvad bu dex-, wx prrr.idr tLx* 
approval auOioi izattotj Kallin llir ( A oi co^IA wmM iisc an EC rdfesoj^emg v^ydi/fd 

dorunifnl fhf approving offu ial's ftodinF and of tfif UIA Mocfov*^ stnf ^ 

thi^ OJA refpiiies SAC and Ixrtli FBDIQ and IXii approvals, it is Bnp'jrtaiJ tiai l^•N 7 urv#|JlF 


SA piovidf relevant informalion about the nattire and scope of tke ptt 4 *o^d f.TfS OIA in the 
ref]ucvtiiig cutnnuinjr an on mcludinp tlie tvpcfs) of violation, bots tfit OIA ad' tiie 
investigation, details of the investigation to date and the of^ectis^s) of die FI I Tbt 

ajipioved LC tef|ucst nuist be placed into tlie f HS OIA sub- fife OIA is oot pe^nsodiad mi PFI 
ujvestigatioiis 


19.2,i,2, fS NF) OLV T hat Does Not \ iolale 1 edetal Law and is .NMa FH^es «r a 

Serious C nine Fndei Slate or Local Law 


SAC approval is required for OIA in sslndi a CHS supports m ET oatiooal sKumy 
operation and the activity does not viobte federal law or consunjie a firJofiy or a ^X3rmi& enaie 
luidei state or local law 


lU/TOUO) 



be used m 


approv e the ET CHS operation and has an OIA checWiox to tnditate that OL^ is involwd witfli 
die operational request The OIA checkbox rmisi be used if OIA ls involved but dors not proviife 
the approx al authorization Ratlier die C A or co-C A must use an EC referencing the smalmfl 

document the appiOMug otlicial s fkiding and approval of the OLA Tbe SA 
seekuig the OIA approx al must provide rele\ ant mformation to the SAC about the oafuie and 
scope of tlie proposed CHS OLA on the Delta OLA fomi or in a requesting EC mciudnig die type 


of violatton(s) liavv die C>IA advances the investt jgafion details of the lox'esnfiatioo to ebie »gl 
die objective(s) of die ET operation The appicned EC tequesi nausi be placed aMo the CHS 


(V POUO) A sample ET OIA reqiieu {empiat^ Lees ?l t iiv ’Aith i*Tilinf tke OLA lequesl 

Tlie information reqiM^ted m the templaie Uiouid tn? uj-hi i*i iS ^ Delta OiLA frns :t m EC sed t- tie oveed! 
opeiatiDnaJ approval reque-^t The OI A templaTe can be lu under tiM 



^q>edife the ET op juration OIA request 


Thii reflate 


-pe*'i£c*jJ% icumd to 


NTi The language imoKing a teiociv or a senou^ cnine maer * V* lc * riie;. c the 

OLA m nancDAl wunn The that icn in i^hould trjFgto if 

HoRnS^OtSt^nocH law iv extremeh g rrifl if 


TOL'Ot See Sole ^5 


IFS 

SK RIT NOrOR.\ 









SI < HI I NOI (IK IN 

(1 1) ( iMiliih'iih.il I liitttJii Siiiiit r htlii V ^ iiititr 

OlA MiU hie llioiif'lt S At is |M‘ntiilln1 lo .ipiitnvr llir t)l A this siil*MS tioii iIk' 

OI A .i|.i>pii>val iltit iunn)l;4tun) tnuM U- iiu IikIoiI .tv jt^ui llir ovrt.it) I I ( MS tifM'i.iiioo 
tiHuirsl srni lo MilHQ t>lA o. tuH itniiHUrtl to 1*1 ) iiivrvlit'iilums 

t All S Al iiuv j|>|Hovr OIA in t fulimul srnmlv C IIS I I ojH-t.moii im Inditif' )hiI iiol 
rsf:iUlislunf tiuiilmr ;titil nunil.nnitip sn itir ( ovri liy in.iliinr l.ilvr iriitr<.riit.i(]niis to 
thud jKutie^ lo t iH'iiTal ttiir uriMMMl ulrntilv oi llu* Inn* uutiriOiip til .1 put|mrt,u v Wlicn hui ti 
Islsr trinrsnit.itii'ns ^tir nwilr to ah rimiUHis* in .1 1 otti|HitinU oi .t USt« mih-tk v .m 
offirr widiin lliat must In* iKihlu'tl imtr^'v lUnOf! so would |rtn>.tidizr tin* o|H'i.)Iioii Any 

lirriMon to mitiliold .tdi I'wPint'iii to tlul .nn’in v ol llir f.tlsr ir|Tirsnil:ilion must Itr iilmIi' hy ihr 
S U futd titr AH ol thr Mill IQ o|>rta(ioiw! divisioti vvilli |notri.iit) ovinsipiit ot the iiivrMtt>,'d«>t) 
thr AO to tiun must consult wiili IX)J NSP on tlir o|in.tlioTi.il f;4( lots ;issi)<'»4lrd with 
\\ithlioIiltne dtr tljsi losiur of ihc l.tlsr iqnrsmLitioti lo tlic US(i apriu y 

1 ^ 2 1.5. <1 roi 01 \ ribiil IHVI ( nunlortri I’oiisin Section (( I S) Aiiflioi i/iitioii foi 

l rttJiin t>lA Kehilnt lo Material Su|i|>oit of lei Kiiisin iii ( otiiileilei loiisiii 

ln\esticfltioiiv 

il. 'FOIX^) See P)' s > snbsectiini I 6 ftn miuiinccoii llus autlioii/oiion 

1 0.2. 14 (I' I Ol t» Positiie Foieipn liilellipence Investigations 

TOl O) The \v= . ; 1 defines foreign uitelligence a.s mfoiiiiatioii lelalmg to tJie 

capabilities mtentioiis 01 actixiiies of foteign govenuneiits ot elements iliereof foreign 
oiffatmations 01 foreign persons, or intenutional lenonsts A foreign intelligence requueinent 
IS a coUectiou requuement issued under tlie autlionty of tlie Director of National bitelligence 
i DNTJ and adopted bv the DI Additionally tlie Pi evident of the Uiuled States, a USIC official 
designated bv die President, the AG die DAG or olliei designated DOJ official may le\T a 
foreign intelligence reqtmemeiit on the FBI Foteign uitelligence collection bv tlie FBI is based 
upon the issuance of such recjinreinents 

CG FOL'O) Tlie FBI. pui suant to Section 9 of the i . 'G places foreign intelligence 
recjimeinents into one of two categones (1 i those dial address national security issues dial aie 
widirn the FBI s cote national secunU mission a e FBI collection requirements) and ( 2 ) 
infonn-aUon relatuig to the capabilities uitenhons or acti\ ities of foreign goi emnieuts or 
elements thereof, foreign organizations foreign persons or uiiematioual terrorists which are not 
w ithm the FBI s core national secunts" imssioii 

FOllO) Requirements that fall into the second category are known as PFI collection 
requirements and niav only be addressed under the policy for PFI in Section 9 of the DICg 

tl’ FOVO s PFI uivestigations by defuutiou. are not national secunty uivestigations because 
national secunrv uivestteations are wiihin the FBI s core national seciuirv iiussioii Flow ever m 
the interest of consistency ui pobes when feasible FT C HS operations m support of full PFI 
msestigaiioiw follow the same approvals and nouficatious as diose mandated foi national 
security' investigations ( as desenbed in T ~ ii • f T'* I Required Approv als and Notifications 
for FT C HS Nation.rl Secuntv' Operations ) .md are managed by the 
H<X' 01 a designated entity 

I U TOl^O ) OIA ts not audionzed in support of a PFI investigation 
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Kf l/Z^fOI OF^V 

(If) iiitsfiMi i**AM y<**Mdr 

lO. fl/) < ritiMiiaJ invmHy(;ttum% 

(S//NI-; '(tit* Mil riiay in KJ CHH 'Mljvstjtn m uipfMit of m rip^f fiJi rrmamed 

invrstip/itttiri 

(U/fyO\iO) (iT ( ■( fS <>p«»iinris in st^/porl of amtmid tfr/«stif^jori« me rjgryyyrt/jtd m 
involving snisilive < tirurtiNta/r^ or noi involving «5»ilivr i’.>i<^iarvtnr:r^ If fer savt:ybfj)iaoa 
ifivolvt^ ’Moiiiilivf* ( nruHLst^tfiTT^ :»fldit)oaal 3ppr<ival$ Sw • i > • . El CH.S 

Ojieiaiioris tii Sufiporl of CnnonaJ Inve^gstion^ Involvnig S^’twiUvc C frr:<ni8taDC/-s 

(S//Nf ') J*’oi iIm* jitnjxisfs of f:7 CHS oprr;itiofi» m suf^xjii of rfuzaaal «w*^gmasao& ^ 
following dcfiiulions a^iply 

* CS//NF) A foreign derisiou inking ofTkial an lodividnal wi^ vrsled ^nacKH»a(uog 
authority on a national level 

• (S//NF ) A foreign official is a person invested wtfh the autbortfy of ao office of a 
nation 


(U/'/FOUO) This delimticifi of foreign official m stqiport of a cniamal sivesti^isoG is ddleieflf 
from the definition of foreign official in die context of a oatiocal seority lovesti^alteie 

19,3.1, (U) FT C HS Operations in Support of C nn^aJ Investigat^ttis tiivolviBg 

Sensitive CiirumstaDces 


(U//FOUO) The following ET CHS operations do not tns'oK'c sen&itrve circT«EtMices 

• (U) Authonzmg CHSs to tias el to and operate tc forei^ cooofnes 

• (S//NF) Making reasonable payments for services and e^jeases to CHSs. 
foreign officials wiio are not foreign decision-making officials ta 



(Sv Expending reasonable sums for expenses associatnl wi th the debnefgjg or 
operation of foreign decision -making officials, as defined tn 



IfHowever do psymesEs laay be 
made 10 foreign decision- making officials for services wnbout the approval of the AG cx 
a designated DOJ official.) 


• (S.//jS!F) Authorizing CHSs to engage m OIA no! mvtdsmg a semaove crro ttB S tao ce as 

described in subsection 19.3 4.1 . ET OIA Not Im ohn^ Seiism\ e Circamssaoces m 
Support of a Criminal Lovesngation. and approv ed m accordance ~i.rsect«B 

19 3 A.2. . Approval and Notificanoos for ET OIA Not Invoh^g Seas®ve 
Circumstances m Support of a CnminaJ Investigation- ‘ 

19,3.2. (V) ET C HS Operations in Support of C rinimaJ InvestisaTiows I»roh-M« 

Sensitive C iicumstances 

(S^ >?F) ET CHS operations that involve sensiti\'e circumstances iiKdude 


• (S'^ >iF) Dev elopmg or operating a foreisn dectsson-makiDg official as a CHS. 


:ji 
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SI < Rl ly/NOIOKN 

(1.1) Confulriitial 1 Ituiiaii Souu f iV>hcv ^ luulc 

• (S' 'NF> Vii{!»fnng in an ai lmtv liial will Imvf a sif^nfit ani plTt*( I on oi ronslitulp a 
significant inmisicni into Uie IppiUtnaK’ inieiaiioii of a loiaf^ii p.ovnnnieiilal mniy 

• Eiigaginp ui an activity' that will involve a signific.int n\k oI IkkIiIv liaini tlrath 
w a substantial finanrtal loss to aiiv victiin 

• (S Engaging wi any OI A involving any foicigii decision iiiakiiijt official 

• (S ^TMIO Establisltmg any lelationsliips with nienilxis of giovips engaged lu violnil 
activaties directed against die govenuiieiii tlten in jiown in Uie host roniihy 

• (S'T^) Engaguig in tlie sale of dnigs in winch the actual jKissessioii of the drugs is 
tiausfened ui a host country to a peison who is not coopeiatinp with tlie U S oi foreign 
L£ oflVa als 

• (S 'NF) Using as a CHS an attoniey a clergynLui. a physician oi a inembei of Uie news 
media licensed in Uie United States m lus or liei professional capacity 

• (S Accepting money oi any oliiei item of value iliat is leasonably believed to be tlie 
pioceeds of an illegal actmty ot is used in fiirtlieiance of an illegal activity 

• (S “NF) Eng a ging ui any oUiei acuvitv tliat imv have a sigiuficant adverse impact on 
foreign relations or LE activities with any country or group of comitries. oi any actit ity 
that reasonably could if disclosed be expected to cause significant diplomatic 
governmental oi public controversy 

• (S 7^) Eiigagmg m any OlA except for tlie OlA categories listed ui sub section 19 ^ 1 

ET CHS Operations m Si^pon of C nnuiuil Investigations Not Involvmg Sensitive 
Cucumstances 

19.3.3. Required Approvals and Notificatious for ETC HS C litiuiial Operations 

or 
ui 

Sentinel and mfomiation leads are the Legat(s). the appropriate lOD 

geographic unit the FBIHQ operatioiwl division unit witli program responsibility- . and the D1 
HCC. and an action lead is set to tlie relevant FBEHQ operational division HOC (or designee) 

(U TOUO) The standard for approving tlie ET CHS cimimal operation is tliat it must be 
reasonably necessary to detect, uivestigate prosecute, or prevent cruiunal conduct that is m 
vyoUnon of die laws of the Umted States Moreover, the operation must be conducted m a 
manner that lespects. to the greatest extent possible, the lawx of the host coimtrs' 

<S' NF) As part of an ET C HS criminal operation, a foreign LE official who lias sigiuficant 
supervisory responsibility within tire host country' musi be informed and must concur with the 
C HS operaticm If the FO detemmies. m consultation with tlie operational division HOC and tlie 
affected Legat(s ) that the host country' should not be notified of tlie operation articulable facts 
must exist showuie (1) tlie particular cucuni-stances widmi the host country jeopaidize 
operational security mcluduig tiie safety of the C HS. or (2) because of the nature of die FBI 
invesngaiiott- cooperation widi the host country is not practical and die ET C HS opeiation is 
needed to furdieT a compelling LE interest 


(U FOUO) The 
co-CA using] 
accordance wit 


luest for 





jeration is uutmted by the C A 
and approved 


orm IS niGested mto 
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SIX KI.I//IMOf flKN 

(IJ) ('ofiridrritijJ iUnitun Smuff Ptiltn y (.fiodf 

(U//IXJtJ()) IIm* C'F'P rntfiruDy Hw* U S Attoiriry or ^Irsjf^irr muKt b** AWxr of (hf* proposed 
if tlH' CfiS IS leqijucd to tfstify 4nd. so as thr npcrati'm iHal#’s to cxMnftiumrr wdh 
U S laws aiid jifosrculjve sliateKy, niiisl row ur witii thr uv of a CHS 

(S/ZNI J IIm’ CHS rTm*;t I«* pifipafy admoftishfd pficjr to Ihr ET a^rtsban m Mxofdmce with 
suIjm'i lion 19 II “Pie OpeiationaJ CHS Kl fJriefs awJ Plamunt; 

(IWFOUO) All I*.'I (HS amiiJiaJ opeiations lequife 

• (l J//f OlX)) SAC appf oval of the operation Ihis ^ipf oval t% m arknowledgmvfif tibot 
die use of a C 'HS in iJie £T jurisdiction is required to further an in^pcirtaaf L£ interest of 
die United States 

• (U//FOUO) FBDIQ opnatjanal division Af> or designer approval of the operafron 

• (U//FOUO) Appropriate lOD geograpluc urut and Legat notiiication of tat operation f«r 
also subsectu ni 19 7. “"Role of the Interiutional Opeiatioas Division m ET CHS 
Opeiatioas “) 

• (S/i^NF) CIA Headquarters uotificalion of the operation TTie Sentinel ET CHS ^rotkikM 
process allows for a restricted comruunicatioa to CIA Headquarters for CIA noiificafioa 
The extent and timing of the COS bnefing on the ET operation is detenraned by the 
Legat 

• (S//NF) COM notification of the operation if approj^iate (as detennaied by the Legal 
and the FBIHQ operational division HOC [or its fooctiooal equivalent]) 

(S//NF) Tlie C OM is a DOS appointed position either as a political appointee tx ma career FSO 
In either case, the COM is not a senior LE official, coosequentlv die COM may oof understzid 
the nature of C HS operations or the sensitivities that surrotiad these operaiioas TtMefore it is 
cniical diat die Legat FBIHQ and the affected FOts) coordinatr closely on the COM 
notification process 

(SA'NF) TJie operation of a CHS by a LEGAT. an ALAT. or an FBI task force merriber while m a 
foreign country must be approved in accordance with siibsccUMi 19 S "ET CHS Operauons by 
a Legat or an ALAT ” For approval purposes die lOD DAD apj^oval coirespoDik to the SAC 
approval listed above however, the lEGAT. ALAT or FBI overseas task force ET CHS 
operation must also receive approval ftom the AD of die FBIHQ opermtooal drasHin with 
program oversight of die invesugation the C HS is supporting See sufasecuta 19 7 1 . 

“lutemarioiial Operations Division Apjwov aJ and M^gement Role Over Legat- or ALAT- 
Assigned ET CHS.” for the hst of equivalent lOD ;^>proval levels 

19.3.5.1. (S evr) Additional Approvals for FT C HS C linunal Opei atioos [nr ohiJis 
Sensitive C ii cumstauces 

(S "NF) ET CHS cruuimj operations diar involve sensitive ctrctunstaoces require AG (or 
designee) approv al ut addition to the approv als listed above 

(S ^NF) The FBIHQ operauonai division HOC managing the ET tequest must provide the DOJ 
appiovuig official widi an .AD- approved summarv of the ET CHS cnitunaj operanon. m a 
documeiu suitable for disseiniii.at]on (e a. an LHND thaa seis out the relev'aot details of the 
oper.ition. demonstrates that the standards for approving the opermon have been met as set oot 
ui subsect log 19 3 3. (Required .Approvals and N'otificaiions for ET CHS Crunmal C^>eraiiOQs T, 
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SI ( Kl I//NOIOKN 

(U) t’tmhilcuUAl l(iuivu) Soiuif t JiikIc 

iBid iullv nqdsum all taftms MinmiiKliiip Uir snisiltve i i]niiiLsl;uH't-^ ()ikt a i:ii|iv »f' 

tfif* ^ifiptaval ikx:unvntais(wi niiiM Iv ptai ml into Iht* Cl IS lX*tla hit* 

19.J^.4. (S/’Nt') I' 1 OI A hv ■ < liS in Sii|ifNii t of a C hniinal lnvi^sti|!a1ion 

(X'-'NF\ In juidition to the a^ifnovai soopjit foi the I! 1 CHS ofieiatidii in ^it|f|Hnl of a riiniitial 
m\TSbpattOD. separate apfn ovals are injured if lire CHS will enpapc in OIA llie afifrioval of tlie 
opeiatrcm niav he soiijiiht coucttneotlv wtlli OIA approve tlowr\ei if the neetl ftw OlA 
authixit\' arises after CHS ET opeialumal a{ifnova] has been obtatned llie OIA a|)pioval must Ix- 
sought arid obtained pi tor to cngaginp m the OIA 

(S'lSF) For ET CHS ciinitual operations. OIA oivolvcs arts Uial if engaged in by a pnvale 
person would be in Molabon of U S federal state cn host coiintry law wiUiout llie aiitlinrization 
provided for tn tins policy Per the applirable AGGs, OIA approval must sought if die CFLS will 
engage in coixluct ui r^olattoii of host rountiy law ui support of a cnmtnal investigation 

(IF’TOUO) An FBI employee must nc\ et authorize a CHS to participate in any act of violence, 
except that the CHS may take reasonable measures of self^lefense in an emergency situation to 
protect hrs or her own life or the hves of others against wrongful foice 

(U FOUO) See subsection 19 O.. '‘Emergency ET OIA Authonzaticm.” and subsection 19 14, . 
Duration of ET OIA Authonzaliou and Request for Renewal," for guidance on tliese topics, 

19-3.4.1. (S/ 'XF) ET OL\ Not Involiing Sensitive C iiruinstances in Support of a 

C timinal Investigation 

(&' /NF) The following types of illegal actis'ity. by tlienaselves. do not constitute sensitive 
cucurmtances 

« (S/ TNF) Engaging in the ei^nessiou of intent to participate m cmiimal activity 

• (S^.^NF) Engaging in illegal gambhng activities 

• Ei^aging in controlled purcliases of stolen property, provided diat measures are 
undertaken to ensure that the pn^opertY. once delivered, will not leave the care, custody, or 
control of the U S or foreign LEOs 

• (S ■’NF) Engaging ui controlled purctia&es of contraband, lucliukug dnigs. weapons, and 
cxplosis es prosidcd that measures are undertaken to ensiue dial die contraband, once 
delivered, w ill not leave the care, custody', or control of die U S or foreign LEOs 

• (S NF) Engaguig in the ctmtroUed dehvery of contiaband. mcludiug drugs, weapous. and 
explostr es into the United States, presided that domestic guidelines and piocedures w ith 
reflect to the controlled delivery of drugs or other dangerous contraband m the United 
States are followed 

19,3,4,2, (t‘ TOCO) Appi ot al and Notifications for ET OLA Not lui olsiug Sensitive 

C ii cumslauces in Support of a Ciliniual Investigation 

iU FOUO) All ET CHS OIA uot invoking sensitive circumstmces conducted m support of a 
criminal investigation requires' 

• (E'^FOUO) SAC approi al of the OIA 
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SI / Ki i//^r»i 

(l 0 f fwf t/lrTrti;J ffttfiun Viuff#* P'lji# yf^sn^ 


• (I JM/MJO) Apfrtfi|ni4tf' K)l) firnt 4rKi tvMfvMMm rjf ifar OfA Am 

f>u1>‘/'e ijfHi <1 . Koir of tilt* I/*f'^ iri i/J f.fIS f>ji^4lKina 4nd A*/-# ■ '^. 'V ' K^iIp 
of Uk- ltiti*iiuttiotuJ f Ihvisvat m hf ClfS ^Jptrafiiirfe '/ 


• (U//l'OU(J) FHIMQ tijjtt^Uotial division Al> ftjf <’ir%i^»rr; j|^ar.a] of ^ fJdA 

(S//NI-') Ily 3 |»fjicivin(» liir <JIA Uir ^tfwovmp offi( liils an* at Jtnowkdfjinf. ftni foidtfif llial &r 
IxfK'lits of Uif* opftalififj oijtwnfdi tl**" aswtalwJ wilii tht* f flS m %urh attivify 


riijfst hf uMsJ to 
pan of tfar 


(U//K)UO) I 

apfnove iht* h'f ( IIS operation anti has an OTA chrxkiMm to indu:^ Qial 01 
opciatioiuJ request 'fhe OJA cbcckbox must be used »f OIA is mvolsed but does T»t paosidr die 
appiovaJ authofi/alion Rather tfie CA or co-CA must use an f/ refaeDrmfr the smalr/ed 

doruninjl the approving official s finding and approval of the OIA Moreover itnre 
tins OIA requires SAC and MflllQ ^iproval it is unportanf that ^ requesting SA provide 
relevant information about tlie nature and scope of the proposed CHS OIA in die requestmf 
communication including the type(s) of violation how the OIA adv ance*': die mvestigatron 
details of the uivesbgation to date and tl^ objectivefs) of the ET operatioa ‘ The approv ed fX 
request must be placed into the CHS OIA sub- file 


19.3.4,3. (S//NF) ET OL\ Invohisg Sensitive CircuoKtances in Support of a C hmiaa} 

Investigation 

(S/T^) If the ET CHS OIA does not fall within the limited List of noosensitive OIA listed m 
subsection 19. 3 4 1 , “ET OIA Not Involving Sensitive Circumstances in Support of a Cramnal 
Investigation." die OIA ts deemed sensitive 


19.3.4.4. (S//NF) .Approval and Notifications for ET OLA Insohing Sensitive 

Ciifumsiances in Support of a C riminal Investigation 


(S/^NF) The following approvals and notifications are required for a CHS to engage in ET OLA 
diat mvolves sensitive circunistances. 


* (U "FOUO) SAC approval of the OIA 

• (U/'FOUO) Appropriate lOD unit and Legal notification of the operafiCQ (see also 
subsection 19 6 . Role of the Legat m ET CHS Operaiicxis arid s abse^tios - Role 
of the Inteniatioiial Operations Division in ET CHS Operations ') 

• (LV/EOUO) FBIHQ operauona! division AD (or designee) approval of the OLA 

* (U-' TOL^ DOJ. Cnnimal Division, Office of Intematioiial Afiairs approval of the OLA 

($' '>1?) By appTov mg tlie OLA. the approving officials are acknowledging their finding that the 
benefits of the operation outw ei^i the risks associated with the CHS engagin g m such actrvirv' 


(l.^"TOUOl A scuuple ET OLA request Cempliite has been crafted to assist the field with uTmas the OLA ieqt>e-:t 
The infbrruation requested m the teiqilate should be included m the Della OLA iann mi® EC tied lo the 9t*5:*ll 

apgl^Qoc y^r die B'^okaarks 

section This lempUte was speci£ci 2 v' deusned lo 

expedite the ET operauon OIA request 
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SI C KI 1//NCIIOKN 

(XJ) C ofifitJnitial lltinvui Smm t* Poln v f limit* 

apprOM* t}»e ET CHS (ifiefshon ami lias an OlA riirt kliox to itmIk ale tliat OlA ik iiivoIvchI willt 
the operationa] ifqiirst "llw DIA c.Imx.J£Iios nnist lie lined it OlA is involvtil lm( does tiol inovule 
the appyov al aitthortzal ioii Kathei the CA oi co CA must use .ui I'X’ lefrieiM uip die senali/ed 

dociuiieul die a)ipro\'ing oHicial 's fiiulinp. and .ipinoval of the Ol A 
StiKe tills OlA lequii'es SA<' and botli I'BLIIQ and DOJ aiipiovaLs. it is un(Kiit^ml duit die 
requesting SA provide lelev aat mfomi.ition aboui tlie natiiie and scojie of the (iroiwised t ’HS 
OLA in the requesting EC mrluduig die type<s) of vioLiboii. how tlie OlA advances the 
investigation details of the inv’estigation to liale and die obiectivefs) of the ET o|ieratiofi ** 'Ilie 
iqiprovTd EC request must be placed into die CHS OIA sub file 


19.4, (!’) Policy Applicable to E f C US Opei alions in Support of .\1! I ypes of 

Investigatious 

(U' EOl'O) Use required eiuch tune a CHS engages in ET apeiatiuiuU 

travel or an ET operational activitv^ (i e to seek a one tune autliorizatiou) However, a peiiod 
of authoii2aiion nuy be used foi any navel/ET acimty authorization type and should be selected 
when a CHS resides m. or travels frequently (i e . iiioie than thiee tunes duiuig a consecutive .XO- 
day penod) to and from the same country^ so long as t he operational scojic te cltmques used or 
geogiapluc region does not cliange dunng dial period be used 

regardless of die CHS s origination point (i e the Umted Stales or an international locale in 
cases m which a CHS resides ui a foreigi] country) Tlus fonii must also specify die specific 
nature of the operational travel or acbv itv Tlie exemption to reporting each operational travel 
request is m place to recognize situations sudi as CHS travel neai or on the bolder of Mexico. 
Canada, or any other frequent cross-border travel area, and tlie CHS s CA or co-C‘A must closely 
coordinate tins exetnptioo with the FBIHQ operational division HUMINT Operations C enter 
(HOC) aud die affected Legal 

19.4. 1. (T1 Doc u mentation Requii emeuts for .AH C HS ET Opei atioua] and 
C ommuuicatiDU Requests 

19.4.1.1. (S >T) CHS ET Opei atioua I Travel 

(S 'XF) Ulienevei a CHS travels to a foieign counliy from tlie United States or from one foreign 
country" to another foreign country to engage m operational activitv (e g . when tasked to collect 
mteUigence or evidence) on behalf of die FBI tlie C A or co-C A must complete 

an ET C HS must 

requested using the commuiucatiou section of and be approved as part of 
the CHS ET operation 

fS be filled out in its entirety The selection witlun die C HS 

Acnvity Details field duects the user to provide relevant uifonnation Hie request must set out 
the justifr cation for seeking ET opeiatioiial authority uiclude all perrment facts and tlie 
background of the investigation, and describe how die ET operation ftirtliers die prosecutorial or 
inteUisence objeettv-es of die investigation Tlie request must acknowledge vvlien appropriate 
dial die AUSA or DOJ artoniey. jf assigned, supports the use of the C HS ui the ET operation. 


'*■ ‘V TOUO; See prevTOic uote 
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Sf f HI I//NfHflKN 

flJ) f>]tjfirlriiti4i Htiniart Smate Polw y Ciuidr 

Upon ( omplHiori (Jic forin is lu I>tU wifi tiir mtainatiK/n li. ^n^)fylbr4 juiA md vi^i 

lelrvwit f iilllQ stakdiolfJf'is m SmUiM'l jeMtvuA I 4sr filrs 

fU//J C>lX>) f'CH (Tianiplr if '‘fixt ialwntofia] OpTfah onai is sdrrtwl jr 4 ratfpcify in tbf CfP* 
l i4veli/(i'i AcUvity' fic'IcJ wid 4f;pfwcd 41 k 1 MTulizrd fn'r>ll4 dir 

wjtonutt'd J)elt4/Smtmel workllow wiU 

• (U/Zf'OUO) Set 411 wtion lead to ihr rr.ln/ant FBIIIQ opersbofial divistoo ffOCJ (to 
coinplete die FBIHQ f'fjojdjjiauon aiitliufiZ4liofi and tiottfjC3lJon proceirs) 

• (U) Set an inforniation lead to the opeiatifmal divKion UC with proi^ann f«pcifmfciJity 
ovei tlie C.’l [S opeiaUon (selected by the diaflei of the 

• (U) Set an mfonnation lead to Legat(s) (deleimmed bom routmj^ table by couniry) 

• (U) Set an mfonnattan lead to the appf opriate lOD peogtapbic unit (deinmuird ftora 
routuig tilile by country) 

• (LT) Set an iiifoTniation lead to the HC’C 

(U) hi support of the above, die con^leted 

be routed to restricted files m Sentinel 

(S/(NfF) The fBIflQ operational division HOC (or its fimcUonal equivalent) is lesponviblc for 
obtaming additional approvals, coordinating with the relevant lOD geographic umt and 
perfomiuig odier tasks, as detailed ui sub sec tion 1S>_ 5 , Roles of the FBEHQ Operational 
Entities.' 

(S/'NF) If OIA autliorization is sought as part of tlie CRS EX operatioa. see subsectitai 19 2 1 . 
“ET OIA by a CHS m Support of a National Securtty InvesUgation. ’' and tLibsecnoo 19 J 4^ “ET 
OIA by a CHS ui Support of a Crumnal Investigation for OLA approval requuenicnts 

(S/'‘NF) If the ET CHS operation seeks to exenpt noufication to the Legat< s). the requestmg 
office must provide compelling justification and the exemption must be ^proved in accordance 
ivitb subsection 19 15 , Exemption to Providme Legat Notification 

(S/'NE) The ET opeiatioa request must clearh’ identify' whedier die operation is to be declared to 
die host countrv In national secunty matTers. the presumptioii is that ti» host counirv will nor be 
notified of the operation In aiminal matters, if the CHS operation is not to be declared to die 
host comitiy'. the request must provide the justification for not informing the host couiiin' of tihe 
operation The undeclared crimmal ET operation mast also be coordinated with the divisirxi 
HOC and the appropriate Legat m accordance with subsection 19 5 I . Role of the CperaciOfiai 
Division HlTsONT Operations Center, and subsection 19 6. 'Role of the Legal m ET C HS 
Opeiations 

(S ' If the operation is to be conducted jointly with the host countiy cw^ widi other USG 
the 

subnussioii must provide details on die lumre aud scope of the joint operation Shcniid dte ET 
opeiation be conducted as a uiulateral operation, the FBI s exclusive operation ol the CHS must 
be detailed in die request as well 

(U TOUO) Use of requu^d each tune a CHS engages ui ET cpieratioiial 

ti avel or an ET operational activity (i e . to seek a one- tune authonzatroai See 
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SI ( Kl 

(1.1) ( oiititlt'fihiil Himuii Stititi t* y C initlr 

19 ♦ ISMit V aM«* 1 I ( US tti Shh'«'*< All <>( liivmlif’alifMis fni 

hatlin 4l*’taik 

lly (\A m r o C A iniis( i'(inuiiiiiti('al(' in nt«’i}Tnu v uMitiitiiitK Jiuni p|>ui .i.s tfaii^ilrd 
ui A 1 1 IS tiitv^linp Im (*(Tri.(iion;il 

10.4 1 2 (S M)i tlSl I KfMilt'iil 


(S "NV ) Whcttcvn iIk' C'A tn (^A mwMis a t US who is ■< Ksiuirnl mi ;i loiri)>ji t oniiti v lltr ( A 
unist diKtuiHMil tins lart lUSIlip^ 

Hm* ( A Of ci> t‘A miLsi lirtjfil l MS ta.skinp.s lo Fitp..fpr ni t^ixT.UioiMl roin mimit atioit wiili 

pn^nis m ottin tvHf'i|!ii rotuibic^ iisinf* the cmiiiiuuticatioii srf lion al 
.\iid lu\T dies** ,ip|no\v(l as pait of die fllS 11 opnatioti lliis inrintnatioii is pafltniLulv 
inipoftaiH for an fl lesidetil CHS since laskmp deliiiefinp and (ifK'talunial ;uicl enuii'eiK y 
comiinuucabon sbatepies must lx* t.uehdH plaiineit anti fully unJeisitHul by llic ('US 

(S >rFl he filfetl out in its tnitnelv 11 le selei tion \vilhin the 

ms .Aftisity Details diieeis die usei to pi ovule lelevant tiifoiTiiatiou Hie lecjiiest must set out 
the yustificatioii toi seeking FT oyieraiiixial atithoiit\' iiu'lud>' all pethiieiii farts and hackpiouiid 
of die investiflation and detail how die FT ojieiatton fuitlin s die pioserutoiial or mtellipeiire 
obiecmvs of die insTstipahon llie request must arknowledpe dial the Al ISA oi 1X.1J attoiney if 


issiftned. sujipoits die F F opeintion k'pou >, iTTitpletuiii. the | 


IS seitalized in 


Delta and die infoiniation is uiipoited and| 
Sentinel restneted case files 


ho relevant FBIHQ stakeholders ui 


(U TOl'O) Fmexample, if Resident is selected a.s a rategory mthe C HS TravelTTF Activity ’ 
field and approsed and serialized m Della the automaterl Delta/Snitmel 

workflow wall 


• (V TOUO) Set an action lead to die relevant FBIHQ opeiational division HOC (to 
coii^dete the FBIHQ coordination, audioiization. and notification process) 

• (TO Set an mfonnatioii lead to the operational divisio n UC with pr ogram responsihilitv 
oa er the CHS operation (selected by the draftei of 

• (11) Set an mfonnatioii lead to Legat( s) (detemimed from routing table by coiuitry) 

• (C) Set an mfonuahon lead to the appropriate lOD geograpluc unit (determined from 
routmg table by country) 

• (Vn Set an mfonnatioii lead to die HCC 

(Ut In support of die abos e. the completed 
dl be routed to restneted files m 


(S KF) Tlie FBtHQ opcrahonal dmsion HOC (or its fimcbonal equnalent) is responsible for 
obtaining additional approt als, coorduiatuig with the relevant lOD geograpluc umt and 
performmg odiei tasks, as described m subsection 19 :vl Role of die Operational Dmsion 
HI-.TvIINT Operations Center 
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SI ^ Kl (//!NOJ OKN 

(I f) ( iHtUiU rrtinl I turiiMi Hffutfr hAif •/ f /lUflr 


fS//NI‘) II OlA Miihfai/AlUHi n. . .*. / ■ thi-* i j / I f f f/JA (jy ^ HS in 

^ N^ticrtiaJ VnuHy IrivrsltfiAli'^i mu\ ^ ^ j / 1 fj <jIA. l/y i« f ff > in 'A 4 

( iMiDiuil Ijtvi’Nfif'AlMni i*n <<iJA jnnift/VAl imtmrrrMitl^ * 

(S//NI ) II (lie I I f US Ui runitjA Atiftit Ui tfr tht 

oIIm r iiiiJHt {nrivirlt* [intjliK Ajvi llw' ntrttJtptif/it rntjfit !>- tn MtimAsrwf 

with iih ^ ( ii' rfi i*J j l‘x<*}ni>li<itj tn Irynt N^Aifi/ 

(S//NJ J 'I lie I"J (i|M*i<ilJnn ii*r|iw*;t niusi rlr^jly niniUfy wfjHliW fipn'^Vfn m ki Ij^ fcr/ 

llir host cotifitiV hi riaiioful se^ iifity tiMllrrs tlir pr^^nnifAir/tt r, dul ' 'rtfitry w?fl wA h<^ 

iiottlird (}l tlir iii\)n Aium In nirinn^ nLitti^v if tin- f I fS <jpn^Kjn is nn* t/j (irr Ijtf'-d t/v dir 
lu>st ( (iiuiUv IJk' riiiisl pfiovidr tlj#^ fu^ifH^^jriri fw not mfnrrnirif' hotf ?jju«!tv 9ic 

o|)Ci4ticiTi lilt' luiflrt lilt'd f niiun^l E7 fjjinatiwi nitist also • wrtfi ^ 

MCX and the aptnojiriaU' I^epal in accordanr^ with !i wi 1 V . i Roir of (i# r/petatKaual 

I^ivision m /MINI f>fxialions ( m1« and ilv," <i'7ri I > koir of tir Tergal in 1:7 CffS 
Opinalions 

(S//Nf ) fl the operation ts to be rondwted lomtJy with d w ho5S country or with otfcn- l/’ fC, 
ap^ennes tn the host counliy die fXBSt pros tde detati^ Of« tbe 

iiaMue and scope of die joint oper atioti Should (far £7 operation Ije conifacled a& a ouilaiirra.' 
opeiation the ini s exclusive operation of the CHS must be de taile d aa the retjue^ m wdl 

(U// K)UO) Jlie C A f?r c o C A inusl comiDunirale an emerpencv rommcBucation plan as detailed 
in a C77S who is a lesidenl of a forei]^ ccRKilry 

19.4J.5. (S//NF) ( HS F T Debiief 


f S''7flF) TIus category' applies whenever a CHS Pavels at the request of the FBI to oiret aa a 
foreign country- for a debiiefiap for Paining to receive passed iletas or be assessed The CA o r 
co-CAmustd^umeiit such activity- using 

manner of commumcation with an ET C RS must be sper:Lfied tispif (he 
conuniuucation section of die approved as part of the C HS ET 

opeiation 

(S//NF} be Giled out m its entpetv The velecpon withm the 

C HS Activity Details field duects the user to profvide relev ant m&imiatioo for the vekcted 
category llie request must set out the justificancnj few seeking ET c^>eia(3oaai ainhoritv and 
me hide all pertinent fects and die background of the uivestiaaPon. saad describe bow ibe ET 
operation fiirtliers Uie prosecutorial or inteUigence objectives of the tmesogaiioe The request 
must acknowle dge that the AUSA or DOJ anocney if assigned suppens (i» ET operatioD. tpo® 
completion serialized in Delta tad the informatioci is mqxirted and 

relevant F6IHQ stakeholders in Sentinel restneted case files 


* (U FOUO) A sample ET OLA requesi reuiplatif ba: beea cnAed 10 livu: lae field inlfc -a-nrii^ OlA 7 ?qaK* 
The mfonmlion requested m the lenqilate ihssuid be included in the Delia OLA feeia 07 m &i EC ied !v •fse 
(jperaUonaJ appmvtlrequest^^eO^jetmbtecantefci^^m^K^snii^l apphcanciL sinde A ,-.-vkmaA r. " 
secnoQ. m tentpiare n 3: i^peciacaii* c.' 

expedite tlie ^^^eraho^O^^eqiW 5 ^TC^ppf 0 ve^^eq^c^Srt be pitesd asre- OK CH: OLA asS-fiie 
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SI C HI I ' I\UI tiKN 
(1 1) 4 I liuiuii Siniu <- V ^ 


(V 1 tM I 111 (‘H^Uiiph tl Hi m! ( tninliy t Vlwti t is m Ii i IikI .1 i ili ('nt y m Uir ( ! IS 

I I Aiiivitv lit’lil .ulti .i|ipit>vnl iiul wMialijUsI tii I k‘tM iIh .iuUtiii.i)i*il 

IS'ltASmlirM'l winklliiw will 


« tl’ TOlTi»SH 4ti ;»( liiHi Ir.iil hi iIm I llll ll^iT|H'i.itiv>ii4l ilivtsitni MIX (li* 

itiniplftf Ihi' 1 UM (Q riMiiiliiiJtimi .iiiflhn .iiitl oiit ilii ihiin ptm rs'.) 

• tl n Sri .u> luhniii.ition Ir^d In thr iitMi-iUmi.tl i1t\ isum I )(. wtih ,iin ir'.|Hinsiliililv 
mn Ihr CHS iifvi.Uiim iM'In Itxl tiv llir ili.tltn nl llti 

• '1 Srt Ml iiiliiii)i.)liiitt 1<M(I lo 1 rp.ills) (ilrtciniiim! (imn iiniiinp i.iblr by i oiiiiiiy) 


• ll'l Set ;ui inlniTiLitKiii Irjtl U* llir Kill pnifu iplui luiil {ik'tnijuurd (imii 

I outmp 1.1101:* li\ (XMuili\) 


• tl I Sol ,111 iiiliiini.itii.Ht lr,nl to Uit* I !( t 

tl 't 111 Hi 4 itiiiit itl llic .iKno tlir cotinilrtnl 

l^iill Iv to irsiiu’fetl lilr^ in Sentiii<n 


(S 'NI } Ttio rBlHQ otss ilt\)SHTn HtX (oi Ks fiun tiotul eqiux.ilenf) is lespnnsiltlf fm 

olnammp uIcUUchkiI .nitHOviils i‘cKiichjutiiip with the ii'lei ani lOD pcopi^iphic mill .ind 
|>eifiMnimp oilier tasks .is deMTrilTcd in .ub .r lu j 1 > I Role ul the OpeiatioiLil Dinsion 
III 'MFNT (. >t»ei.ilit^s C rnln 

iS "\T1 IltllA autlKiii.’iitioii IS sought see i Ts* (* *j l ET OIA bv a CHS in Siippotl of 
.1 Ntitn>n.il Serittih hivTsti gallon and ;l * r; 1 1 ET OLA bv a C HS tn SniiiKirt of a 

CiuiuTul ln\estiganon for OE\ apjnoval letiuuemenU 


iS Ml- If lUe l:T CHS operation seeks to exenjjit notiE% ation to the I.egat(s) the re(|iiestuig 
oftit e uuisi jitovicie compelling Histificanciti ansi the exemption must lie approved m accordance 
uitii - > - t ' , : Exeiiiptioii to Ptonduig Legal Notific.iUon 


I S NT) The ET operation mjuesl must cle-nlv ideiitifv whetliei llie operation is to Iv* declared to 
the coiiutn In natioiial sccunti' mattefs the presmiipTion is that tlie host country will not be 
notified of the operauon In cnnmial matters, if tlie CHS operation is not to be declared to tlie 
host cotintn the request must proside tlie iustific.itioii for iwi uitoiiuuig the host coimtrv of the 
opet-ition Tlie uiidei:lared ciuuinal El operation must .also be coordinated with the diMsion 
HOC and llie appiopriate Legal m accordance with n. v! ! ' Role of the Operational 

Division ER’AflNT Oper an *us Caiiei . and svil lioii J i Role of the Legal ui ET C HS 

Operations 


< S ST 1 11 1 he oiieratiou is to be coudi^te^omth with the host covmtn or witli other USG 
aceucifs in the host :ouiitrv tiie^^^^^^^ubmission ui Della must proiide details on the 
nature and scope of the loiut operation Should the ET operation be condnered .as a uiularera! 
operation the FBI s exclusive operation of tlie CHS amst be detailed in the request .is well 


' !l FOl 0 c tainpSe ET OLA s iein|>!«ie ijeea .Tsi^ed lo ti>t the field tsiih wntiag the OLA regiieu 
The iiifomunoa reqwsfed i£i ihe teirq: ii»e mciitded in the Dehs OLA form oi m an EC tied lc* the overall 

epef atsooil j»i applicnioit undei the BocAmaiki: 

secoon tl irmpUte '.vai ^pectfictllN designed lo 

expeiiie the be placed mlo the CHS OLA 
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Hi/ Kl 

0 ft f *niiiiU^nfui f ftifrun *■>*¥>»( f f * 


0 1//I ono) (Iw f A <11 f o ^ A rmt^ < ^jfi«ri<ti<»< 4t<' 4f< '‘rrjrtpirw y » itum pkm 4 *' 
Hi>> (tfiwiU'fl HI |)ir \f> Mii f (!'*• ir> (lj<'i ' y 

14 4 I 4 fS//Nf )f Its I f 0|f«‘i«lM*fi4l ^ »ti^m'r 


fV/Nt ) (1i(S 1 Alt-fUrt y . wtjr»i#';<*i 4 f MS th fft * \ii 0 tmuA >0-rt t ntatk^ mA A 

ihr itiMf fioft o( llj/ I 111 ' tnia/nuiv 41*-- ' writ! 4 t tA sn 4 A 0 -, r, m » fiamip 

Mnuitiy IIk' ( IfS nj^ty li** U 0 4trA 4lty ih ritf- \4ii‘0' f fjt m » 

'A‘\>maU‘ i mmUy 

tJif f *a3«iaBM »aftf<c 

will I tlwr siilijf'c't of 4 lUlumA swimlv WK i? tMtir l^a!<^ ^ ^ 

( mtlrm»Jl(^4ll(^( i*. Uskrd l}ow#*v»*i if a f 'US / f wt^s ti# 

(1 e iiKnr flufi tlitt'i' liiitt". diifinp » run ^rr^jiiv^ /') <!«> j^rfiofij a 
to sjjpcily 4 < rjTiiijiiuJH atioii tifUf^fiamr ofijii lo fint- wm fhr Pr^Vfts'^A ' 

ralt'fwn V Iw (kx lurMT^iliiip tl'M' frf'<(iiriil Cf0iimia'tt> atioCi.' rhi% Ijrjtxi ari 

irport f'iw li iifiPialJcjfiaJ r ^>mfifiifuca£ifJi:i r<^jry ss p 4 arr to ^ 

plobaliyjUiofi of rimtnnmuaHtfm t<*<l0K)Iofv h/#w«^vi*f ^ f HH % *' A m ru / A 
(■ooidmatf ilir u'jT of t)ir rxmiplioii WMtii Uif f-BfilO '■jpr^atiofia^ cfevMase iVA db 4 ;jv» ^0 
peoprafiliical vopt* ilv* antjr ipatrd trairfi aiir atwl fijr affr< 1 rd 


(U/Of/iUO) rhr ti^r lOums^^ 

of the opeTatioriil^o?TffTi«nir3ioQ^AJs^f^^^^^^^^^^^!^^^^ipe f 
cormuunK ation is aliradv tnriuded in the imtiai a irfi^aite ■: 

required as long as the srope of the cormniinitaUoos ot tfcs* peof^aphi rn -^aari 'he iacje 
However if tlie scqfie dianges or expands a veparate authoriza^scsa ref^je'-^ 0 *^ .uijcMW^ 
For example if a CHS resident in FraiKe k ambortzed at p»T of fe* re^ *' 

conutiiuuf are with a national semi ir> subted m Belgium bui laier the FBI mJt- ay C>f s w-rtt 
access to otlici known subjects and ex pands the operateocal cowin ni n y^^^^t^ rJyfe-T* e: 
German y ^md the Nethei lands another using tbe C ril FT it<eTatK«ia^ 

conumuucarions category must be subimned £pt approval to acknowiensr ffar rsmanaum ®i iiie 
scope of the subject commumcatioiis aiui the geoeraf^iK ioranons 


tS ’NT) The I 


IrmisT lie filled out m tts etairen The sei 




Actis'ity Details field directs the uses to fvcnide relciaot mformanon for Ar vefoiiae^ 
The request must set out tlie justiTicatiou for seeking ET operanonai Kidiorir, 
peitutent facts and the background of the tm estigancM and descrdie bent ET 
fiirthers tlie prosecutorial or intelheetice ot^ectTie- c-t the investiEaifoa Tb<* r 
acknowledge dial tlie AUSA or IX)J attornes' if assigned, vapports the ET 
completion, the form is serialized in Delta and the tnform^on ttupeg^ed 
relevant FBIHQ stakeholders m Sentinel restricted case files 



(U TOUO) For example if ET C oattiaimca iioQS is sekeaed as a caiegon e fee XTiS 
Travel TT Aenvm field ai»i the is apfxm. ‘d and serudized s Dcfta fee aMBRaRef 

I>elta Sentmel workflow will 




1 ;■ .;) 

HEt RIT xoFOR> 











SLC RI r//NC>l ORM 

(U) CtmftileiUial Himwtn Souirc Pdlicy (tiiidr 


• O-I'-'FOUO) Srt aa artioii lead to Uw relevant FBITIQ ot>ciatu)tia] division HCX ' (to 
roniplcte the PBIIiQ coordination aiitliorizatioii <ind notilicalioTi {iiocess) 

• (U) Set an infonnanon lead to the opeiatioiial divisio n IJC witli [n oj^ani les'iionsihility 
ovei the CHS operation (selected by the dialWi of 


• (U) Set an inibniiatioii lead to I ^gat(s) (dptermined from roiitinp table by country) 

« (U) Set an infoniiatioii lead to die appro^ffiate lOD geogr^luc luut (detennnied horn 

routmg table, bv couutrv) 

• (XJ) Set an infomiation lead to the HCC 


(U) In s upport of the above, the completed^ 

be routed to restncted hies lu Seutme 



(U 'TOUO) As a general rule, an en^lovee based domestically is piohibited from contacting a 
CHS while the CHS ts in a for eign countrv Tins rule applies to all commuiucations between an 
employee and a CHS tn a foreign country, regardless of whedier die employee is uutiatmg the 
contact from within the United Slates or a foreign country^ However, if coniiiinmcation.s widi an 
ET CHS are a requirement for die success or safety of tlie oper atiotu the method or type of 
er wniTnini catK m must be exphcitv requested and then appro\ ed as part of the commumcation 
section of the 


(Sw'NFl In reviewing the ET operational commumcation request, die FBIHQ operational div ision 
HOC should consult with OTD regardmg suitable methodology' and available tools for tlie 
comnnmicaUoiL See also subsection 10 2.. ‘Electromc Commuiucations vvidi a CHS ” 


(S'VKF') If the ET CHS operation seeks to exempt notification to die Legat(s). the requestme 
office must provide con^Umg justification and the exemption must be approved m accordance 
with subsection 19 15„ ‘ Exemption to Providmg Legat Notification ’ 


19.4.1.4.1. (S- NF) In-C ounfiy C ommuitica lions 
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Hion»i Sotwrjf Polw y 



'Electronic Comniiiiucations with a CKS ' for additicroal mfofinatiOD on CHS commuiiKatuxi 
lecluuques 


19.4.1.5. (S//NF) Foreign Ba^ed C HS Operational Travel to the I niied States 

(Opel ational Domestic Tiavel) 


(U//FOUO) Wbenev er a CHS tiavels from a foreign country to the United States to cootfrict 
operational acti\it>' (e g., a Legat assigned CRS travels to the United States to si^iport an FO 
uivestigatioii or an FO-assigned CHS who resides m a foreipi country travels to the United 
States m support of an investigation), die CA must obiam prioi concurrence fr^om die SAC (ot 
designee) of the receding FO m which the operation will occur if practicahle If not prarttcable. 
die affected FO(s) must be notified as soooKpossible^butnolatef^anfivebus^^da^^oni 
die date of tile operational activity The 

should be used to docuraennh^n^^OTCunence. or post operation notification of die 
affected FO(s) The use of to documem in die CHS s file the 

coordination efforts undertaken by FOs and Legats 


(U/'TOUO) For example, when Opera tional Dome stic Travel is selected as a caiegoiy m the 
CHS TraveL'BT Actisity" field and the ^iproved and senahzed in Delta tbe 

automated Delta Sentinel workflow will set an mfonnation lead to the receiv ing FO CHSC {£m 
siniationaJ awareness) 


(U/ FOUO) hi support of the above, the completed 
files in Sentinel 


\ .\ di be touted to restricted 


(U' TOUO) Hus subsection does not apply to onluie operations For CHS onhne operational 
activitv' knoAsn to affect anodiei FO's AOR, coordination befiveeu affected FOs is recevraDeoded 
for deconfhctioii purposes C oordmation efforts must be documented in the CHS mam file 

19.4.1,6. (U) FT CHS Business Professioua I Traiel 


(U) Whenever the CHS s CA or co-C.A becomes aware that a CHS phins to travel or is trav eimg. 
outside the Uiuted States ftu biisuiess professioii.al purposes, the CA or co-C .A must documetii 



the travel usmg 
witlun tlie C HS Activitv Details 


|Tbe seleaioa 

field dtiects ilie user to provide relev^t mformation tbi the 


selected categorv- Upon completion, die 


IS senaiized m Delta and the infonuaticn is 


miported and 


Ito reiev ant FBIHQ stakeholders in Sentinel restricted case files 
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Sl l R1 I //NOIOKIN 
(U) Ctmtiilniliat l liuiuii Sihhit 

(U/.'TOUO) Foi exaiiiplp if Bminr^^^lMifrssional * is srlti trtl as a categoiv •« ('HS 
Tra\'rL^ET Arbvity field and ap|irovi‘d aiid seiiali/eil iti Delia the aiilunMlt*d 

DeltA'SeiitiDel wtnkflow will 

• (XJ/fTOUO) Set an uirnriTulion lead to the lelevaiil nilllQ of)etation.il tlivtsuni HOC (foi 
sitiutional aw'^aieiiess) 

• (XJ) Set an infoiniation leail to tlie Md>istanttve desk UC (selected by the diaflei of tJie 

fbi situational awaieness) 

• (U) Set an mfonuahon lead to ilie legal (deteiiumed fiom loiituig table, by country) 

• (1.1) 5iet an infomiation lead to the f^ipropiiate lOD geogtapluc luut (deteiiiiuied boni 
routing table, by coimtiy') 

• (Lff Set an uiformatioii lead to tlic HCC (for situational awareness) 

(U) In s upport of the above, tlie completed 
^^^|\vil] be routed to restncted files m Sentmel 

(XJ' TOUO) Use of the^^^^^|fcT business professional ET travel is required each tune a 
CHS travels foi busnw^ss/professional purposes outside die United States See subsection 19.4 
Pohcy* Applicable to ET CHS Operations in Support of All Types of Investigations,’ for fiirtlier 
details 

(U TOUG) If a CHS fiuls to notify' the CA of ET busmess/professional travel in advance, tlie 
C A must still document the travel on the^^^^^^^^^afier tlie fact and have it senalized 
uito die CHS file to ensure that the infor m ation is accessible to die required stakeholders Tire 
C A or co-CA should remind the CHS that die CHS sliould inform the FBI of his or her ET 
basiness-pTofessional travel 

(U POUO) Business' professional post-travel CHS debriefs must not be used by C As to 
cuxunivent die need for approval for CHS operational travel The busmess 'professional travel 
category is for business professional travel wherein the C HS is not tasked by tire FBI to collect 
evidence or intelhgeuce The CHS is not conducting biisuiess on behalf of tlie FBI, nor is the 
travel paid for by the FBI Professional or business travel may include routuie travel related to 
the CHS s empio>Tiient or profession or be part of professional dev elopment, such as attending a 
conference, a semmai. or a trade show. In fact for this category', the C A or coC'A must descnbe 
in detail on possible untasked iiiteihgence collection and/or 

contacts of mteUigence value die CHS may encounter during tins ET travel or activity In a 
circumstance m which a CHS s post-busuiess/professioual-travel debriefing results ui 
dissemuiable inteihgence, the uifomianoii must be vetted, for deconfUction purposes, widi the 
sqfipropnate Legat(sj pnor to its dissemination via an mteUigence product outside of the FBI (eg, 
in an DR) 

fU T OUO> The CA or c o-CA must comimmicate an emergency comimuucation plan as detailed 
m a CHS travehng for busmess or professional reasons. 

19.4.1.". (U) E I C HS Pei soual Travel 

(U) Vnienevei die CHS s CA or co-CA becomes aware dial a C HS plans to travel, or is traveling, 
outside die Umted States for personal purposes the C A or co-C A m ust document the travel in 
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SI/ Kf I//Nf>I OK^ 

(If) f .tmht]entr^ \ \%mmi Stnurr Polv y (ha/ir 

Adivily Dh^Ih” fiH(J (br^rtslltf »is« U> pr^/vwlr rrk*'V4nt mfomialjon ftsi iJi#! 

IJjKnj ( uifi|}l<'tJ4)ii in Jjrlu anA thr ffifnv irution »!4 wnpttr^rd mA 

rr)('V»fil i'HIIIO in S<Titiiirl rrslrirl^J r -4^^ 

(IJ//I'()U()) if PrisoiiaJ * is sflftfitcd ai!» a rirtrfjory in Aae '’ ffS fravrWiT Acttvif y 

field and apftf oved Ani sniaiixed in iitfJu tlie autornated Drlta^'SentmH 

woikflow will 

• (lJ//K>lJO) Set an mfVffinafion lead lo tlie relevaot fUIIlQ <jp« 2 lioaaJ divMidQ f KX f fof 
sitiMtuniai awareness) 

• (U) Set an inforniation lead to the substantive desk UC (sekrtrd by the draper of dir 

for sitiialiQuaJ awaieness) 

• (U) Set an information lead to the Legal (drtenmoed from routing table by cota^i? s 

• (U) Set an mforniaaon lead to the appreciate lOD geographic umt ^detenmned from 
louting table, by country) 

« (U) Set an information lead to the HC. C (for situadonaf awaiaiess) 

(U) In support of the above, the 

be routed to restricted fries in Sentinel 

(XJ/fFOVO) Use of the personal UT traveH^eowed each time a CHS 

travels for personal reasons outside the Unit^ States The speciiy the specific 

nature of tlie personal travel See subsection 19 A . Policy ApplicabLc to ET C HS Operatioas in 
Support of All Types of Investigations/ for fimher details 

(U//FOUO) If a CHS fails to notify’ t he C A of ET personal t rai cl in advance, the CA or co-C A 
must still document tlie travel on the^^^^^^^^^^^^|after the fact and have it senalized 
mto the CHS file to ensure that the information is accessible to the required stakdiokiefs The 
CA 01 co-CA should remmd the CTIS of the FBTs personal and business professioiiai trav el 
notification requuements regarding ET nooopeiational travTl 

(U^ TOUO) In a circumstance m which a CHS s post-personal-iravel debnefmg results m 
intelligence that can be dissemmaied. the information must be vetted, f<w deccnfbctiOQ p^aposes 
w'ltli the appropriate Legat(s) pnor to its dissemination via an mtrliigcnce product outside of the 
FBI (e g , m an UR) 

(U/i’F OUO) The C A or c o-CA must communicate an emergency comnumi cation plaa as deified 
ui a CHS tiavehng for personal reasons 

iP.4.1.8. (V FOl 0> C HS ET Transit Ti avel 

(U) Tlie purpose of this category is to track all legs of travel or the CHS trav el mnerarv as cac 
CH^&avel^hrouri^^eiffl^ouimie^nii^nfOTiiiaaOTU^oll^ed as parr of the con^lenoo of 

otnenrave^ategOTie^MiMeiof^n^ioniecessaryT^o^iet^ separate tins 

category' 

(U/T OUO) The C A or c o~CA must communicate an emergenev coDuuiimcaion plm. as defiled 
in the CHS tor tlie countnes through which hr or she is nausitmg. 
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SK R1 IV/NfM CmN 

(in ('(nihilritlial lltmuut v Citiwlt' 

IQ (1 //rniO) Koks nf ttM' 1 Bing (>|Wf «fiaiial I niitifs 
1Q.5 1. (1 VFOi 'O) Kole itl thv <)im Atictiinl IMviviim IIFMIM 

l oi ail I T ('US iifM'tation^ the AI) of tlir I BIMQ o|N*i4lioiLitl division wuh (iio^^iuii 
n*spai«ilnlitv o\ti the opn-iluni must a I KH to im‘ive and |iHH ess llu* irtjmsile 

appioi'als and notifiratioiis (in Ff ofinalional letiursls llic IKM cn otJiei spci ifu'tl riitity (r p, 
crD 5 CooiitetKiiuiism lU TiflN'r DjieiatuMis Unit (CHOUI) is a sclrel pioiip of 1 HI pcisoimel 
assigned hv dir (’•peiatitmal dinsiou to cet^tlaJl^e the ev.ilnalton of tisk assoeialrd with tlvr C( IS 
ET actintV' staiKhadi/r tiir ap(ii oval picvcss. i^nesrnt Uir dwonflulion of El' ;u tivil v on lielialf 
of the opnatioiMl dinsioii and snve as llir suigle FIX' foi ('oiiiniuiurations Hunotuidiiig the f'Vl 
actinh widun Oh' opriabotial division 

(S 'NFI Thf HCXT (ot its fiuKiional e<im\'alent) must fevaevv 

ensure dial it in siifijxiil of an open hil! mvestigation 
and is [easonahl> necessars to deteot investigate prosecute or prevent citnunal ( onduct in 
notation of U S laws to fiulhei U S national secuiitv uileiests, or to support a PFl luvestigation 
To do so. die HOC' must 


• (S 'NF'i Initiate die CHS ET Actiiity Package and AD authoriTation EC wiUnn Sentinel 
10 prepare the neqiusttf aiithonzatton and uotificabou documents, including, but not 
Imuted to CLA conespoudence cables. and host- 

nation and or U S LE partners, and the operational division's audionzation EC 


(S TsT) Ensure dial the affected Legats receive notification of the operational request and, 
if clianges are made to die itmeia ry. dial die affected Legats and other stakeholders are 
provided a cc^v of the 

and added to the document review of die CHS ET Activity Package vvidun 

Sentinel 


• (S "NF) Evaluate die tradecraft comnimucations plaia and emergency safety plan m 
accordance with the operatme envuonnteut uifonnanou and advisories managed by the 
HCC. m consultation with the Legal and FBIHQ operational divisions. 

• (S 'NF) Review the ^^^^^|request to ensure that it is m support of an open full 
substantive investigation and is reasonably necessary to detect, mv estieate. prosecute, or 
prev ent criminal conduct m violation of U S. laws to fiirther U S national secuntv' 
interests or to support a PFl mv estigation Examples of ET CHS operations can be fomid 
on the HCC littranet page 

• (S NT) Ensure that all reasonable measures have been taken to reduce the risks of 
physical and monetarv' harm ansing out of the mvestigation 

• I ;S NT) Ensure that oilier U S or host country agencies mvolved m the operation of the 
CH.S both ui the United States and in die foreign coimtrv' liave been identified and that 
their operational roles, if any. are clearly stated in the lequesr ^Additionally, ensure tliat 
all logical steps have been taken to coordinate witii other ET U S. LE agencies with 
which the C HS activities could conflict. 


• ( S "NF) Evaluate the justification for anv recpiest for exemption fi'oiii Legal notification 

pitfsuant to '>ib>ecTion 19 1: . Exemption to Providme Legat Notification, and. if 
pistiftcation is deemed appropriate coordinate the notifications of C LA and the C OM 
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sf / H} 

0 f) ( iMtUtitithAl Fliiffurr S4*Mtr t*fAK y 
uvttli K>f) IIh* rxiiiifrtMiri frjfivst riMi^f Affijurur^i vu m\ Vf^, fait hy usf nf 

• (SZ/NF*') Lrt^iutr tfial tltr f I mjtifsl f vUitUfir^ *n w.t Ihr 

4?|N*i4li'nt IS to Ijf- '>> to thf* fomthy (ft * ftvitoit\ imltn* *f (hr tjpef^hexi » not 
to Ijf* (Uv f»ircl to (Fh* liffSl fmiriti Y tFir muvt fut^rvide (Fir ^^JrAifltMiuMi fnv aol 

inForrfiinjf liti* ivAl rouijtiy oF die in futM/rLdl vfurify 023tlrf«> the pnnujgnyxtsti 

IS di;il die Fu»st rinmUy will fKXt tie noCifierl of the of/ti jiinyn 


• (SZ/NF') I'Jisuxe tli^ CIA ajipi ovals tiave been obfainr*! as ute 

• (SZZNFJ finsiiire that (-OM notificatjtjn.s have ijmt pfovidr/i a& apjpfopnale 


(SZZNF) Easufc tiiat declared w )omt operaiioas are properly '/xirdwitfed acnon^ xfitcteA 
in country ageiw i es This is arrofiqjh&hfd by 5 eekjnjg CIA fifadquaiters approval or 
via a 

die official communication A record of the requeiii must be venahzed m part of die ClfS 
ET Activity Package and routed and retained m the appropriate restricted HOC hies the 
response from die CIA is routed and rrtained in the af^opnate restrined HOT CIA caWe 


subfile 


A Cit-py 


of die final approval must be forwarded to die C A <» co-C A for mchisioii to the CHS 
^^|file The CIA Headquarters or COS ai^oval or nouikabon is required for 
umlateral and joint ET CHS operations regardless of whether the cpeiatbon k deciared to 
die host country or is an undeclared operation 


• (S//NF) Rev'iew eac^equesU^whidi ET OperationaJ ComnimiKatioo*^ is die ciar|SQrT 

used to subnut die authonzactioD to ensure di^ it meets the staodaids 

for submission (i e . the communications are operational in nat ure wtth a giaecl and are 
part of an FBI tasking), is not covered by an afreads -sidnnined^^^^^^^^^laBd 
expands and accurately describes the operatiofia] ccumDumcanocis 

• (SZ'Hl^F) Coordinate with and assist the FBIHQ operaiional drsisaoo umt m obtamaag 
operational division AD approval as needed if the FO Tegai requests OIA that rsqfsma 
FBIHQ and DOJ approval. Additionally m national secunr.' operatuxis consult wuh 
DOJ, NSD on CHS activities that involve false lepresentatioos to a third parry about CHS 
quahficatiOTis that are subject to state or &deral hcensmg requifeiaenrs 

• CS"NF) Seek AD (or designee) ^qiprcrval upon determining that the operation re-.:piesr 
meets operational disision approval and notifrcatioii requiremaiis as ^ out m this 
subsection and as appropriate for national securin' or crumnal operations 

• (S ''NF) Ensure that the operational and communication plan mchides apfiropnaie 
tradeciaft to protect the CHS from subjects and or penetration by host coumi:. 
intelligence services 

(S' 'NF) Once the AD (or his or her designee) has approved or denied the 

HOC must notif. die C .A of the approiai 
01 denial of the operation including the decision justifrc anon, via the autOTOted DcnfrcattHS m 
tite travel ET activity' workflow m Sentuiel Furtbermore copies of the authonzanon Kid 
uonfrcatiou documents, mcludmg. but not bnuted 
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SF< Rl iyflNOHmiN 

(U) (.\nl1ictriiliA] lUmuii Smuir l^ilu v (iiiutk' 


|;uk 1 tilt' Al) ;iuthoii/jt 1 it>n I'X" must Ih* tofw<utl(tl to llir ( 'A lot 
int'tusion 111 die I'HS s [>ella (ilr 


1 0.5.2. (I ^ f 01T(»> Hole or tbr I Hll IQ Ofiei alional 1 ait 

(S'W) Fot alt tn' CHS opn ahotis die hlllFlQ ofieiatioiul unit witli (nnirt UD fesptinsibility ovei 
tile opeiatton must, upon iweivuig notification of (lie ET o^inalionaJ irttuesl 


« (S//NF) Review the lequest to msiue tlut il is in sii|)fioit of an open hill inv estimation :iik1 

IS i^asonably necessary to detect iiiv'eshp.ate, piosecule, oi pi event ciiinuuil conduct in 
Motabon of U S laws, to hirdiei t J S initional secunty inteiests, «i to sntitxnt a PFl 
imestigation 


• (S/T'JF) Work with die ITSD IQ opeiational division I IOC to pi oxide knowledge of die 
case objectivies and evaluate any nsk to die FBI involved in conducting ET opeiations, in 
accordance with the opeiatiiig enviroiinieut mfonmtioii and adxisoi les managed by the 
HCC and m consultation witli die Legat and all FBIHQ opeiational divisions 


• (S/'^NF) Ensuie. fbi any OIA requested diat requues FBIHQ and DOJ approval, tliat 
relevant details of die OLA are siunmarized m wiitmg, appioved by die opeiational 
division AD. ui cooidinatioii widi the FBIHQ operational luut, and conimiuucated to 
DOJ using a document suitable for disseininatioti (e g., an LHM) In declared ET 
operations involving OLA,, the host country goveminent may i equue its relevant judicial 
body or court to authorize the activity that will occur within its border if tlie activity 
contravenes host countrv' law (eg., die pm chase of narcotics from a subject) In such 
circumstances, close coorduiatiou among the HOC and affected Legat(s) is cnicial to 
sweess Additionally, FBIHQ operatioiial divisions have the discretion to duect die HOC 
or the FBIHQ operational umt to obtain required OIA approvals 

• (S' "NF) Momtor die con^letion of CHS ET travel activity authorization requests ui 
si^pon of progiam-niaiiaged investigations 


19.5.5, FOUO) Role of the Dii ectoi ate of lufelligeuce HOflXT C ooi diiiatioii C enter 

(L* FOUO) The DI eoteipii-se HCC serv-es as a HLlvUNT ET operations clearmg house for 
coordination, deconfliction, standardization, and analysts of ET CHS activity Die HCC‘s 
purpose IS to maximize the ET CHS data collection for executive decision makers and die 
transparency of ET CHS activ ities among operational divisions to manage operational risks and 
idcntifv cross'programmatic mtelhgence opportunities 

( S /NF) The enterprise HCC works widi each operational division HOC to centralize tlie 
evaluation of nsk associated w iUi die CHS ET activity, standardize the approval process, and 
facihtate the deconfliction of ET activity on behalf of all FBIHQ operational divisions. lOD, and 
the Legats Die HC C‘ is die pninary POC for commumcaftons mvolv mg cross-prograiunutic 
CHS travel and ET activitv* vvidim the FBI and across the USIC conunmutv' Because of its cross* 


A sample ET OLA. request lemplaie has been ciafted to assist bodi the field and FBIHQ with wiitine the OIA 
request for appiov'al .Although this tempiate s use is not mandatory' it can assist mth providing the approving 
cfificid uuh the infomutioD necessarv' to maie an infonned finding qiuckly Moreoi'ei. it was designed to address 
common thejues and issues DOJ raised m pnoi opeiaboual settini^s The template can be found m the Sentmel 
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ifurruri S<nif<r Polir y Oiiidr 


r<K)4 dilution (^i^uinlity dir r7jtn|JTi«r JK.'C sIko vnvrt » dir I'rnf/aJ r/jnfdmi^tion 
jHimt OH in irl^ilrd CHS iiiffiirH foi dir CSK’ and othrj ^/jvnmnrrityd Af/nfifs and v-rvMrt 
AddilioTully, llir nitn juisr HCf! is dir pfimpal JliJHQ (7itJly fm colkrttny^ anaJTTif^ and 
fnixliif inp nirliK s and irports on CHS Uavd and KT artivily arrovs all oprraboria} }xopxafm 

(U//I-()U()) For all Cf IS travrl and KT arbvity thr HfX' must 

• (U//I'(>(JO) Imsurr dial inforntation coJlrtrled in Orlta and tians»iittrd m SrminH m 
loiitrd via irstrictrd Senlurl rase files to the relrvant stakeholders m deternuaed m 
amjuiM tioTi with dir F(H and FBIHQ opnalional divisions 

• (U//FOUO) Coordinate the dcconflirtion of CHS travel and ET adjvily acrow aU f BIHQ 
operational divisioiLs 

• (S//NF} Manage die information and advisr^ies for tradecraft cororoumotfiops phm. and 
eiuergency safety plans in consultation with lOD the Legals and FBIHQ operatioiiaJ 
divisions, as appropnate for each Legat’s operating emironmems 

• (S//NF) Work with lOD the Legats. and FBIKQ operational dbvisiODS lo ensure that 
appropriate tiadecraft is utilized widun each country and commumcate opentn^ 
environment clianges to FBIHQ operational divisions and FOs 

1 9 . 6 . (LV/FOI O) Role of the Legal in ET C HS CJpei artons 

(LV/FOUO) A Legat must, upon receipt of a request for ET CHS operatron 

• (S//NF) Provide guidance regarding current cooperahoo. treaties and agreements wtdt 
tlie host country which nu^t be adversely affected if the proposed CHS opcntxsa were 
publically exposed or which might otherwise affect the alnlity to oper^ the CHS m the 
host country. 

• (S/'T^) Proside guidance regarding host country laws, commumcalioa proloccds. such as 
die emergency commuiucation of threat mfcxmation the state of the operatme 
environment, mcludmg capabilities of the host country* mieihgeoce semcefs) curfcni 
local thre^; the availability of safe houses or CHS sa& meeting locatmus^ if needed and 
otlier matters tliat may haine an impact on the proposed travel and opeianon of the CHS 

• (S//NF) C oordinate with the COS on aU CHS aaivity* as ^ipropnate 

• (S/ 'NF) Make a detennination. in coordination with the FO and the FBIHQ operanonal 
division HOC, regardmg the extent of COM notiiicaQon of operanonal acnv'ities 
consistent with embassy protocols and in accordance with 22 U S C § i92'^(bi 

• (S/'W) Provide the appropriate lOD geographic umi widi input and guidance regartfang 
the feasibility and ad\isabiht>' of the pressed oper^on 

• (S/ ‘NF) Notiff’ die appropnate host country LE authonty and coordinare die pequmeinents 
of any C HS tras el md ET activity operation, mcludmg authcmzatioQ to engage m 
activities tliat nviy^ be illegal in die host country (e g. . seek hosr cormlrv iwhcui ainhonri 


'' If no Le^at coven a. foieign eeoErapiucal area ^ lOD geogr^ihic umr widi nuitigeakeie ww ggfa? of tfae rtfioa 
assumes the role of the Legal under itur subscebon 
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far iir acsrv^ m yL i >| a «ul hw facsi coEMSry bv). ookss ibe F^BQ operaiunal drvisico 
BOC i p ca& a m b Liaae Profmie gaper on wigAer ^g atiii- ainn msts far graabi^an 



• f£FiFO(X>) For rrmsmai oBOExs. nooiy ziy crienr* US partm L£ s^aicy (cLg^ die 

QEA> j ' * fae bcfi cooalry. ubea a pp bcafc fc, ree^ckig tfac CHS's ogaaiMXi 

aad cDorduaeuaQ oTactmty. tf j ( p pr o pti^ m cocrdanzun with ifar FHIHQ 

cpexziaEd dn«a HOC 

* (tFTOUO) P i rocaft aod cuccr Soosiel sifacmZKxi tcacfa far CTS pci3«iaL busHicss 
pBioHDBdL jrad tram^ K 2 \reL Ccosolt tbc FBIHQ opcsatioGa] diMsaao HOC or ibe HCC 
KX> tepKscnuUue of c o acnm or to mpKSi tliz opcrziaarl 3pprm*al br obtamed 

■ (Ur TCKJD} Review zid covef Scneaxl sifbnxutioc kads far CHS trac'd ziJ FT actnitv’. 
nclBikiif cper^icMsal feavet ET mideiz ET ccnxixsucaboDS aod thod^ounO'y ddxief 
C dn dtor i a Seatud Av-miavu levrw of die CHS ET Acnnty Package and loform dir 
opentond diviBMB HOC of any wuea wuh cfar cperatioeul request, such as UKOutov 
coardoBmo pc o fe kaa devaied nsk sccoanos. or a si^Sraid: foreseeable reason to 
deiav fae aeSmty 

• fU^ 'FOUO) Sfamtor Sestfrad CHS m'liTi and £T actrvTty tasks lo receiST HOC appio\'ed 
ioa uto dill far dmefflKoation to n-coonerv USG and or farei|^ partners The HOC uill 
etem fam^a dfaneracEBtion request (FDR.) appois-al far host natiOQ noaScaticifi 

• fU^ FOUO) S Ho t'e a t CFS travd and ET actnity Tasks bv creating LHMs. coDductii^ 
reqiawto toHioowry notifkaiiom. zid providing the statm of requested ootibcatuxn 

* (U: FCXiOt Coacdtoair travd requests widi the HCC as needed 

19. ft . TOiO> Role of Ihe IniervjtMMia} Oprratioas Ihsisioo m FT C TIS 0|Mratioas 

< S> ’'NF > Oace far appropruir iOD jg-u g i ap^ imm leceives futificatioa from the FBCtiQ 
Vfifnm/aaal ^pmtoa tfOC of die ET opaanoi i equesi the tOO grogiaphir umt must msure that 
far ET *i{;rratKto of far CHS does aoi conftict wilb or potemailv impair other FBI opeiaiiom 
■ o d e rway m far CHS ADR The lOO grographac imt musi aJbc 

* Cnordutoto wifa the alferied oo the operational request m approprutr 

• CV‘Xn Provsdr fae FBIHQ cperaijonal fastsaon HOC and the requesting FO with imigiii 
I9BI0 p os a fal e fB ugi a phif al mues dui nav affrci the proposed operalioo if mv 

* ytf > Cmr fae rrqurstiat entitirs a friilrs inderitarKfang of global inirlligeTicr 
/;o6«eiien pns^fars aad gindmre r.«i threat fdalrd artivtfy m the AOH dui rnarv' br 

aui to fanr eperanon 

* TOfJDj and covet Vttonel BTforTnanon leads tot f HS pervooal 

hwtonewfF^^drwinnal and naosu fr jvrt Cooiuh the FBH-IQ opfsatiOTul divisiofi I iCX. ot 
fae Hf T lOP r eprew w f aft ve leearfang conrrrm or lo reqptesi npnafiorui ipfnm al 

♦ (U FOf O) Rrvgew and r.rr Vnifflel mfotmaiion leads hJi CHS L T travel atid activ ifv 
awfaAsif yperafeRiikd If jvfl M re’,wfeTg El rotnoiurttrZions and third c ouiitrv ddniefs 
€ endtirr a V 5 jf*fiFl dc-r'mi^ tenrvt of far f HS ET Actrrilv Parkagr zid infrnni (Iw 

rfr v i of any iss®es wifa ihf opetzioiMj reqtiesi tui'h as in cmvilfv 
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(U) Ccnt&dniiul H ianagi SooDCY^ FHsbrv Gtadr 

coGidBuixxi fxobkne. clc^'sled nsk scmanos oc m sij^uficjof fci«s«r'ahit^ rrasida to 
drlay tbe acti\Tl>’ 

• (U POLK)) MaaikM ihr Snvoorl CHS ET fbt rounliKS witiwyt custom 

co\Tia^. Id rccnw ^KX^ toU suitahle fot dbisstSRfswtKm Id iR^daonv 

L^ and Of fcmgn pactum The HOC will obtaat FDR fei IioS tutwn 

notificjticn 

• (U' POl,K>) Pioccss CHS ET arti\itv tasks, foi couitfrits taitikiui current o£»\^m||P. 
K’ aratinf LHMs. condnetm;' lecpusitc in oc'iHitr\' noti1^alKn&. «»d pimidtnjt dir staim 
of rrqurstrd nobEcatioiK 

(& XF) Fo! teqursts that meJude a letpirsl foi an rxoiifition of nobficatKn !o thr I^riUl thr R>D 
erographtc imii naisl as.sist thr FBIfJQ o^x^abonal division HOC with ^lUtatn^ AD, lOD 
appa ov al of thr irqiirsi in acvcwdaaacr with 1 5., ‘ F^xrtJtptKjn to Ptovicfaii! l.rpi 

NotiAcabOR " 

19. **.1. InlrraalioDal afion^- i)insion .Vppi-oxal and Ittanafr^mrat Rolr Ovw 

l.f t^Al oi .\!„\T Assign wt FT CHS 

(V FOIK)) \Mimrvri a IP.GAT o* an AI AT seeks to open and Ofxiate an FT CHS pinMuuit 
ilus srctioii. K)D iiianasmimit assnnics Uir lolr aiithiintirs, and rr^xmsibilttirs of PC) 
niaiupnnmi. as detailed m dus PCi bfcurovrr all staiKiaids. rrqmrpnients, itotihcalioivs. ami 
appi ovals foi f>(x*nirut and oficiatinp a OIS a{i}>K to a liCgal « an AIAT iinirsfs isperiftc^dlv 
rxnnpird ui this PG Diese jxMiccs iiKhide. Inil air ikH luiiited to, leipmrtnoitK foi cniniini' a 
CHS o|xnaUnp a CHS iii an FT rnviroimieni. adnionishinp a C'HS, paving a CHS Axminmung 
CHS I'oiUart and condiK'hiig CHS ftlr levirws among odiri aclivines 

(k- FOl -O Accofdniplv ibr following rqnivalnit rolrs ate eslahlidled foi lOD mwagmirttl 

• (1.^ POLO) Wlirirv n Uie CHS pidicv luandUi^ SS.A atJ|Hi>val tlie IPC of (lie K)D isvit 
irsponsthle fot tliat legal is the ai^oviiig otPcial 

■ (1 ' TlH ’O) Wlmrvn the CHS jwIk v mandate'- ASAC autlwHiti’ tltr lOD SC iv thr 

apfutnmg oiTicul 

- (I' FOI O) Uliciev n CHS jxiIkv nuindatrs SAC awtlhiiitv. tlir lOD DAD tt (lie 

a|?ptoMrtg official 

• (I Ol F)) Wlirrev 1*1 c IX aufiioiili iv letpined lOl) iniisl seek .inthoiirv' hotii tltr VX»C 

(C l Ol XI) lOO iinisl desigiuiie a t HSC who will assiuiK the same vole ain}nMitir» and 
irsjwnivihtlilies as C HSCs u) I'Os (srr snhvei'fitiTi 1 - . ' C onfidential Hninan Situm'r 
C ooidinaior ) 

|9 Jt (t'l 1 1 ( f IS Opeiati<>lix I'V a T 1 C- \ ) nr an VI . V I 

(S "HI ) A leriiirs! foi ihr I J GAT w AJ AT to tTpen a t iiS m ,i foieifsi conntix iiftist Isr in;ule ui 
MilTjKnl of an o|->rii foil snfotantiVT national sctamlv. li ! oi cvuiunal invemtigalioii A legd Jiwv 
not tie the (X.l foi a full sulwiaiitivr iin rstigaiton A full t A t v lassiru aiKsn is nwi towsnfe’ird a 
vuHsiantive invf stipalton and flirietoie is not tiernnttrti hr tlir lusts Iw opfiuwg a C HS ovnxea*- 

HFFGl II) n»e ot>niing letjnest must W made in ai oiMdutt e vvitli the (.'nxethurs des* ntx^l tn 
Sevtn.U -1 f>i^«np and Rrojtenmp a C on(itle(Ui.il Iltunan Soiucr and ''ifction ■ i onttA'imal 
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(IJ) ConfidifiitiAl Iliuiuti Souicr l\>1irv (iimk* 

Human Soiffcf Atlmotuslmients mkI apfitovcd bv tfic ajipiu|nialc 1(>I> IJC* Tlic 
CoQimunit aboil must also docuninU dial tlif l-LGA'P cn ALAT tias CM>td]natrd witJi the I t) 
sqiud task fonre, oi olhei FBI wilitv assipiied lo the full mveslip^lioti lliis itiioitnabun must 
utcludr the FO petsonnel cciitacted. then fole in tlie full uivesupalion. and Uien of die 

CHS opening and subsequent o^^ration lo snp()UTt the FO mvt'stigation Adtlitionallv based 
upon the nature of die fidl investigation die IJEGAT oi ALAT should piovidi* the FO ageTii oi 
TFO assigned to the FO investigation widi admuiisbative access lo die CHS Delta file to eiisiue 
that die FO and LECiAT A1.AT are closely coordinating on taskings to die CHS Jind all 
acdonable intelligcoce received fiom the CHS 


(U' T'OUO) Coucurrentlv with the abovie apprmral to open the CHS, die lOD uiul with oveisiglit 
respoosibihty for the Legat must submit a request fot the LEGAT oi AIjAT to operate die ET 


CHS usii^ the 
geographic imii 


to die lOD 
le opeiational division AD widi 


01 apptovai ana must seek approval ironi 
program responsibihtv for the full uivestigation diat the CHS is supporting The request to 
conduct operational activity must be documented in accordance wtth approval anti notifications 
requirements detailed lu su bsecboii ISM . Doaiiueutation Requirements for All CHS ET 
Operational and Commumcati on Requests ’ and odier relevant subsections of dus PG Tlie 

.vorkflow, m the cucumstance of a Legat 


^ipi oval is obtained usmg the 
operating a foreifgi CHS the categorv' is most likely Foreign Resident 



t^S- "NT) Pnor lo a LEGxAT's or an ALAT’s extenial dissemuiation of iiiformatiou diat was 
obtained fi^om a CHS assigned to the LEGAT or .ALAT and is related to a pendmg FBI cnmnial 
or national security mvestigatjon. the mfomiation must be reviewed by the appropriate TOD unit 
and the affected FO squad, task force, or other FBI entity to ensure that the mfoimation is 
deconflictwi with other known mfoimation and is of value to intended recipients The lOD 
geographic uiut and aflfected FO(s) must respond to tlie LEGAT request to review die proposed 
dissenimatiou no more than five busmess days from die tmie notification is sent by die LEGAT; 
otherwise the mfomiafion is disseminable diroueh an approved FBI dissenimatiou process. 


19.8.1. (T FOl'O) LEGAT ot .ALAT Access to a Field Office C HS File 


(U- FOUO) Whenever an FBI CHS resides or is located m a foreign coiuitiy for 60 or more 
consecutive days, the FO assigned lo the CHS should coorduute wirii the countr\'"s LEGAT to 
detenumc whether the LEG.AT or ALAT should be provided admmistiativ e access to the C HS 
file This designation is discretionary and is detemimed by the FO based upon the tvpe of C HS 
reporting the host coxmtrv' threat level, and othei relevant operational frictors related to the C HS 

1P.9. (IT Employee Trat e! Related to a C HS Opeiatiou 

( S' “NF ) If an employee travels to a foreign couiitrv" m connection with die operation of a CHS. 
the eit^loyee must send the foilow mg mfoimation widi action leads to die appropnate 
c^ierational division HO C lOD geographic unit, and Legat(s) ui an SAC -approved EC witli a 
reference to die separate 


“If the na’.'ei ui'.'ol’.'e: a Don-a?ent emplovee the apprci-mg official miut consider not only wcuny nsts reLited to 
tbe m-counm- envnoiunent but also operational nsks associated with uiteracting with a CHS m a controlled or 
pubUc wninf 
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(U) ( XmRdrTjIml Ihaiuoi Stnure PoJiry (iindt 


• (UWOlJO) OlfinaJ Htjifaij n-urip tw 

• (Vf/HHiO) I'hjrixjsi* oftravpl (e nM'rtinp,Si. (US drbripfmgsj 

• {.S//NI‘) Cover if ;ifif>lir:al:ile 

• (U//IX)UO) PiobabJe lUnerary (i e travel «riv‘/lu]e fliglrt numlierv hcAeJs) 

• (IJ/;^''(JU()) Passport type numljei and eaptr alion date 

• (U(/FOUO) Previous travel to country (including penzunent assignmente TDYs, and 
perstmaJ travel) 

• (U//FOUO) City Of location where the en^loyee may be operationally active 

• (U//FOUO) Tune period of operational activity 

• (U//FOUO) floteis used operationally 

• CU//FOUO) Cellular telephone to be used and aoticipSEted use of any technical equ^imeirt 

• (U//FOUO) Wliether the employee will need access to or assistance from the staiioo an 
embassy, or a consulate 

(U/‘TOUO) As soon as kno^sii fli^t and lodging itinerary' must be provided to the operanocal 
division HOC and the Legat 

(L7/TOUO) Tlie EC must request country clearance from the Legat and provide details on the 
purpose of tlie official travel (see Bullet 2 above) Separately, the eti^loyee must subtoir a DOS 
electromc country clearance (eCC') via the Internet Uuou^ the DOS s Web page Specific 
lequueiiients for obtaining country clearance are provided on the TOD fctr anet ^ ;Ti> 



(U/'TOUO) Tile en^iloyee must also complete the intemal 

(U//FOUO) Tlie above employee travel request and approval commumcatioo content must be 
classified as appropnate for the investigative activity' to be undertaken and it must be seiiahzed 
into tlie substantive investigative file the emptoyTee is traveiine to support 

19,?. 1. (S' ^ Special Agent I ndeclai ed Travel 

(S/ 'TJF) The purpose of this subsection is to establish a means to meet with and debnef an open 
C HS ui a foreign country vvlule protectmg both the CHS s and and the SA s CSG afiEdiatrons In 
tlus regard, tlie below -described activity is not undercover activitv since it is not designed to 
collect mrelLgence or obtain evidence from a subject of an invesn^ncBi or to engage in any 
operational activity mcludmg CHS ta.skiags Rather, it is conducted in fiutfaerance of an open 
C HS file supporting a domestic luvesugarion. and the activ ines are solely related to deboefrng 
and adiiuiustrative support of ilie foreign-based CHS Agents must be cognizant that acuviry 
mider this subsection is authonzed pursuant to ET CHS authorities and is not govoiKd by' otliei 


^ As noted earlier in the secliou. all provisions of the PC apply imlest staled othermse Nev erdwlesi ii i ; 
to emphasize lliat subsectiou 2 2 3 'Non-Agent Invesagative Staff qiphes to FBI ooa^ge&t cperaoceud itafT 
extratemtonallv Moreover. oiiist only be used m siippon of a CHS-ielaied ojeetmE or Jebneans acavir, 
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SI t HI I /NOr (IKN 
(IT) (. inilub'titu) lliuiuii Soiuir v 

aiiTuiial m uatuniAl "whiuiIv lU p.iU(k'tinr« (cm ihiiiIovcsh, ITinfldit' no ofM'iaticMul 

activHv. inrliKlinp. iuhU*ic ovn .ichvily. is (H^inillrct wlini Tiavrlinp puisn.uU lo litis siilistH lion 

(&>'NV) hi siip|.xMi of an Mil oi I JSK oh|n tivT tlir iin pssilv imy ;«tst* foi an SA to liavrl 
ovetseas in an luxlfc lairci niaiiiioi lo ddwipl. tiam oi aswiss .m alii'adv ojK'n ( I IS tn a loirif^i 
ccHintrv (i^mrralh iiyod in a Uind roiiiitiv ulteir the ( IIS dors not ofM^atr) 



(S'/NF) At tlie mitiatioti of aiiv plati foi an SA fo havel undeclaied foi a C HS i elated dehiiefmg 
die SA niust coiiLict die appiopiiale opci^tioiial division IKK to lereoe uistinctiotis and 
guidance on tratierraft used for luidedared Havel and for assist ;uice in planning this Havel No 
travel related acn\ii:\' is permitted by die SA foi die undeclaicrl travel widioul pnoi consultation 
with the afipiopnate tiperauonal division HOC wluch will ev aluate the proiuisal and conduct 
piedeploMumt coordinatioii with lOD coiui1eip.irts and die relevant Legal (s) to identify and 
resolve possible issues jMI undeclaied travel (i e official opeialtoiLal tiavel 
without disclosing FBI affiliation) must be approved via^^^M di tlie uifomiatioii listed iii 
s ubsectiou I S> to . FT AdiiKmislunents. bv the FO SAC die of die operational division 
Inondelegable) with program oversiglit of die activitv and the appropriate lOD SC 
(nondelegab le) Prior to travel, die employee must also complete the 

(S'^'XF) Due to the nature of undeclared traveL i! may not always be feasible for the SA to obtain 
receipts for expenses incurred duruig die trav el Tlierefore whenever a receipt is not obtamed. 
Federal Travel Regulation (FT R) procedures or the remibursement certification steps described 
m SecQon P will suffice as die means to seek remibursement for pui cliases made or expenses 
meurred m support the undeclared travel All fimdmg associated vvidi undeclaied travel must l>e 
paid througli FO case fimds or a travel aiithonzanon number provided by FBIHQ (Jiiestions 
from the FO regaiduig whethei an expense should be reunbuised must be brought to the 
attention of die SSA assigned to the operational division HOC for rev levv and resolution 

19,10. (S >T) LT Admonish ineols 

I S NF) Pnoi to die CHS s ET operatioii an FBI SA and an additional FBI SA or other 
govemmeut official, present as a witness, must review widi die CHS the adinomshments listed 
below These adriKMUslmients must be reiterated at least annua llv. but may be provided more 
frequentlv as deemed appropriate by the SA Tlie admonislinieiir-s listed below are separate and 
in addition to the required openmg and annual AGO-C HS admouislinieuts described in the 
Smicx i ' Xonfidential Human Source Admoiushments The ET admoiustuiients are as 
follows 

■ I S 'NF f t'ldess authorized by the FBI the C HS must not engage m illegal conduct m 
violalrotx of die laws of die United States or of the hosi couuiiy 
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sj f Ki immoHs 

iUaraai *>inatr i*fAt*y 

• (SZ/Nf ) 11 ir C 1 fS 1H siJ^ril In »frvt prrMrt iAion fnt jH vK>l4fjnfK. o^hcivf asd^m lawv 

• fS//N1') Hm* CHS if siJiiwt In 1/ S Uw nfwy (jr urr«tf^ md provriHwl ffir jAl vifA^igym 

nf (/ S bws iinlniii thr* vinl;ilinfi of bw« i;^ iudmt/M liy fht f Bf 

• fS//Nl ) flir Cl IS iiuy taki* jr^xifftibk* nraMJvrv of %rlf (tfensr «s nrdrf In prc4frt Itf* cf 
ho (TWfi hlr ni tfii* li vrs of tjthos Ilioir mmsufos liowevo may be orviotakra n»rfy 
will*!! il 1$ IKK fKJS'iihlr to olHaiij priKcrtion iirjrn \J:. autlKKiUes The f HS nwt aiak^ 
rvoy ira,sonal)l(* efiorl to (oiitarl and inforni tfie f BI of (he i>elf <irhTiv meacures taken 
as soon as possible 

• fS/ZNf ) if il beronws neressary in an oirTprnc y siluabon for (hr CliS to partar ipale m 
an artjvily dial is illegal or lequires AO approval and for whirb the CHS does not have 
tlie |Hopei aiillionzalion (e g a smsitis'e cif ruimtaiice). the CHS must mjkr every 
reasonable effoit to ( ontat t die FBI in ad^'anee of the activity if) accordaore md) ihe 
enieigeiM y plan descnlxd m the CHS travel or operations request 

• (S//NF) If the CHS is arrested or detained as a result of actrvmes undertakeo oo bebatf or 
at die request of die FBI includmg OIA ofcuiaslances mav be sucb that oerdier dbr FBI 
nor die IX)J can provide any assistance in resolving the srtu^ion 

(U/'FOUO) If die ET adniomsliriients cannot be performed m person seofre co tamumc ati fi n 
protocols must be utilized in accordance with sut>secti oi5 10 ? 'Electronac C o mm u n i ca t wm 
widi a CHS ” After die admomsiimeuts are provided (he SA and witness naist documeat drat the 
adinoiiisiuuents were given and the CHS acknowledged aid understood tbem. The 
adnioiiislmients must be placed into die CHS s vabdaliott sub- file The a dmo TOshtoeots ansi be 
placed into die CHS file 

19.11. (U) Pi e -Opel ational C HS ET Bi iefs and Plaonuig 

(S/'NF) A C HS should also be dioroiighly bnefed on taskings ihe coiTBnumrafton plan while »- 
covmtry' and upon return to the United States, the emergeiKV cocmnumcaitoci piaa the exfittrataoB 
plan, and the cover storv for the operational liai cL as needed Odier crav el-rela»d issues and any 
safety cousi derations should be covered with the CHS to ensure that die CHS is srtuattCNialJy 
aware of die threat enviroiunent 

19. J 2. a7 rorO)CHS Pa^menis 

(E7 EOUO) Payments to a CHS engaged in ET operattoDs must be in accordance with mbseciMWi 
17 7 . • Paymeut Requests ” subsection 17 R . Payment Approv als and sU.>secuca 9 , 

Pavuig aCHS 

19,13. (V FOVO) Eineigency ET OL-V .-^utboiization 

(S 'NF) If It becomes necessary for a CHS to participate lu OLA th^ was not foreseen or 
anticipated, he or she niiisr make every reasonable effort to contact the FBI m adv mce of tbe 
actmfy The appropiiate operanonaJ dis’isioa in turn imisl make evetv re^onable effort lo 
contact die AG or .AG s designee if the OIA in which the CHS needs to pvncipaie would require 
die appi oval of dial entin If the advance contact w^& the FBI and or DOJ w a<w foasibie in the 
face of an unmineiir threat to hfe or physical safety or the unmuieDt compromise of a CHS or an 
operation where national security would be senously endangered the CHS mav pamcipaie in the 
OIA so long as he or she does not take pan in. and makes es’erv' effort to preveiK. any ad of 
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St < HI I NOI OKN 

(I IhiiiiHii IVlii V (lUiit* 

\>nlcjKT An .u I vinli’iHf ,in\ .*< tnilv lli.it tnn>lit i aiisr «.nhHi>, lnKltlv mini v In .ittnlln'i 

Hirvi' ynimsuni^ iln uiH (nrvnil 4 I I IS lnwn 1.iklli|» i(‘4M>iul>lr st‘ll in 

in III imli't to |Hi>trc I Ins (>i lu*i imn lilr (*i tlH‘ hvrs o| nt1i<‘is I IfMiti lr.tiuiH|t. til (Ins 

4 i'li\ih t!i(f I HI rim'ln\rr ittnst ii*ii(nt tlw 4i ti\itv in ihr SAt .is s<^ni 4s jmsniilr Ilir SAt iti 
tivn. iTDisI submit tin' tqnxi In tlie 4()fnit^iii4t(' nfU'i lUntLil iltvisinn IKK li. It ) fU'npMrltii ittlll 
«h 1 I npat l1tr (iixiSH»n lUX luust (tmi |iuv(\i|M1v iiilniin iJir Ati ni A( i s (U'sifmi*!' 

i( Ail :^it>in\ 4I wdulil lLivt‘ liert) in^tuK'sl 

I*).14. A IHtiAtumofl I 01 V Xiitlinii/Jilinti 4111 I Ki‘t|iii'sl loi Kt-tirual 

(1 1 (M ’Ol A}i|iin\4l ftw 411V CMS *■ i^utivtpdtion m I' I Ol.A itiuiTip, 4 ainniuJ mvTstipatKMi tn 4 
iiatiuful set tim\ itiVTsUpAtuni ts vaIuI fin i (iciiihI of tii> lo mtc vpai A iciinesi fm fenewa! of 
it|A authini.Mtioti be stibnuitril |nun li> llir expii.ilnni of the iKniinl aihI ihcic is no litnti on 
the inunbei of imrwAls If the need .uiscs foi t I IS |>;uticip4tiot] 111 (HA of 4 cliffnnit tvjie 
nu.ptntikh- 01 UH'.ition honi wliai was Apinin rtl 4 nexs' ict^oesl niiisi lie .iti}.Hin'ed 41 the pTO|Mn 
AUthiKiti lex el is set fintli in ; * = n ni I 1 H (HA hv 4 ( tlS 111 Suii|x>it of 4 Nahotul 
SminlY Im'esbgatiou .md il' i ■ i H OIA by a (IIS m Siippoit of a ( itiiuiial 

hiYrttifiatioii 

l*> 14.1 (V > Sitspetisioti .lud Rmocaiinii of I I OI V Autfioiizafioti 

iV FiH 01 See f n , ’ Siispciisioii of OlA .Antiionzation. .iiid il t tiou ! < S 
Revot jiioo of OlA AiUhotizalion 

19.15. fl ) l\eui|iH«ii to Pi'oxidiu^ l.egat Notificiitiou 

^ S NF ' yite l^epat is the FBI s representatixT in the host rouiiCfv. establishing and inaintauung 
teb&oiiships xxitli bodi tlic host country autlioiitiev and U S LE and intelligence comnumities in 
dial (vnaitn It is essential dieiefoie that (he Legal be notified and made fiillv aware of all C HS 
FT orations and travel in die hc»st rountrv opeiation 

S "NT J .An exemption to iwoviding this noftfication requires conipellmg justification and uitemal 
FBI appiox al_ .is described below Tlie FO must request an exemption to Legat notificatioti via 
an EC using die irqjective t^ierattonal dinstcm HOC s restricted Legat exeinption case file ui 
Sentmel I’pcni receipt of the recpiest. die HOC must coordinate die request among the field and 
FBIHQ enutiev It is strongly reconimended that the requesti ng SA seek guidance from die 
appiopnate FBIHQ unit represeutative prior to preparing 

not be used to request ET operattonal actnvtv 

aathonzanoii w hen seeking tins exemption The EC must uiclude specific facts siiowmg that die 
circiansuuces of the trax el 01 operation are so exaaorduianli’ sensitive that the Legal s 
knowledge of the investigation or operation vvoidd bkeh jeopardize die operation Additionally, 
the EC must pio vide all relev ant dei aih about the CHS operation that would nonuaiy be 
addressed tn the 

iS "NT ^ If appioved die C HS travel must be coordinated directiv with C LA Headquarters dirough 
die opeiaaonal division H(X and die COM must be notified of the activitv if die COM 
nottficatiou is appropriate tor die operatioiiaJ cuciuustaiices 

I S \T Tlie required approvals to be issued via EC for granting an e.xeniptiou to the Legat 
notification requuement are as follows 

• 1 S "NT i SAC ^jpfoi al 
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n // 1 ( iwfuit f- y ( (<a!i! 4 r 

• (V/NI )t fliviM*if» Alt -*| 4 #'r/ 4 l 

■ ( S/ZNI ) U )l J Al ) f>Viil 

lA (I )S(»^«i 4 lC II < ufrf^l 4 ll< 

fS//NJ- J A idi ( if( ijfrj'J^fK *■ 4 ijr^ otr^ntfjtt m viht'h i ' A *^0 * A rrani fipmtie 

41 ul |>4y 4fi ifidividii^J i*>i 'j‘t 'tUP*s pR|jr'ti'4^i 'jf txiUi ittt 4 liTiiilrd Ttnif^ ^ jiflif jHiff, to tfw 

i<*i|Uiiniirfit^; s^*! Imtfj m thi^i * 'iiii h a’. Onjsr ffg cnjpinrtp n * f fA «> iMlia iw ot 

i,l (i|iri4iifjiis 4xjd (iTf a^lnxinisl'dfijii' tfir r US S«Kii Mi^^ifiif.tiinf f-. # 1 .%^ imt mi 

WM //MM* <w mill*! iKAfjtr fnvij nrajiPiii 

(S/WI ) In difsi* < HrtinKtam rs th<* f A m co f A stij J ni i > a T'-4v>iial/> "^orr V; aftrjrrUn 
tbt* tiuMwiiitluDrs.li ol tlir uuijvidua] fitAjou .rtAaj Uj mA^-< tlir 

4iid provtdr 4{)pi(jf)Ti4tr 4dnK)m^iJDrTit?i. to II 4 * 

(S/^NF) Within 30 days of taskiug tljr ludi ' dir ( A if ^ A v. f x msjMmir 

tjiat tile iiidividiia] is opmcd x* a C HS m IVlta and diiS al] arfiHrj/ aoprc'*. ak 

notifit alioiu and adnumishnimts lusvr bern oUainwl ^ dor a hissof . id lir 

Uskinpsissued^hrinfbnn^joairrriv^^mdthrvai^i4iuwi_o^^^^_^i^_^K^. is ifl- ?fj 

19. (I ' l Ol ()) t of an f . I huh Sour rr 

(U'./FOUO) 111 ET operations the FBI s jse **f an F f vJi i; p«?n^tetl S-fe i^Av?- ‘jp:*. 

I?} j ‘Use of a Suh Source for the defimtioa ^>i s swh wm^f 

19.1$. d') C ommunicatious About a C HS 

(U TOUO) Comniuuicatiom between FBI prfsontjei and odjgr- m tii? L£ or twfifegrarg 
community' regarding CHSs must be conducted usutg a seeme mrrhod ‘ e w urase fat. 
telephone secure e-mail) Note that the FBI imclassificd network ta aoi se<3Me 

(S’ 'NF) If any persooallv identifiable laforTOanop fPn) bekaopag tc me CHS is rekaaed 
mcliidmg any selectors, a nsrst be c offipks d m #ife 

CHS file and the CA or s cofiOMrmcc ^tor tc fde**r^ fe OS's 

identiU’ to a non -FBI agency or foreign govemmcni 

( S "NT) An FDR may aUo need to be sought from me ope? s^^ooal imicc HOC *m fratrSES^ 
eqm valent) 

10.19. (I ) FT Vnaulborized Illegal .Xcmin 

( S XF ) unienever anv employee learns of CHS participatian m anv act ai syoteicc tr 
employee must inmiechatelv notiFv the C KSC tbe en^^oyee s and fee SAC The 

SAC. in rum. must notilS the operanonal diMsioo .\D md fee^^|sc ibe ^cTs aad 

circumstances usmg the list pro^'tded below as a guide .Anv detennuxmon fo rc ea at i e ^ wut feg 
CHS must be approved bv the Duectoi for designee^ m coBsiiltatJon UTth DOJ s Cnmiial 
DiMsion or NSD. as appr opr Late 

( S "NT ) As soon as possible the S A must uotifv in wTiting the operadceal dkaisacE. ipprapcs^ 
lOD geographic umt and Legal of anv £T LXA b' a CHS The wnriea isocficai^aaai^bc 
retained in die C HS validation sub-fik and must address die foUcwmg acxia:! 

* i S XF ^ Whether the actnin is online or con^leie 
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• (S ftlirtber speci6c charf^ were Wougiit against the CHS, including the tYpe(s) of 
MolaUoiL if uiy 

• (,S NFI EXetads suiroundmg the CHS s parUctpation m the UlA. tnctudmg the degree and 
nanse of tbe CHS s partictpalion and the seriousness of the actmty tn terms of damage 
to life Mid to pfopem* 

• ( S ’NF} UTiethei the ULA was related to the CHS s tasking hy the FBI, and if so, in what 
manner 

• I S "NF) ^Tiethef the CHS s relationship with the FH! has been revealed or confirmed to 
any outside agenev as a result of the CHS’s participation m UIA and. if so, details of the 
disclosure 

■ ( S T^) '%'hether any attempt ba.s been made or will be made to mtercede on belialf of the 

CHS. or whether any request or recommendation has been made to any foreign LE 
authorities 

• ( S ?^F) The SAC s decision regarding whether to continue operatmg die CHS. a 
justification supporting the decision and. if apphcd^le. the opinion of the AUSA 

(U TOUO } For the purposes of ET cnimnal CHS operations. UIA refers to activity illegal under 
U S feifeiaL state or local law and the laws of a host country^ UIA durmg ET national secunty 
CHS operations does not include \'iolatioas of host country law LTA also does not include CHS 
activity tasked by the FBI for which the FBI was required to obtain, but faded to obtain proper 
OLA authonzation 

< S hiT i Since the UTA is rele\'ant to validation factors, the activity must be documented in tlie 
FOASR The CA mav have the option of submittmg the FOASR m support of 

s contmued use (see 

f U FOUO j If a CHS self-reports ULA the CA must immediately notify die Legat lOD 
seograpiuc unii. and die operational division HOC via an EC If the activity described would 
liav e required AG approv'aL the operational division must notify DOJ 

19 1. fl t Uuauthomed Illegal Activity Notification to DO.J 

<S >T * For crumnal operations, the operational division must promptly notifv the AG (or 
designee, f ihrough contact with die AAG for the C rinuiial Divistoti. of any serious violation of 
law or v iolations of law which, in crmimal operations would constitute sensitive circumstances 
a': defined ui ■Tjo’iJ v ' } ET C HS Operations in Support of Crmunal Investigations 
In’ oh ms? Sensitive C ircumstances, by a amiuial C HS. This uicliides senous charges or an 
arre .t on .'.ich aettv itv bv an^niernaiional or foreign LE agency After consiiltation vvidi all 
aflected USC entities the ^^|SC will decide what action if any should be taken with respect 
to the violatioiHsj short of prce-ecution Tlus uicludes the decision of whether or not to conluiue 
dw* sc’uix^* leiation vlup vvjtli the C HS Aiv decision as to a potential prosecution will be made bv 
IX'ii - jri a vase bv *'a">e basis 

< S ) For national secmir,' matters wiiriiever an FBI employee receives credible nifointtiion 

l.TA bv a national secunty CHS whedier or not the aciivitv occniTed in connection 
iAith rije FBI authoiiz^'d c/jHiatiori or tasking the emjdoyee imi* ( notifv lus or her supen tsoi and 
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(he SAC The SAC. in ronsultahcm with the operattorul drvisioa AD for dni^tnee) imy 
determine to authon/e continued paitiripalion m that aetivitv bry the CILS m arroriinre wrth dir 
oatioual secunty OlA procedures detailed m this section The irquirrmnii to repert die UlA ft) 
the AG {or designee) through contact wiUi the AACi for NSD applies only if the SAC after 
consultatiOD with the^^|SC, decides not to approve the CHS s pamcipatioci tn the actmty If 
the detemiuiation is made not to approve the act]\ity the IJIA must be romnssiicaled to 1X)J 
using a document suitable for dissemmation 

19.20. (S//NF) loteiTiatioiial Iiicidenfs 

(S//NF) An intemational madent is defined as any incident that mav potentially dania^ L' -S 
foreign rebtions International incidents include cucumstances that cotikl ha\e a si^fkaot 
adverse impact on foreign relations or LE actinties and affect U S mterests anywhere mcIudiDg 
matters sudi as treaty uegotiatious. extraditions drug mterdictioD efforts, and htigation in 
foreign, domestic, or lolemationa! courts An mtemanonaJ luadent does not gmerallv inrludr 
the arrest of a CHS However, a reported arrest must be rmewed to detemiuie the extent of TTA 
involved See subsection 19 19 . "‘ET Unauthorized Illegal Activity 

(SA'NF) If a CHS notifies an FBI employee that the CHS was mvohed m an inreraational 
incident, the FBI en^iloyee to whom the notice is givTn must imraediatelv notify the appropriate 
Legat. lOD geographic unit operational division HOC. and. if apphcable the .-^USA involved m 
the operation of the CHS The operational division HOC is responsible few aotifving the AG or 
AG s designee of the incident as soon as possible, as w ell as the CIA and the tX)S if appropnate 
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(1.^ Llnlil f^iUfLuirp oti CHS vafttLilioii M:uuLu(ls (Kiliry k iKsut'd irfri to ihr 
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Appendix D: (l^) Arranyms 


AAG 

assistant ^oiney geneial 

AAR 

aftei action rqxnl 

ACS 

Automated Case Suf^t 

AD 

assistant dirertof 

,ADIC 

assistant director m cliaige 

AFID 

aUa&'iialse idenuficatioi) 

AFOSI 

Air Force Office of Special Investigatioiis 

AG 

Attorney General 

AGG 

Attorney General’s ginct lines 

AGGCHS 

Pte Attorney' G^teral’s Guideiines Regarding the Use of FBI Confidential 
Htman Sources 

AGG-Dom 

The Attorney General ‘s Guidelines for Domestic FBI Operations 

AGGUCO 

Pie Attorney General's Guidelines for Federal Bureau of Investigation 
Undercover Operations 

.\HOC 

Advanced HUMINT Operation Course 


assistant legal attache 

AMU 

Asset Management Unit 

AOR 

area of responsibility' 

ASAC 

assistant special agent in charge 

AUSA 

assistant United States attorney 

BAT 

Behavioral Assessment Team 

BCC 

bordei crossmg card 

BOP 

Bureau of Prisons 

CA 

case agent 

CBP 

Customs and Bordei Patrol 

CD 

Couiitemiteliigence Di\'ision 

CDC 

chief division coiuisel 

CE 

case expendmires 
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CFR 

(-(ffifidentiaJ file room 

CHOU 

(JountcrtciioTisni HUMINT Opaations Unit 

CHS 

( onfideiitial human source 

CTISC 

rimfifientia] human source coordinator 

CT 

< ountenntelligence 

CIA 

Central Intelligence Agency 

CollMC 

collection management coordinator 

COM 

chief of mission 

COS 

chief of station 

i 

CPI 

cnme prtAlem indicator 

CPS 

CHS Priontization System 

CRIM 

cnmmal 

CTD 

1 

CounterteiTorism Division 

CTS 

CounterteiTcinsm Section 

CYB 

cyber 

— 1 

CyD 

Cyber Drvision * 

, _ j 

DA 

7 

double agent ' 

DAD 

deputy assistant director 

DAG 

deputy’ attorney' general 

DCID 

Director of Central Intelligence Directive i 

DD 

■ f 

Deputy' Director i 

DEA 

Drug Enforcement Adrmmstration 

DHCC 

Domestic HUMINT Collection Course \ 

DHS 

.. .. Jj 

Department of Homebnd Sccunty 

DI 

Directorate of Intelhgence j 

DIOG 

Domestic Im estigonons and Operaffom Giiid^ 

■ ' - - - ' • -- L - Ti 

DI\'S 

Data Integration and \'isuali23tion System 
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DNl 

DiitvUh orNAboTial liilrllii?Mirc 

DoD 

Depatiiirnl of I>f«ise 

DOF 

Di*p»1nirnl ofEueiKy 

DOJ 

Depaimirnl of Jastiic 

DOS 

Drpannient of State 

DT 

domestic teiroiisni 

EAD 

execubi e assistant directoi 

EC 

electromc comnuinicaboii 

EOC 

electrcmc coiuitry clearance 

ECPA 

The Elecbomc Conmiuiucatioiis Pnvacy Act 

ELSUR 

electromc surveil lance 

EO 

execubve order 

ERISA 

Emplo\'ee Rebreineot and Income Secunty Act 

ERO 

Enforcement and Remov al Operations 

FAMS 

FBI Automated Messagmg System 

FBI 

Federal Bureau of Investigabon 

FD 

Finance Disisiou 

FDR 

foreign dissenimatiou request 

no 

Field Intelligence Group 

FmCEN 

Financial C rimes Enforcement Network 

FISA 

Foreign Intelligence SurseiUauce Act 

FO 

field office 

FOASR 

Field Office Annual Source Report 

FOUO 

For Official Use Only 

FPO 

Federal Prosecuting Office 

FSO 

foreign senice officer 



FTC 

Field Tiadecraft Course 

FIR 

Federal Travel Regulalion 
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IKX' 

hi;a’1 

nUMIN'I ( <Kffd]juiUrm f 

MliMlNl Lvalii^Kjft and Assr<j«fr»it Team 

■ 


IKX 

Hl/MINT f >peiaUnfts ( «jlar 





HQ 

lif'adqiJaftefs 

HSI 

Hoinc'land Seouity Inve&tig3lioni> 

HSRC 

f Iimuu Source ReMrw C oronutlee 



HSVR 

Human Source Validatioa Report 

HUMINT 

humau lutelligence 

_ _ .. 

lA 

intelligence analyst | 

lAO 

International Affairs Ofl5ce 

rc 

Intelligence Community 

ICE 

-y 

IimmgratioD and Customs Eoforcemeol 

IIR 

intelligence information report 1 

IMF 

bitemationaJ Monetary Fund ^ 

IMR 

Bureau of Intelligence and Research 

_ . . 1 

10 

mteiligence officer 

' ' I 

lOB 

Intelligeoce CKersisdit Board f 

lOD 

International Operations Dis'ision 1 

IRSU 

Intelbgence Research Support Umt 

IT 

uitemational terronsm . 

JTTF 

Jomt Tcironsm Task Force ' 

- 1 — i 

LE 

law euforcemcnf | 

LEGAT 

legal attache (posmoo) 

Legaf 

legal attache (office) 

LEO 

law eitforcenient officer 
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iHVt 
I PR 

I MiVII 

f 

I MA1\ 

I 

MP 
MlKt) 
Ml ! 
\ftTl 
vriR 

I 

NARA 



Nt R 

^C^ 

NTR 1 

NHMD 

NOFORN 

NtlR 

NSD 



NSRG 

V - . fc— j. ..ii. — . I 

NSL 
CX A 
jOEO 

(XA 


I JW f iiUhi I-IIHIII I*4U>I|' I Hut 

trpit |tntiuutiU irM<l4*tU 
<»r.»K ;uKi UK uli‘»U| rufmi-ics 
• Maiuprxt \itittHiftini liilttiKl Arrrssi 
I I Rx hn ol Mrilii uir 

{ Mtlo^Y tX^Aimnii iHnuUriintrlliiiinKr 

j 

' Mttbifr I valiulKni 

nmiKHMkllUU of tmdriHlailcllIkf' 

J 

I MnuLitoi^ Ti.it kiiip. Rmm 


Natioiul Airhi\ n aiul Rrt oitfci Atliiuiusti;UHiii 



NAtuuvtl C'l tnK* Infomution C nitn 


I Nava] Cmiiuul Iiivrstipativr Service 


No Fcurigii PoUev (])b|fCtioii 


Nanonal Hi^flNT Duective 

Not RfiM.sabl<? to Forrijtii Naliouals 


I ootKf of rfquest 


I National SfcurtP PiMMon 

I A^rfiouu/ Sm/rta /nfbrmarton Ciassf/icafian Gtade 

T “ — 

NatMMul Sfocunn L^rtrt 


OflBcf of C ongrrvyonai Af&m 


Officf of EnfcTCCTneni Operaaons 


othn ^vcimoful aecnev 


■■■ .- i 

OGC 

1 Of&cf of tbf OnnaJ Counsel 

1 " ! 

OU 

i. . _ _ . . , . 1 

t " ' - 

odmww illrgal actnin 

1 " ... 

0(3 

i . . 

office of otipo ' 

! 

; OPR 

L_ 

Office of Profes<iioiul Respcmsibilin 

T — T 

OTD Opmtioiuj Tethiiologv Dinvioa 


D : 

stfRFl \orOR> 




n» fffyt ft * mn 

J) t I liWism W«r# fW y * 




RFI 


RIP 


ROU 


SA 


SAC 


SC 


SecD 


SES 


SIA 


SIM 


SIP 


SPBP 


S^SA 


SSI 


SSIA 


3" M 


requm foi uifonnatiaii 


rfcruiiinaM tn-pbcr 


Ronote OptnlioiiSi Uatf 


ipecul afctf 


ipenaJ a^eot m charpr 


sectioo chief 


Secuntv Dnisioii 


Senior ExecutrvT Service 


nipenisorv lairDifnicr xatw 


senutive vi\^e«ti|;am'e mxter 


Source Ideni&cJboD Padcapr 


Sigmficaof Pabhc Benefir I^RxIe 


Pli 

PU) 

J*II 

WJ 

P(il 

pri 

PINS 

|m4w y dv rrff vf . . 

prjrijiMr rie/ broVMr device ' Vll 

priMijvr fiyfeijpi ifiritipnace ^ 

p^tbi y roudr 1 

ptoynl yyiieraled mromr t 

pcrftfjfutly idmUhiUc mhufiAbOD ] 

PuMir hitef^ilY Seriwn n 

PM 

• ■ ■ — '4 

putffmn oucuipef 

P(X 

poml of ciMUrt 

POI, 

pattern of hfir ; 

PR 

pen irfpstn 1 

QAN 

query aim nobficJttoD | 

QSSR 

1 Quarleriy Supervisory Source Report | 

RTF 

rnpim for fiiev 




r;-" 





supervisoo «pecal apni 


%oarce reii$«ti\T : 


vxuor vupeiMsorr 
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SHN 

sniuilv ntunU'i 

m\ 

’ 

tniifiniiuv Ailv 


hr^siuy 1 iitiMiniM'til ('inittuimit .Uuiiis Sv^lc'iti 

IIT) 

UsJ( ftm e oftit n 

I’SA 

l>Anspi)!UluN) Secmitv AilinitiisiMtKni 

n 

t»p aihl (lai'C 

US 

Uiiilnl SUlf?. 

use 

UiiiUtI S tiles C ode 

ITC 

tuul ehief 

ucc 

undeicovpi cixnifinatoi 

UCE 

luximroy ei cinpiovee 

ua’j 

uodocoN ei opeiattcMi 

LTESU 

UBdeTcoyti Employee Safe^iard Umt 

ITTvfS 

, . . . _ .... 

Unified Euuncial Maiugenient System 

VIA 

unaudionzed illegal activity' 


Uiuted Nations 

VNti 

Unclassified Netwoik 

i:ni ] 

Universal Index 

USAO 1 

United States Attorney s Office 

rscis 1 

E’nited States Citizenship and Immigtanoa Services 

I'SG 

United States government 

usr 

Uiuled States Intelligence Cotamumiy 

rsMs 

E’'niied States Marsbajs Service 

USPER 

Lin ted Slates person 

ISSG 

United States Sentencing C^delu^ 



I. *l>* ' 1* 1 * ■ 1 

VOIP ] 

\'oice 0\ er Internet Protocol 

\OTi: j 

1 VaUdattoii Operational Testing Unit 

iVS I 

1 \'abdatiou Section 
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WIO 

WMiiin|i^]f> I’trlrf fHfpjt 


WfK) 

WmM llrjJtb 


WMI) 

yn'^fn/n of tiiiwi dmiurium 

WMIM) 

Wrjpuns of Maw f>«tiunjoo fivrrtof jIt 


WSP 

Witnm Smfffty Profm 


rf* ■ 
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Appendix K: (1^) 1S//SC1 C IIS Repoi ling 
(IT) IKmietv of 

(lJ//f OlTO)[^Hts ti\r H)l m tird nuttiA^imtn)l ^tnn nitabljvlicd U> iiuiiiUiii ttil'cntiulHHi 
ippoited bv a CHS that no Lst be catepiiiiml as Toj> Seael (I'S) oi SnisiUvo ( otiipailtiicnteii 
Tuftviiiutjon (SCI) ^^|iise<l tn rmiptnction willi Delta piovides all FBI eiiifiloyees wli« 
jeceiNT TS aitd SCI infioiiiation from a CHS witli Uie rapabdity to (kicmnenl. liandle, store and 
access the infannabcm 

Requiremeots and Pi oredures for the Use 

(U^''rOUO)^^|iiiiist be uhltfed to docim»en1 and sto te TS and SCI infoiTnation obtained from 
a CHS Ttie procedures for leque^ling access to^^^and rnauilauung CHS reporting m the^^f 
svsteni are procided on tbe^^Blnu.uHM page 

(I*) Reqiiii einents for Closing a CHS File/Folder lu^^H 

(U ‘’FOUOl When a source is closed, his cn her^^^fol^ will be marked as closed, and detads 
about the closure of the s ource w ill be niteied into ^^^llie^^lsource folder will be marked 
with an electionic flag tn^^|an<l mo\^ to another location within ^^^^^|will use a 
SbarePouit -based computing seiMc e to store closed sources. Any source folder for a closed 
source must be moved to die^^lsharePoint RCS witirm one year of deacti\ ation The CA is 
responsible fm ensuring that deactivated source folders are moved to the SharePomt RCS. 
HPML^ will conduct a bi annual resiew 
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(fj) ( VwtrKk^ifi4J IfcjfNW hAif Y(iia(it‘ 

A|»|m»ii(Ux K: (IJ) S<*i'virp A)i;r<‘4'mtMJ( 

Maiidiiioi Y 

SJiKVrCf, A(iKhf:MI:Ori 

Wliitfas iJif I'efk^id liuiP^ii of liivcsti/v*^i(jfri fiftrirwilln rpfrTirrf to as tfjr f flJ « a 

lawful tftvesljpyatiuri ipp^aidiup, adivrtiei on tfu* part of }riicl]vidiial’> m tfw* vttAMvm of 

vaiiou<i (Inited Stairs (imat typr r p cnnnnalji sUtutrs 

Wlirteas (CHS's |>ayumjl iianir) is m a poMtion to vid is wiUinp b> fiirraslj aBsislan.'r to the f BJ 
in its investigation and 

Whereas die parties hereto desire to reoord tbeir ref^iective inUgests and obiigaiions 
Now, tlicrefore. die parties hereto agree as follows 
RESPONSIBILmES OF PARTIES 

In tuftlierance of the goals of the afot nnentiooed im estigation fCffS s payrrcnt naniw i wdl 
provide infomiatiou on die (insert prograin type — e g., cnrmnal) activities of wtous Taiseft type 
of case — eg. wiute supremacy asd/or domestic toionsm subjects; 

(CHS's initials) will not partiapate m any unlawful activities except iiKolar as the FBI 
determines that such partictpatioD is necessary to thrs mvestigation aod the FBI expressly 
authorized tiiese acts. It is understood that any such vtobticns of the law not expressly 
authorized by the FBI may result m the prosecution of (CRS's pastnent name; The FBI does not 
have authority to make any promise or r ommitinc nt that would prrv ftit the gov enaiKQt hom 
prosecutmg for illegal acts which have not been specifically and expressly authocizrd die FBI 

(CHS's imtials) will not initiate any plans to c ommit crmunal acts nor will he or she pantcpaie 
in any acts of violence If he or she is asked to participa^ in aiy act of vntdence or learns of such 
plans, he or siie will attempt to discourage those plans or acts and will pr^nspclv ootifv the FBI 

(CHS's imtials) is not an employee partner member of a j onn venture associate or special 
agent of the FBL nor will he or she identify him- or herself or hold him- or herself ont to be such 
Notw'ithstaudmg this prov'ision. (CHS s imtials) may be considered an empJov’ee of the United 
States government as defined in 28 Umted States Code (U S C ) Section s f i 26“? 1 for the hmited 
purpose of defeudmg civil claims ansing out of allegations of wioogfiil or aeghgent acts *:» 
omissions related to any activity^ conducted by (CHS s paymoit name; in furtherance of the 
aforementioned investigation 

(CHS's pa>ineiit name) shall have no authont>'. actual or inched to c^hgatte and or bind die FBI 
to any contractual duty' and or obligation aod vay obiigaoons so made are the sole obhganoQs of 
(CHS's payment name) and not of the FBL 

It IS understood that the FBI at «s sole discretion will contio! ah in’i:Tstiga£rvc activiues 
including any decision to terminate this investigation 

LL^BUm' OF PARTIES 

It IS expressly understood that the FBI assumes no re^>ou.sibihrv or habikw to tCHS s pavmeat 
name) for any income loss, harm ro professional reputation oi personal reputation, or anv other 
personal damages, propertv damage or losses which may arise as direct or mdirect consequeiKe 
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SIX Kl iy/NOl OKN 

0 0 lUiniiUi SiHUif Policy (iuirlr 

of (CirS s poynimit luoit*) inovtdio^, vohuiUiy ( <iofX'iAti»ii iii fiuUieiiutir of llir ^ifmcittnilunu'cl 
io\ riitigatinti (Cl IS s p;i>Tii«}l lumr) apx^ to hold lumilcsfi Om* Mtl iK ap,eiiLs riitjiloyrrs 
atnl coiiUacUns hn auv ajtd alt halnlity Tot (Uiiuip.es tesiilUnp. dtierlly oi iiidirn lly llieir tiom. 
mcept as set forth in this apjeenifiit llus fnovisioti shall siitvive tlie expiiatioit (H Imiiiftatioii of 
tfiis acTronciit or of llie imesUpatiini 

Tlte hahililv fot any ueplipeot acts of die TUI and iLs .ipents eni|)lovees and curittai lois wt]| lie 
borne bv die FBI Tlie liabilitv foi any nephpnit oi willful acts oi omissions of (CHS’s pavmenl 
lunieT is the sole lesponsibiluv of (CHS s payiiieiil name) Howevei, (CHS’s iiulials) does not 
waiw Ok* tiphl oi clattn to wiudi (CTHS s pawient name) may be tnilUled luidei die Fedeial Toit 
Claims Act This provision shall siim\-e the expnation oi teitmnation of tlus agreenienl of of' the 
invesugalioii 

CONFIDENTLAUn^ 

(CHS 's paymeui name) will m no way rev eal die conhdenttal and sensitive nature of this 
investigation or idenlifv any FBI agents to any uuauthonzed pel son or peisons. and furlhei, will 
not undertake any pnbhcatiou oi dissemination of any mfonuatioii or material diat results from 
this investigation vvidiout the prior express written authorization of the FBI Tins provision sliall 
surv iv e the expiration oi tennuiatum of dus agreement or of the mvesUgation 

DILATION OF AGREEMEMT 

This agreement shall comiiietKe on die date of acceptance by (CHS s payment name), as 
signified bv subscription of his or her signature hereto and sliall contmue as long as the FBI 
deems that the services of (CRS s pavnienl name) are required, howev er, the agreement shall not 
exceed twelve months from the date of acceptance (A time penod such as 90 days or 6 mouths 
from the date of (CHS s payment name) signature may be added, if a shorter tenimiation date is 
desued ) Tbs agreement is subject to a six -month review and delenmnation for contmued 
services Tbs agreement may be teraimaied ai any tune by either party, and for any reason by 
delivery of a wntten notice to temniiate If either party is unable to provide wTitteii notice of 
tenmnatioo. oral notice of tenumation nwy be giv en to the other party, provided diat after orally 
temimating the agreement, the tenmnatmg party- creates a written dociuueat detailing (i) die date, 
time, and recipient of the oral temiination (ii) the nietliod by wbch teraniiation was conveyed, 
and (uij a surumarv of what was said to tcmimate tlie agreement 

Tlus document constitutes die full and con^lete agreement between (CHS s payment name) and 
die FBI Any and all pnor agreements, whether written or oral, express or inched, are hereby 
rendered null and void Modifications to tbs agreement will have no force or effect unless and 
until such modification is reduced to vvntuig and signed by all parties thereto 

The representative for the FBI contractmg officer ui tbs agreement is Special Agent (insert C A’s 
name; (luseit division' 

r L( Applicable*' Language: 

[If CHS is suppoTTuie a UCO. add lauguaee detailing tlie role the CHS will liave m the UC O ] 

Tlie FBI Will leunburse (CHS s payment name) for expenses meuned bv bm or her wbch are 
deemed bv tlie FBI to be reasonable and tn ftirtherance of tlus mvestieatioii (CHS s pavment 
name I agree*, that piioi to lacunuig such expenses he or she will consult with the FBI s 
idr>ignaled representative as to die nature and justification for uicunuig such expenses (CHS s 
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(IF) t /itiitfii'Tiiiji I UmtMt Stna'r i*oUt y ( .rtwl#- 

iimImIk) to fuKivfflr vnulrn iff njrt>, it a tJM*w rutryt mlittr f fjf jr,j!t 

(li‘tt‘fMU>K’d tlf^ 'd rffrfjrt mmld riHtwiKrt HS ^ payriirTi* rj4ffir)tjr dis^kt'#* ^rjfS i 

ijii(i^l<i)’s frIiifir)Ti*i)i)p wiUi thr I' Bf 'llir f fil Iw*. tlif fifdii U>4ne*t (f 'fiS s f/4vrnraf \tt 

i)K in oxixiises wJiirli ihe f MI dmns wA to Jif m Uatiteimfrof its iijv<r*.ti(^;itivf ;wjak If trmf' 
should tie a dts|>uU‘ as li> wtwihef an eic|i('fJ.se wa.s rrasajnilde the I BI frAtrartmr offK ei (4 
lerofd will tie the hiul arlntn of tiul 4is|nitr 

Set monthly payiiH'iit aiiKmiit: 

Ilie h'HI agjrees to pay (C l fS 's paymnril riaiiie) (inseft rlolLai amount) pn month for t»s or her 
sei vices lelated to tins uivestipatiori The FBI has detejirwoed tliat ( insert dollar amcenit ) per 
monlii IS cotnniensuf ate witli the value of die information or assistanre C< JfS s ]:raymerit name ; 
shaU provide to die F BI If at any bme the FBI deternunes in then sole disrif^im that the value 
of uifonnation or assistance provided hy (C.'fiS s payment name) to the FBI u not fjQcnrriemii«v4le 
witli (inseil dollar amount) per month tlie FBI shall tennmate or modify this a^eeninii Kecopi 
of Uiese funds is contingent upon compliance with the obhgalion of coohder^^ty and all 
aspects of this agi eeineut (CHS s payment name) acknowledges that these pavmmt^ are taxable 
uicoine and tliat lie or she ts lesponsible for payment of all applicable local and £''drral 
taxes and/or witliholduigs 

Payment tnoutbly amount up to designated limit: 

The FBI agrees to pay (CHS s payment name) iq> to imserl dollar amounf; per month ibr hts or 
her services related to this mvestigation The amount of these monthiy payments wtd be 
detemuned at the sole discretion of the FBI and must be commensurate with the v^tie of die 
uifonnation or assistance (CHS s paymenl name) prov ides to the FBI Receipt of huids » 
contmgent upon compliance with the obligation of confidentiality and all afreets of this 
agreement (CHS s payment name) acknowledges that these payments are taxable income and 
tliat he or she is responsible for payment of all applicable local state and federal taxes and or 
withholdings. 

(CHS’s payment name) agrees at the direction and under the supervision of the FBI to meet 
witii designated individuals, and agrees to make or have made bv die FBI consflisual visual oral, 
and wire recordmgs of such meetmgs and related telephone cads if determined to lie sale to do 
so by botii parties Further (C HS s payment name) will provide wnaen authonzanon to the FBI 
to momtoi and recor d such meetings and conversations prior to such naomtonng or recording 

(CHS s payment name) agrees when directed bv the FBI to testify and fiirmsh all infcrmatioQ in 
his or her possession custody or control, which be or she ha® recen. ed dunng the course of or 
related to dus investigatioa (CHS s payment name i uDdnstands that if he or slie testifies m aov 
court proceedmg lus or her identitv may be fiillv revealed and his or her cooperanoti with the 
FBI disclosed to the public and die siibiects of the tnvestigaUMi 

Tlie FBI does not have die authority to reduce (CHS s pavment tiamr i sentence and the FBI 
makes no guarantees or promises to yCHS s initials i regarding a seutence reduction How ever ar 
die sole discretion of the FBI. die FBI ruav advise tlie proper authonties regardnv? the extern cd 
(C HS s payment name) assistance and cooperation 

By sigiung below, die parties herewith acbiowledee thai thev hav e read under >t;tod and will 
abide by the foregoing statements 
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